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Abstract—The interactive robot is expected to support emotion
analysis and utilize the deep learning and machine learning to
provide users with continuous emotional care. However, it is a great
challenge to securely acquire sufficient data for emotion analysis
such that the privacy of emotional data is adequately protected.
To address the security issue, this paper proposes a security policy
based on identity authentication and access control to ensure the
security certificate through an interactive robot or edge devices
while the access control of private data stored in the edge cloud is
adequately protected. Specifically, this paper adopts a polynomial-
based access control policy and designs a secure and effective access
control scheme. At the same time, this paper puts forward an
identity authentication mechanism in view of edge cloud systems,
which can reduce the computational overhead and authentication
delay in a collaborative authentication of multiple edge clouds.
The effectiveness of the proposed access control policy and identity
authentication mechanism is verified by an actual testbed platform.

Index Terms—Security analysis, Access control, emotion
interaction, identity authentication, social robot.

I. INTRODUCTION

W ITH the continued growth in demand of personalized
services, the emotional care robot (also known as a so-

cial robot) is developed to provide emotional applications and
services [1]. In practical situation, a social robot collects the
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user’s emotion data, social data and other data through various
sensors [2], [3]. Furthermore, the multidimensional data analy-
sis is supported by machine learning or deep learning, and the
personalized emotional care is provided to the user.

However, the emotion robot, edge cloud and remote cloud
stores a lot personal data generated through the interaction with
the user. Thus, the data access control permission is critical
for the user privacy protection. There are many researches on
the access control and identity authentication of new-type net-
work architecture, such as software-defined networks or cyber-
physical systems (CPS). For instance, in [4], Klaedtke, et al.
researched the access control policy of a software-defined net-
work controller and designed a novel access control mechanism
for different network resources and multiple safety demands.
However, the existing approaches rarely consider the particular-
ity of the social robot that it often collects various user’s private
information, so the implementation of the access control policy
should be more important.

Furthermore, due to the fact the emotional robot often needs
to interact with different edge computing nodes to obtain the
computation or storage resources, the user authentication and
privacy protection are particularly important [5].

However, in terms of the emotion-aware system, the access
control and authentication for this system face the following
challenges:

� Lack of enough secure protection: Due to the traditional
robot system or in the traditional IoT system, the protection
measures taken cannot meet the user’s need for security
protection. Taking identity authentication as an example,
the selected identity information is only the user’s ID, name
or voice, etc., as the source of authentication information.
However, in the emotional robot system, the user’s emotion
needs to be collected as a data source, so the user’s emotion
is also a key user privacy data. If this data can be used as
part of identity authentication, it will be more personalized
to protect the privacy of users.

� Delay: In general, the computing and storage capabilities
of emotional robots are limited, but when the emotional
robot interacts with the user, it collects a large amount
of data from the user (such as the user’s emotional data
mentioned above). In order to better serve users, emo-
tional robots will help analyze user data and provide good
services in a timely manner by means of computing and
storage resources in the nearby edge cloud. That is to say,
when the emotional robot is working, or providing services
to the user, or interacting with the user, the time delay re-
quired is as small as possible. Therefore, if you deploy
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these security measures, especially in the deployment of
access control policies, you need to interact with the edge
cloud. If you bring higher latency, the user experience will
be reduced. For this reason, when considering the security
issue of the emotion-aware multimedia system, pay special
attention to the problem of time delay.

To address these challenges, we consider the unique features
of edge cloud systems to further improve the polynomial-based
access control policy, enable a full adaptation to the access con-
trol of the emotional robot, and accordingly enhance its security
and performance. Meanwhile, a collaborative authentication is
implemented to further reduce the required computation over-
head of authentication in the edge cloud systems. Specifically,
the main contributions of this paper are as follows.

� The security issues of a social robot are analyzed from two
perspectives, i.e., 1) the identity authentication and access
control; 2) the access control management and identity
authentication management.

� An effective access control scheme for the emotion-aware
robot is proposed to support the access control policy be-
tween the emotion-aware robot and the user or edge cloud
node. The access control management involving the ac-
cess permission update and upgrade is realized on the
premise of untrusted edge cloud node, which is based on
a polynomial-based access control policy.

� An identity authentication mechanism for the emotion-
aware robot is proposed. This mechanism can provide a
collaborative authentication scheme among the user, edge
cloud, and emotion-aware robot, while the computation
overhead of authentication is further reduced. This scheme
solves the problem of the low efficiency caused by repeated
authentication in the edge cloud system, further enhances
the ability to resist to the attack based on identity infor-
mation recovery, and reduces the probability of leakage of
a user’s sensitive data during the identity authentication
process.

The remainder of this article is organized as follows. Section II
introduces the related work focusing on the identity authentica-
tion and access control. Section III describes the architecture of
a social robot and summarizes its security problems. Section IV
introduces the proposed access control policy. Section V
presents the identity authentication mechanism for the emotion-
aware robot. Section VI introduces the experimental results.
Finally, Section VII concludes this paper.

II. RELATED WORK

A. Access Control

With the continuous development of the Internet of Things,
medical and health monitoring can be applied. In fact, the med-
ical health monitoring system is similar to the emotion-aware
multimedia system. Due to the frequent occurrence of a user’s
life-critical emergency in medical care, the access control that
can be taken needs to fully consider these emergencies, so that
the medical health monitoring system can respond in a timely
manner. For example, in In [6], an adaptive access control strat-
egy is proposed for the healthcare system, the authors. This

scheme has designed two access control strategies for general
and special situations. However, in this scenario, additional third
parties are required to participate in the emergency, which makes
it difficult to apply to the emotional robot interaction system.
Because in this system, only emotional robots and users often
happen, it is difficult for additional third parties to participate.

In the process of providing services to users in the emotion-
aware multimedia system, cloud servers are often required to
provide computing and storage resources to achieve a better ser-
vice experience. For example, in [7], in term of multi-authority
cloud, the author proposes an effective access control strategy
and proves that the strategy is safe. In [8], the author proposes
a strategy called “AnonyControl”, which not only protects the
privacy of user data, but also ensures that the user’s identity in-
formation is protected. In [9], considering the web-based cloud
service, a fine-grained access control strategy is proposed. At
the same time, the cloud server can also control the access
user. However, these strategies are not fully considered. In the
emotion-aware multimedia system, the cloud service resources
that need to be used frequently are the resources of the edge
cloud. Because the edge cloud computing and storage resources
are not as full as traditional cloud servers, there may be ineffi-
ciencies in implementing these access control policies.

In fact, there are many effective access control policies for
cloud servers at this stage [10]. For example, an effective access
revocation scheme is proposed in [10]. Experiments show that
this scheme can effectively reduce computational and storage
overhead. For the emotion-aware multimedia system, if you can
design an access control strategy that saves cloud computing
resources, it will greatly reduce the delay and give users a better
experience. However, this method obviously requires a trusted
third party to participate in the operation and jointly implement
the entire access control strategy.

B. Identity Authentication

In the aspect of emotion-aware multimedia system, in this
process, the identity of the user needs to be authenticated, so
as to ensure the reasonable demand of legitimate users, the
research shows the comprehensive investigation of the authen-
tication protocol in the Internet of Things. In fact, there is now
a lot of work on identity authentication [11], [12]. In cite
he2015analysis. For example, in the field of helathcare, [12]
uses modern cryptography theory to analyze that there is no
suitable RFID authentication method at this stage to meet secu-
rity needs. To this end, it is an urgent problem to be solved by
using cryptography theory to design a better identity authenti-
cation mechanism. Especially for emotion-aware robots, it col-
lects more data from users, which makes the interaction with
the edge cloud more busy, and the more services are requested,
and it is necessary to design a reasonable identity authentication
mechanism. For the distributed mobile health cloud computing
system, in [13], the authors introduce a cooperative authenti-
cation scheme that meets three different security and privacy
protection requirements.

In addition to the authentication scheme in the traditional
RFID-based IoT system, the authors proposed a new voice
recognition mechanism in [14]. The system proposed in this
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article is called VoiceGesture and can accurately determine
whether the sound is playback. However, applying this iden-
tity authentication mechanism to the emotion-aware multime-
dia system will bring greater challenges to the computing and
storage capabilities of the edge cloud. This is because in the
solution proposed by [14], the edge node needs to extract and
store the voice information of the user who has authenticated the
emotion-aware robot, which will occupy the storage resources
with large edge cloud. Because the edge cloud itself has lim-
ited computing and storage resources, and provides computing
services for the emotion-aware robot, this identity authentica-
tion scheme is difficult to apply to the emotion-aware multi-
media system proposed in this paper. So in [15], the authors
revisited the access control and authentication mechanisms for
home IoT and found that the access control policies that users
expect are different for different IoT capabilities. Therefore,
when designing a practical IoT system, the designed access
control and identity authentication also need to meet the diverse
needs of users, especially in the emotion-aware multimedia
system.

III. SECURE ISSUES IN EMOTION-AWARE ROBOT

A. Emotion-Aware Robot Architecture

In Fig. 1, it shows the main components of the emotion-
aware robot, which mainly includes three layers, i.e., sensing
layer, network layer, and application layer.

� Sensing Layer: Can continuously acquire user data, includ-
ing physiological data and psychological data. The sensory
data can used to analyze the user’s emotions, and internal
psychological status on a deeper level. Moreover, these
data would form the multidimensional user-data informa-
tion for different applications.

� Network Layer: Mainly includes various network forward
devices, such as a router, gateway, etc., which can transmit
the user’s data to the designated location.

� Application Layer: Provides emotion-aware services and
applications. In particular, the emotion-aware robot could
provide the emotional care, health care, and various
personalized applications, to upgrade the user experience.
Advanced data analysis and learning techniques, such as
machine learning and deep learning, are the essential to
provide the cognition control system assisted by the remote
cloud, to enable the emotion interactive robot to understand
the user demand better and provide the corresponding
service.

B. Security Issues

With the development of the network technology, a series of
security and privacy issues that should be addressed are pre-
sented in [16], [17]. For instance, the user identity information
may be leaked, the edge cloud data could be falsified mali-
ciously, and the access control permission of an edge cloud
would be controlled [18], [19]. These issues could mainly con-
sidered from the following two aspects, i.e., the access control
management and identity authentication management.

Fig. 1. Architecture of the emotion-aware multimedia system.

� Access control management: The emotion-aware robot
systems often involve some complex computation
tasks [20]. Due to the limited resources on the robot, these
tasks should be transmitted to a nearby edge cloud that
the edge cloud gains the user’s sensitive information [21],
[22]. In addition, the emotion-aware robot can provide a
powerful emotional services because of the intelligent con-
trol system assisted by the remote cloud, which means the
user’s data are stored on a remote cloud [23]. Thus, consid-
ering the data stored on an edge cloud or a remote cloud, it
is important to develop a robust and reliable access control
management [24].

� Identity authentication management: The emotion-aware
robot must identify the user accurately that the poor iden-
tity authentication may cause failing to serve the true user
better [25], [26], and even the data being collected by the
malicious users [13], [27]. For instance, a malicious user
may send the emergency call information after gaining
the legal identity authentication. When the emotion-aware
robot receives the request, it would believe it is a actual
accident and send the alarm message.
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Fig. 2. Access control and authentication architecture of the emotion-aware
multimedia system.

IV. ACCESS CONTROL AND AUTHENTICATION FOR

EMOTION-AWARE ROBOT

In view of above two aspects of access control and identity
authentication management relevant to the emotion-aware robot,
this section will introduce its security and privacy protection
architecture, i.e., the access control and identity authentication,
as shown in Fig. 2.

A. Access Control for Emotion-Aware Robot

When an emotion-aware robot is applied to an edge cloud
system, the resulting emotion-aware multimedia system needs to
constantly interact with the edge cloud to access the data stored
in the edge cloud to continuously provide emotional comfort
to the user. service. However, the current edge-based access
control strategies basically require trusted third parties to assist
in the completion, and many research efforts assume that the
edge cloud nodes are completely trusted [28], [29]. Due to
the large number of edge clouds and their wide distribution,
if you need additional third parties to help you complete the
access control, it will bring a lot of inconvenience. In addition,
since the calculation and storage resources of the edge cloud
are limited and there are many interactions with the users, the
acquired user information is also more, and the information
relates to a lot of private information, such as name, user ID,
and long-term user. Emotional and other data. If the edge cloud
is maliciously attacked by an attacker, it will be easy to get
this information from the user. Therefore, these all illustrate the
need for a reasonable access control strategy to implement a
deployment plan for an effective access control policy for the
emotion-aware multimedia system.

Based on the above considerations, we utilize a polynomial
access control policy in the emotion-aware robot environment,
to adapt to the access control be used in the edge cloud envi-

ronment. To be specific, the vector constituted by L permission
is set as V = (v1 , v2 , . . . , vL ). For each user i, the following
permission polynomial is built:

fi(t) =
∏

(t − vi) =
i=L∑

i=0

sit
i (1)

The maximum number of times of polynomial is denoted
as θi and θi < i < L. si denotes the the i-th plaintext vector.
While judging whether an access permission of a user i meets
the corresponding access control policy of an edge cloud node,
it is only required to judge whether this access permission is
the root of polynomial fi(t). This scheme can realize a safe and
efficient access control policy management in the edge cloud
environment and even more complex environment consisting of
both edge cloud and remote cloud.

In addition, considering the situation multiple users interact-
ing with the same emotion-aware robot, a more complex access
control policy management should be implemented. The exist-
ing access control policy can only realize the access control of
each device used by a single user with the nearby edge cloud, but
it fails to support the access control management policy between
multiple devices used by the same user or multiple devices used
by many similar users and nearby edge cloud or remote cloud.

On this assumption, an edge cloud node can be enabled to
save a device management sheet R. When a new device i (the
device ID is IDi) is added to the edge cloud node, then, the
edge cloud node will generate the secret key ski = H(IDi)a ,
and send the public key pki = H(IDi) to the device i. Then,
device i verifies whether it meets the following condition:

e(ski, fp) = e(pki, hp) (2)

where hp = fa
p . While passing the validation, device i sets

the password pi of a device connected to the edge cloud,
and the edge cloud ciphertext saves the device information
(IDi, ski, pi). Similarly, when the other emotion interactive
robot of the user is connected to the edge cloud node, data are
still stored in table R using the above method, so as to realize
the access control management between multiple devices of the
user and the edge cloud node.

B. Identity Authentication for Emotion Aware Robot

Since the edge cloud can provide computing and storage ser-
vices for the emotion-aware robot, it is especially important
in the emotion-aware multimedia system proposed in this pa-
per. However, for privacy protection, identity authentication is
required when interacting with edge cloud nodes. At present,
most of the edge cloud-based identity authentication mecha-
nisms need to be authenticated with a single edge cloud node.
However, due to the mobility of users and the distributed char-
acteristics of edge cloud nodes, this poses challenges for users’
identity authentication. Especially in terms of computing and
communication, it will bring a lot of overhead, so it is also
difficult to apply to the emotion-aware multimedia system.

Addressing to the issue, we combine with the collaborative
authentication mechanism to realize the identity authentication
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of an emotion interactive robot. This method can realize the
multiple edge clouds sharing the authentication results of an
emotion-aware robot or a user in the edge cloud environment,
and accordingly reduce the required computation overhead of
authentication. To be specific, suppose there are m edge cloud
nodes (i.e., E = {e1 , e2 , . . . , em}) and m user signatures within
a particular area, where the user signature includes the personal
identity information on the user. The edge cloud node ei ran-
domly selects ne user signatures for verification, 0 ≤ ne ≤ n.
Suppose that the signature of ne users is si , and the correspond-
ing identity information is mi respectively. After the edge cloud
node ei authenticates ne user signatures, an integrated signature
si is generated, including the verification result mi of ne user
signatures, and (si,mi) is sent to the adjacent edge cloud node.
Thus, other edge cloud nodes only need verification (si,mi) and
that user signature information without verification of the edge
cloud ei , rather than verifying each user signature repeatedly, so
as the computation overhead of the edge cloud node is reduced
greatly.

The identity privacy data in different application scenes are
different in the edge cloud environment. For instance, in the
emotion interaction environment, the user identity information
does not consist of only the users name and ID, but also the
users emotion, behavior, and habit. These data can indirectly
gain the identity information of a user. At present, the exist-
ing identity information privacy protection scheme based on the
edge can protect only the explicit information involving the
users name, family address, and ID, and rarely considers
the implicit information such as emotion, behavior, and habit
of a user. However, the seemingly insensitive data may be ap-
plied to the recovery attack of identity information.

V. EXPERIMENT AND EVALUATION

This section mainly introduces the experiment and evaluation
using the the actual emotion-aware robot system, to validate the
performance of the proposed identity authentication and access
control.

A. Testbed Platform

As shown in Fig. 3, the sensors on the robot are able to
collect various data, which are fused and transmitted to the fog
node and big data center through the network. Especially, the
big data center is responsible for training data and knowledge
discovery. The access control mainly occurred when the user
accessed the fog node and remote big data center, while the
identity authentication is used during the interaction between
the user and emotion-aware robot.

B. Performance Analysis

In the performance analysis, our proposed approach com-
pares with the traditional approach. In the comparison of access
control methods, we selected the traditional method as an ac-
cess control policy that requires trusted third parties to assist
and the edge cloud nodes are completely trusted. In identity
authentication, the traditional method we choose is a single

Fig. 3. Testbed illustration.

Fig. 4. The size of public key.

edge cloud authentication method. For the sake of simplicity,
we simply write these traditional methods as TA. Specifically,
it compares the change of public key size with the increasing
number of attributes. As illustrated in Fig. 4, with the increasing
of the number of attributes, the public key size of the traditional
method is increased, while the public key size of our proposed
approach always keeps at a lower level and the growth rate is
slow.

The change of the size of the private key with the attribute
base is analyzed either. As illustrated in Fig. 5, with the increase
of attribute number, the growth rate of private key size is faster
in traditional method than our proposed approach, and its size
keeps at a low level.

As illustrated in Figs. 4 and 5, our proposed approach can
still maintain a lower size of public key and private key as the
number of users increases or the number of attributes. It verifies
that the approach proposed in this paper is easier to deal with a
large number of users.



622 IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 21, NO. 3, MARCH 2019

Fig. 5. The size of secret key.

Fig. 6. Encrypt time vs number of attributes.

In Fig. 6, it shows the comparison about the change of encryp-
tion time with the increasing of the attribute number. Obviously,
the proposed approach can quickly complete the encryption
comparing with the traditional method, which means the method
proposed in this paper can save the user’s time and improve the
user experience.

In Fig. 7, it shows the comparison about the change of decryp-
tion time with the increasing of the attribute number. As shown
in Fig. 7, comparing with the traditional method, the method
proposed in this paper can complete decryption in 1 second,
when the number of attributes is range from 0 to 100. How-
ever, the delay of traditional method is a bit higher that when
the number of attribution is 100, the decryption delay is about
8 second.

As shown in Figs. 8 and 9, the communication and compu-
tation overhead with increasing of authentication requests are
analyzed respectively that the method proposed in this paper is
much better than the traditional method.

Fig. 7. Decryption time vs number of attributes.

Fig. 8. Communication overhead vs number of authentication request.

Fig. 9. Computation overhead vs number of authentication request.
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VI. CONCLUSION

This paper presents an identity authentication and access con-
trol policy in view of the emotion-aware robot systems and sum-
marizes the security issues by analyzing its architecture. This
paper designs an identity information privacy protection with
a small computation overhead that supports the collaborative
authentication of an edge cloud node, while an universal access
control scheme meeting the security requirement and support-
ing the edge cloud node and multiple devices of a single user
is realized. Through the evaluation on the actual testbed, the
performance of the collaborative identity authentication mech-
anism is better than that of the traditional approaches.
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