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Abstract

The current Internet addressing has faced several chal-
lenges such as routing scalability, mobility and multi-
homing support. To solve the current problems, it is re-
quired to redesign the basic principles of Internet address-
ing architecture. This paper investigates the major require-
ments of addressing, and pinpoints two viable principles
for Future Internet: identifier / locator split and route-by-
name. We also explore other research issues in designing
an addressing architecture.

Introduction

As the Internet is widely deployed and commercially
used, many unexpected problems arise. First, it can hap-
pen the exhaustion of address in the Internet. Some people
insist that we can overcome with help of Network Address
Translation (NAT) or IPv6 protocol. But, NAT violates the
end-to-end principle of Internet and IPv6 is not practically
used yet. Also, IAB workshop has addressed the problem
of routing scalability [1], and it has not clearly resolved
yet. Moreover, the current architecture of Internet hardly
supports mobility, multi-homing, and QoS provision. Al-
though several novel schemes are proposed to solve these
issues, most of the schemes cannot overcome the bounds
of the underlying architecture.

To break through this situation, some researchers start
to rethink about the fundamental design principles of Inter-
net. The Future Internet Design (FIND) project of United
States [2], Network of the Future project of European
Union [3], New Generation Network (NGN) project of
Japan [4], and Future Internet Forum (FIF) of Korea [5] are
the most representatives. There is a consensus that clean-
slate approach may have to be taken for the fundamental
design of Internet. For convenience, we call an ideal net-
work which is free from current architectural limitations
and can meet the emerging requirements as theFuture In-
ternet.

In this paper, we focus on only addressing among nu-

merous areas of Future Internet. The identification scheme
including naming and addressing is the most essential and
important part of a network because the basic functionali-
ties of a network tightly depend on it. Also, addressing may
be the most critical part which influences on performances
and functionalities of a network.

This paper is organized as follows. First, we investi-
gate the major requirements which should be considered in
designing addressing in Future Internet. Then, we present
the outline of the addressing architecture in Future Inter-
net based on identifier / locator split and route-by-name
paradigm, and contemplate which is appropriate for each
namespace of identifier and locator. Lastly, we explore the
other research issues related with the addressing of Future
Internet.

Requirements for the Future Internet address-
ing

Routing Scalability

In current Internet, it is known that the increasing rate
of unaggregatable routing entries is so fast that the devel-
opment speed of high-end hardware for core routers will
not meet the performance requirement of processing rout-
ing entries [1]. The first reason is that the customers gener-
ally prefer to get Provider Independent address (PI address)
space, which remains unchanged even though the customer
changes its provider. So the PI address space can give many
benefits in management of IP addresses, while usually the
PI address space of a customer cannot be aggregated with
provider’s address space. Multihoming is another reason.
When a site has two or more outgoing internet connectivity
through more than one ISP, an address block given by each
ISP should be stored in other ISPs’ routing tables. The
last reason is traffic engineering. Because of traffic engi-
neering, a path to destination may not be equal to shortest
path in the topology. In this case, each path information is
also stored in the routing table individually. For these rea-
sons, the size of routing table at core routers is increasing
rapidly, and the performance of core routers may reach its



performance limit in near future. So it is required that the
addressing and routing architecture of the Future Internet
should scale well.

Identifier/Locator split

The fact that an IP address serves as both an endpoint
identifier for the transport layer and a locator for the rout-
ing protocol is referred to asIdentifier/Locator overload.
Overloading an address with two semantics has hindered
the Internet from supporting routing scalability, mobility,
and multi-homing. Stated reversely, we may resolve the
above issues just by decoupling the semantics of locators
and identifiers. By separating them, we can make the rout-
ing infrastructure scalable by promoting topological aggre-
gation of locators. Moreover, a mapping function between
identifiers and locators naturally can support mobility and
multi-homing features by establishing one-to-one or one-
to-many relationships, respectively. Thus, we insist that the
Future Internet have separate addressing schemes for each
identifier and locator.

Security

Most of the security problems of the current Internet
stem from the open communication principle and global
addressing: in Internet, every host has been assigned a
global address and any host can send a packet to any place
only if the host knows only the address. The first problem
is that a server cannot identify whether the client is ma-
licious or not before communicating for some time. Even
though the server can identify the malicious client, it cannot
prevent the attack like Denial-Of-Service (DOS) [6]. The
second problem is the open networking: a host can over-
hear the packet which is destined to any host who shares
the medium. Even though some schemes are proposed to
solve the issue like IPsec [7], the overhead is not negligi-
ble. Therefore, the Future Internet should provide security
mechanisms as one of the basic funationalities because the
Internet is a commercial network and several applications
which require the high level of security like e-commerce
should be used on the Internet.

Big picture of addressing architecture in the
Future Internet

Identifiers and locators are the most essential elements
in a network. As described before, an IP address takes
in charge of these two roles. Many well-known problems
stem from overloading semantics of IP addresses such as
mobility, multi-homing, routing scalability, and so on. To
prevent this kinds of architectural limitations for the Future
Internet, we suggest an identifier and locator should be split
in Future Internet.
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Figure 1. Layering architecture under Id / loc
split.

Fig. 1 shows how the Internet layering changes under
identifier and locator split; the existing network layer will
be split into identification and location layer. In the iden-
tification layer, every object has an identifier which is not
dependent on the topology or physical location. The identi-
fication layer should provide the high-level functionalities
which make the Future Internet extensible and useful like
access control, QoS provision, mobility and multi-homing
supports, dissemination, content/service discovery, and so
on. Besides, the location layer should focus on the fast
and reliable transmission. Namespace for identifiers and
locators will be described below. Fig. 2 summarizes the
candidates.

Candidates for identifiers

This subsection compares three types of identifiers for
candidates in Future Internet. First, the public key (or
its hashed value) of an asymmetric cryptographic scheme
may be used as proposed in [8]. As an identifier, a pub-
lic key of a node has a global uniqueness. Furthermore,
it can be exploited to authenticate the node and to en-
crypt packets to prevent from being attacked. Its human-
unfriendly form, however, requires additional indirection
overhead from human-readable identifiers such as domain
name. Second, we may use a domain name in current Inter-
net as a host identifier in Future Internet. A domain name
is also global unique, and does not require additional in-
direction overhead originated by introducing new identifer
name-space. The DNS used to bind domain names to lo-
cators in current Internet is inadequate to be adopted intact
in Future Internet due to its slow update propagation; thus
necessitating a new binding system. Lastly, content iden-
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Figure 2. Candidates for identifiers and loca-
tors.

tifiers (e.g., URN) can substitute for host identifiers. This
type of identifiers naturally support data-oriented paradigm
which will be discussed. The suitable structure of a content
identifier is an open issue to study.

Candidates for locators

We investigate possible candidates for locator of the Fu-
ture Internet in this section. First, IPv6 can be regarded
as the strongest candidate for locator in the Future Inter-
net. As a substitution of IPv4, IPv6 a provides much larger
address space. Moreover, since IPv6 is already being de-
ployed, no radical change for the current routing protocol
or device is needed. But the large size of the address field
of IPv6 may be unappropriate to the networks composed of
nodes with limited capacity, i.e. a sensor network. Because
a sensor node is usually battery-powered, the processing
and communication capability of a sensor node is adapted
to low-power operation. Under this situation, a large size
of locator field may act as a burden to a sensor node due to
cost in processing and transmitting the packet. The second
candidate is the geographical location of a node. A locator
based on the geographical location makes routing simpler
as greedy routing based on geographical distance can be
used, and does not need a central addressing agent like a
DHCP server. But all nodes adopted locator based on the
geographical location should equip a device for localiza-
tion like GPS. Last candidate is a virtual coordinate as a lo-
cator of a node. Virtual coordinate system usually does not
represent an exact location of a node in the topology. In-
stead, local connectivity information [9] or link-weighted
topology information [10] is translated into a virtual coor-
dinate and used for routing. Routing based on virtual co-
ordinates is also performed in a greedy manner in which a
packet is sent to a nearer neighbor according to the virtual
distance to the destination. The complexity of assigning

Lookup-by-name Route-by-name

Extensibility bad good
Routing Efficiency good poor
Robustness poor good

Table 1. Comparison between lookup-by-
name and route-by-name approach.

locators is a defect of the virtual coordinate.

Route-by-name paradigm

There are two kinds of resolution model:lookup-by-
nameandroute-by-name. In lookup-by-name, a host first
inquires the corresponding locator based on the identifier
of a peer before transmission; resolution is decoupled with
routing itself. On the other hand, a host transmits its mes-
sage with the peer’s identifier not locator under route-by-
name; resolution happens with routing simultaneously. Ta-
ble 1 shows the qualitative comparison between two ap-
proaches. The route-by-name approach is good for exten-
sibility, because it has large room to provide an additional
functionality like mobility or multicast streaming. How-
ever, the route-by-name approach may decrease the rout-
ing performance as it does not forward a packet along with
optimal routing path. The route-by-name approach will be
more appropriate for the resolution between identifier and
locator in Future Internet because extensibility will become
more important than routing efficiency due to improvement
of hardware technology.

Future Internet research issues related with
addressing

Many research issues still remain unresolved in the field
of addressing for the Future Internet after the deployment
of our proposed addressing architecture. At the same time,
we also have many choices to design the addressing archi-
tecture of the Future Internet. The design of addressing
should be accompanied together with many other research
activities such as routing/resolution, QoS provision, or se-
curity. Because addressing is the most essential part of a
network, once an addressing scheme of a network is ac-
complished, all other parts of the network will be indis-
pensably confined and restricted. This section lists the re-
maining research issues and alternatives in addressing.

Content-oriented Network

According to the recent results of traffic measurement
of the Internet, most of people use the Internet to acquire
the data or get the service [11]. While real Internet usage



Access network integration Integrated addressing Separated addressing

Pros No need for an additional address-
ing entity

Makes the best use of each access
network

Cons May be unappropriate for each ac-
cess network

Needs an additional entity to con-
nect to the Internet

Table 2. Access network integration model.

shows patterns like the data-oriented paradigm, the current
Internet is designed based on the host-oriented paradigm.
This kind of discordance between historical design and cur-
rent usage lets the design of efficient and flexible data re-
trieval expensive [12]. We define a network which is de-
signed based on data-oriented paradigm as theContent-
oriented Network. In content-oriented networks, basic ele-
ments of identification scheme will be totally changed from
the existing network. The fresh naming and addressing
scheme should be investigated with network architecture
of content-oriented network.

Location-based addressing

In the case that the geographic location of a host can
be easily obtained from its address, we can utilize or op-
timize the functionalities of a network easily. One area in
which we can utilize its functionalities might be the rout-
ing; we can reduce the size of routing table drastically by
using greedy routing. Geographic routing is already inves-
tigated in wireless sensor networks and various geograph-
ical routing schemes are proposed including GPSR [13].
But several problems, like traffic engineering or provider-
customer relationship support arise when the geographical
routing scheme is adapted to the Internet. Besides geo-
graphic routing, geographical location of a node can be uti-
lized in many areas of the Future Internet. So it is worth
considering location-based addressing and investigating its
impact in the Future Internet.

Access network integration

Most of emerging networks such as wireless sensor net-
works or mesh networks assume that they can be connected
with Internet. These access networks may adopt different
addressing schemes according to the purpose or character-
istics of each network. Therefore, two kinds of major sce-
narios for integration is possible. Under an integrated ad-
dressing scenario, each access network uses the same ad-
dressing scheme as the global Internet addressing. On the
other hand, in separated addressing scenario an access net-
work uses its own addressing scheme and uses a gateway to
communicate with a plain Internet node. Table 2 represents
the comparison between these two integration models.

Anonymity, Dynamicity, Temporality

While a traditional network only assumes that objects
in the network are stable, permanent and globally unique,
an object may need to be anonymous, dynamic, or tempo-
ral in the Future Internet. It is because we can not easily
emulate the various kinds of semantics, which is required
in representing the whole real life, only with stable, pre-
manent, and globally unique objects. Obviously, it is very
hard to support this kinds of properties in the network ef-
ficiently. With the above properties realized, it can make
the Future Internet more richer and extensible to support
an object which has no identifier (anonymity), which can
mutate (dynamicity), or which exists and then disappears
(temporality).

Conclusions

In this paper, we have pointed out the most important
requirements of addressing in Future Internet. To reflect
these, we propose an outline of the addressing architecture
combined with identifier / locator split and route-by-name
approach for their resolution. But, there still remain many
requirements which are not solved with our proposed ar-
chitecture. We have realized that the addressing researches
should be collaborated with activities of other research ar-
eas. It is because that the scope of addressing architecture
is too broad to be resolved with a single scheme. More-
over, addressing is too much correlated with other areas
like routing, resolution, mobility and multi-homing sup-
port, or QoS provision to be investigated alone.
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