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TCP-BuS:. Improving TCP Performance in Wireless
Ad Hoc Networks

Dongkyun Kim, C.-K. Toh, and Yanghee Choi

Abstract: Reliable data transmission over wireless multi-hop net-
works, called ad hoc networks, has proven to be non-trivial. TCP
(Transmission Control Protocol), awidely used end-to-end reliable
transport protocol designed for wired networks, isnot entirely suit-
able for wireless ad hoc networks due to the inappropriateness
of TCP congestion control schemes. Specifically, the TCP sender
concludes that there is network congestion upon detecting packet
losses or at time-outs. However, in wireless ad hoc networks, links
are broken as a result of node mobility and hence some time is
needed to perform routereconfiguration. During thistime, packets
could be lost or held back. Hence, the TCP sender could mistake
this event as congestion, which is untrue. A route disconnection
should be handled differently from network congestion. In this
paper, we propose a new mechanism that improves TCP perfor-
mancein awirelessad hoc network wher e each node can buffer on-
going packets during a route disconnection and re-establishment.
In addition to distinguishing network congestion from route dis-
connection dueto node mobility, we also incor por ate new measures
to deal with reliable transmission of important control messages
and exploitation of TCP fast recovery procedures. Our simulation
compares the proposed TCP-BuS approach with general TCP and
TCP-Feedback. Results reveal that TCP-BuS outperforms other
approachesin termsof communication throughput under the pres-
ence of mobility.

Index Terms. TCP, Ad Hoc networks, transport protocols.

I. INTRODUCTION

Wireless ad hoc network is a new mobile network infrastruc-
ture that can be used when the deployment of wired network
is expensive and time-consuming. This applies to battlefield,
emergency rescue operations, and large-scale wireless confer-
encing situations where all the nodes are mobile. In such net-
works, each host acts as a router to forward packets sent by the
source to the receiver. Recently, several proposals on efficient
routing protocols were suggested for wireless ad hoc networks
[1]6]. However, reliable data transmission problem has not
yet been examined thoroughly.

TCP (Transmission Control Protocol) [7] is widely used in
the current Internet as the reliable end-to-end transport proto-
col. However, earlier research works [8]-{11] had confirmed
that TCP cannot be directly applied to wireless networks due to
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the presence of the time-varying link characteristics and node
mobility issues. If a TCP source does not receive the acknowl-
edgement packets from the destination in atimely fashion, time-
out eventsfor the transmitted segmentswill occur. TCP assumes
that congestion has occurred within the network and initiates the
congestion control procedures. In general, TCP implementstwo
phases for congestion control, namely: (@) slow start, and (b)
congestion avoidance.

TCP slow start is a process through which the source initiates
data transmission. However at a certain point, the buffering and
processing limits of intermediate routersin the route are reached
and packets will then be dropped. Congestion avoidance, on the
other hand, provides the means for the source to deal with lost
packets. The source detects congestion occurrences according
to two indications of packet losses. (@) when atimeout occurs,
and (b) when duplicate ACKs are received. Currently, there are
two widely used variants of TCP that can handle the above-
mentioned problems: (&) TCP Tahoe [12], and (b) TCP Reno
[13].

Recently, most proposals for improving TCP performance
have focused on the cellular-type wireless network (last-hop
wireless network) [11], [14], where base stations play a signif-
icant role in providing wireless access by mobile users to the
fixed network. Distinct mobile connections are partitioned into
segments, one between the mobile host and base station, and the
other between the base station and the correspondent host. |-
TCP [8] and SNOOP [9] are examples of such schemes which
employ the concept of distinct connection segments. In these
approaches, the base station buffers the transferred TCP seg-
ments and masguerades the mobile hosts from the fixed side of
the network.

However, since al nodes are movable in a wireless ad hoc
network, the route reconstruction procedures are frequently in-
voked during data transmission due to node movements. It is
impossible that the buffering capability for masqueradingis per-
formed by the node detecting the route disconnection every time
a route disconnection occurs. Moreover, route failure is un-
avoidable due to the inherent nature of the wireless ad hoc net-
work. If the TCP used in existing wired networks is applied to
wireless ad hoc networks, TCP performancewill be degraded as
it cannot distinguish congestion from route failure. Thus, in this
paper, we propose a hovel scheme for improving TCP perfor-
mance in wireless ad hoc networks by introducing buffering ca-
pability in mobile nodes. Our proposed scheme takes advantage
of the feedback information for detecting a route disconnection
(whichisalso used by TCP-F [10]) aswell asthe features of the
underlying ad hoc routing protocol. In particular, weincludein-
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Fig. 1. Finite state machine of TCP-feedback.

telligent buffering techniques at mobile nodes. We selected thence. In addition, TCP-F does not consider the possible loss
ABR (Associativity-Based Routing) [15], [16] protocol as theof RFN and RRN messages, which cafiience TCP perfor-
underlying routing protocol, which is a form of source-initiatednance. Section IV will discuss this in detalil.
on-demand protocol [17]. In addition, ABR advocates for stable
and long-lived routes.

The rest of this paper is organized as follows. Section Il de- 1. AD HOC ROUTING PROTOCOL
scribes the TCP-F scheme. Section Il presents the basic oper% - _ :
tion of the ad hoc routing protocol referred to in this paper. Our xisting routing pltOtOC.OIS for mobile a_d hoc netvyorks can
proposed TCP-BuS scheme is then described in detail in Sect%qperally be categorized into two classes: (a) proactive, and (b)

IV, followed by simulation works in Section V. Some discussioﬁeaetive' In proactive_ scheme_ [1]’. all npdes mgintain their rout-
is presented in Section VI. Finally, conclusions are made in sdpg tables for all possible destinations irrespective of the need of
tion VII ' routes. However, in reactive scheme [15], routes in the source-

receiver pair are acquired in on-demand fashion by the source.
Therefore, it does not have to constantly maintain routing tables
I[I. RELATED WORK: TCP-FEEDBACK when there is no desire for routes. In [4], [6], some hybrid ap-
Since our proposed scheme is based on TCP-Feedback g_aches are presented to take advantages of both react_ive and
noted by TCP-F) proposed by University of Texas at Dallas, oactive schemes._ In this paper, we focus our dlscussm_)n on
shall bridly describe its operation in this section. TCP-F allowkeactive-based routing protocols. We have developed a variation
the source to be informed of a route disconnection as a resul OéfTCP suitable for ABR (Associativity-Based Routing) [15],

node mobility (via the use of RFN: Route Failure Nimation [15): Which belongs to a class of reactive routing protocols.
message), so that the source does not unnecessarily invoke cod€ ABR protocol is a source initiated on-demand routing
gestion control procedures, which can refrain the source frophotocol where a route is established in on-demand fashion.
sending any further packets. This avoids the drop in comm@BR consists of three phases; (a) Route Discovery Phase, (b)
nication throughput. The source then enters SNOOZE staRoute Reconstruction (RRC) Phase, and (c) Route Deletion
When the route is repaired, an RRN (Route Re-establishm&ftase. As in most source-based _routlng protocols, the source
Notification) message is sent back to the source to inform tHgnerates a route request packet (in ABR, BQ-Broadcast Query

communication can now resume. message). During a route discovery process, the route request
When the source enters SNOOZE state, it performs the f®@cket is replicated at the intermediate nodes. Therefore, the
lowing steps: destination is able to receive multiple route discovery packets

o ) containing different routing path information. Among these col-
1. The source stops transmitting data packets (be it new|ggieq paths, the destination selects the best route based on se-
retransmitted). o lection criteria. In ABR, longevity of a route is the main met-
2. The source freezes: (a) all of its timers, and (b) the curreft ysed for route selection. Thereafter, the destination conveys
congestion window size and values of other state variablgg, selected route information to the source by using route re-
such as the retransm|ss_|0n timer value. Th(_a source thﬁg packet (in ABR, REPLY message). ABR exploits the spa-
starts a Route Failure Timer, whose value will depend Qg ‘temporal and connection stability of mobile hosts to derive
the worst case route re-establishment time (i.e., the mayiyg-jived routes. Each node maintains associativity informa-
mum time needed to perform a successful route repai).tion with its neighbors by recording the number of control bea-
3. When the RRN message is received, data transmission s received from its neighbors. Each BQ packet includes as-
resumed, and all timers and state variables are restoredsciativity information of visited intermediate nodes during a

Although the above-mentioned steps perform well in a wirgoute discovery process. Therefore, the destination can select
less ad hoc network, TCP-F is also a timer-based TCP ififie best long-lived route.
plementation. Once the route reconstruction is completed, itWhen the association property is violated (i.e., when nodes in
is possible that the data packets are retransmitted after tinaeselected route move outside the radio range of its neighbors),
out because it takes a discrete amount of time to get the s#ge route reconstruction phase is initiated. Here, an alternative
ment acknowledgements back from the receiver. The slow stpsdrtial route has to be discovered so that data packets can ul-
thresholdssthreshold, is also set to one-half of the frozen win-timately reach the destination. Fig. 2 illustrates an example of
dow size value, and thewnd is set to one TCP segment valughe route reconstruction phase. Due to mobility, a node can de-
[18]. This, therefore, results in a decrease in throughput perfdect that the path is broken when it does not receive any beacons
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Fig. 2. An illustration of route recovery in ABR.

from its neighbors after a timeout interval. Therefore, it can ini-
tiate an LQ (Localized Query) to discover a new partial route. At

the same time, the downstream node of a migrating node can na@,

longer receive the beacon message within a timeout value. This
node invalidates the old partial path from itself to the destination
by propagating an RN (Route Nfitiation) message. During a
route reconstruction process, a new partial path is discovered,
allowing the upstream node which has detected the route failure
to resume forwarding data packets to the destination.

IV. PROPOSED SCHEME: TCP-BUS!

A. Key Features

We proposdive features of enhancements to TCP and these
are discussed below.

1. Explicit Notifications: Two control messagesERDN
and ERSN) related to route maintenance are introduced
to notify the source of route failures and route re-
establishments. These indicators are used to differentiate
betweennetwork congestion androute failure as a result
of node movementERDN (Explicit Route Disconnec-
tion Notification) message is generated at an intermediate
node (pivoting node, PN) upon detection of a route dis-
connection, and is propagated towards the source. After
receiving anERDN message, the source stops transmis-
sion. Similarly, after discovering a new partial path from
the PN to the destination, the PN returnsERRSN (Ex-
plicit Route Successful Nditation) message back to the
source. On receivinBRSN message, the source resumes
data transmission.

2. Extending Timeout Values. During the RRC phase, pack-
ets are buffered along the path from the source to the PN
until a new partial route is established. Under route fail-
ure conditions, the source will experience repeated time-
outs and will begin to retransmit what it construes as
packet loss. Although the source does nothing during a
route recovery, after the source is fii@dl of a route re-
establishment, it is possible that timeout events will occur
because some time is needed to recover the route. There-

LTCP with BUffering capability and sequence information

fore, in this paper, timeout values for buffered packets at
the source and nodes along the path to the PN are doubled.
To clarify further, although the timeout values should be
based orRTT (Round Trip Time), for simplicity of im-
plementation, we recommended the timeout values to be
doubled.

Selective Retransmission Requested by Receiver Node for

Lost Packets: Currently, in TCP, the retransmission of lost
packets on the path due to congestion relies on a timeout
mechanism. Therefore, if the timeout values for buffered
packets at the source and nodes along the path to the PN
are adjusted to be doubled, the lost packets are not re-
transmitted until the adjusted timeout values expire. To
cope with packet losses along the path from the source to
the PN, an indication is made to the source so that it can
retransmit the lost packet selectively before their timeout
values expire to make the lost packets retransmitted by the
source.

Avoiding Unnecessary Requests for Fast Retransmission:
Using the ABR protocol, packets along the path from the
PN to the destination may be discarded by intermediate
nodes after receiving aRN (Route Notification) mes-
sage. When a partial path is re-established, the destina-
tion can notify the source about the packets lost along the
path. When nofied, the source simply retransmits only
the reported lost packets. However, in this process, other
packets already buffered along the path from the source
to the PN may arrive at the destination earlier than the re-
transmitted packets. Therefore, the destination continues
to send acknowledgement packets containing an expected
sequence number until the expected in-sequence packets
arrive at the destination (via the fast retransmit method
adopted by TCP-Reno). In our approach, these unneces-
sary request packets for fast retransmission are avoided.

5. Reliable Transmission of Control Messages: After a PN

detects a route disconnection, the node will notify the
source of the route failure by usiftiRDN message. How-
ever, the source can take action on the route failure only if
it receives theERDN message reliably. In addition, each
intermediate node receiving tHERDN message should
stop transmitting its buffered packets.

The reliable transmission &RDN message will depend
on the link and network layers. If a node A (including
PN) reliably sends afsERDN message to its upstream
node B, theERDN message subsequently forwarded by
node B can be overheard by node A. Thus, if a node
has sent arERDN message but cannot overhear any
ERDN message relayed by its upstream node during the
ERDN_RET_TIMER period, it concludes that tHeERDN
message is lost and will attempt to retransmit the message.
Similarly, after a PN acquires a new partial path from it-
self to the destination, it ndies the source of the success-
ful route re-establishment by using tBRSN message.
However, theERSN message can also be discarded in
the network due to congestion. Consequently, only if the
source receives tHERSN message from a PN, will it re-
sume data transmission. Therefore, it is very important for
the PN to send thERSN message reliably to the source.
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Table 1. Control messages and their parameters.

| Related to Route M aintenance I nvoked by M obility |

| Typeof Control Message ||  Parameters || Remarks |
ERDN ERDN_GEN_SEQ || To notify the source of route failure
ERSN LastACK To notify the source of successful route re-establishment

| Related to Existing ABR Protocol |

| Typeof Control Message ||  Parameters || Remarks |
RN Nothing additional|| To invalidate the route/buffered packets
towards the destination
LQ ERDN.GEN_SEQ || Broadcasted in the network for
finding a new partial path
REPLY LastACK The destination responds to LQ with REPLY packet

Table 2. System parameter related to timer.

| Typeof System Parameter || Remarks |
ERDN.RET_TIMER Duration set to reliably transmit
ERSNRET.TIMER ERSN (or ERDN) control message towards the source

We examine two possible approaches. One way is to haweeol. Therefore, on detecting route failure, each TCP-BuS of
the source generaRrobe messages periodically to checkintermediate nodes along the existing path performs the corre-
if the PN has found a new partial route. This probing casponding function enumerated in Section IV-A with the help of
continue until the source receives tBRSN message or ABR routing protocol in which some existing messages such
it times out. The other approach relies on the intermediaés LQ and REPLY are modiied to contain the segment infor-
node to retransmit thERSN message if it does not re- mation. In order to minimize the functions of ABR protocol,
ceive any data packets or an ech&RISN message dur- TCP-BuS of each intermediate node is invoked to deal with the
ing ERSN_RET_TIMER after relaying the message to itsroute failure and congestion in this paper. The parameters and
upstream node. control messages are:

B. Proposed Control Messages and Parameters

In this paper, the following control messages are introduced
to improve TCP performance (shown in Table 1). In addition,
the system parameters related to the various timers are shown in
Table 2.

In source-initiated on-demand routing scheme (such as ABR),
“on-thefly” packets transiting along the partial path from the *
PN to the destination are discarded during route reconstruction
while other packets are buffered at intermediate nodes. We im-
prove TCP performance by using sequence information and ad-
ditional buffering capability at mobile hosts.

Two approaches are considered to implement TCP-BuS. One
is that in order to conserve the end-to-end semantics of TCP pro*
tocol, ABR routing protocol is moflied to generate additional
control messages such BRDN andERSN with the param-
eters of segment information and some messages suthk as

ERDN_GEN_SEQ: When an intermediate node detects a
route failure and it cannot forward the buffered data pack-
ets, ERDN_GEN_SEQ is ddined as the sequence num-
ber of the TCP segment pending in the head of line (HOL)
of the nodés transmit queueERDN _GEN _SEQ infor-
mation is propagated from the PN to the source via the
ERDN message.

ERDN_RCV_SEQ: When the source is transmitting TCP
segments, if the source receivesERDN message from
the network, the source stops sending TCP segments.
ERDN_RCV_SEQ is ddined as the sequence number of
the last TCP segment sent until the TCP source receives
anERDN control packet.

Last_ACK: During route reconstruction, the destination
responds to theQ message with REPLY. Last ACK is
therefore déned as the sequence number of the last seg-
ment which the destination has received successfully.

and REPLY are extended to convey the segment information, By using ERDN_GEN_SEQ and ERDN_RCV_SEQ men-
and TCP-BuS (sender or receiver) performs the correspondifighe q anove, the following information can be inferred:

functions enumerated in Section IV-A by dealing with events in-
voked by ABR protocol using several types of primitives used at o
the interface between transport and network layers. The other is
that each node (including intermediate nodes) is equipped with
TCP-BuS (i.e., transport layer), since each node acts as a router
and an end-host in wireless ad hoc network even if a tranporte
protocol such as TCP is an end-to-end protocol and conventional
routers used in the wired networks do not have a transport pro-

The unacknowledged segments (buffered at the source) up
to the segment whose sequence numbeE RN _GEN _

SEQ - 1), may be forwarded along the path from the node
next to the PN towards the destination.

Unacknowledged segments (buffered at the source)
whose sequence numbers are frBRDN_GEN _SEQ to
ERDN_RCV_SEQ may be buffered at intermediate nodes
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Fig. 3. An example illustrating ERDN_GEN_SEQ and ERDN_RCV_SEQ mechanisms.

from the source to the PN. the source interprets that route re-establishment is successful.
The source is then able to resume data transmission according
to the TCP window-based mechanism.
C. Operation of TCP-BUS On receivingERSN message after a successful route recon-

Since ad hoc routes can be invalidated by node movemerftuction (i.e., after the PN node receives REPLY mes-
we shall discuss the actions taken by TCP-BuS at the souré@gde used in ABR, it generates thRSN message with the

destination, and intermediate nodes to cope with host mobility:aSt- ACK parameter(6) that is extracted froREPLY mes-
sage.), the source can increase the congestion windawd)

. by the amount of the acknowledged packets. At the same time,
C.1 TCP-BusS Functions at Source Node the source can safely assume that the segments whose sequence
At the source, TCP-BuS transmits its segments in the samembers range from_ést ACK + 1) to ERDN _GEN SEQ -
manner as general TCP when there are no feedback messdgesere discarded on the path from PN to the destination in the
(such asERDN and ERSN messages). The slow start andetwork. It is obvious that these discarded packets should be
congestion avoidance mechanisms function as usual. Howevetransmitted by the source. In Fig. 3, sifERSN message
when the source receives tARDN feedback message from theincludes the segment sequence number(6) up to which the desti-
network, it stops sending data packets. In addition, it freezes alition has received successfully, the source becomes aware that
timer values and window sizes as in TCP-F. it should retransmit the segments from sequence number(7) to
Next, the ERDN_GEN_SEQ value is extracted from the sequence number(9) which have been discarded along the old
ERDN message and tHERDN_RCV_SEQ is calculated. As partial path. However, it depends on the congestion situation
an example (see Fig. 3), a pivoting node detects a route failver the path from the source to the PN. BERSN message
ure when it has a segment(10) to transmit. The PN generates include congestion state information notifying the status of
ERDN message containing the sequence number(10) of the segiters queues at the intermediate nodes. One can make use of
ment in the head of line of its transmit queue. Therefore, whé@MP message such &psurce Quench to indicate the presence
the source receives thERDN message ERDN_GEN_SEQ of congestion and the source will have to stop transmissions for
is set to 10. Meanwhile, the source has been sending sagshort period of time during which the intermediate node can
ments up to the segment(14). From this, we can calculatatch up.
ERDN_RCV_SEQ which is set to 14. Additionally, the next Note that the timeout values at the TCP source for
downstream node from PN will selRIN message towards thethe unacknowledged and non-retransmitted segments from
destination, which invalidates the old partial path dhshes ERDN_GEN_SEQ to ERDN_RCV_SEQ should be adjusted
buffered packets along that path. SifERDN message indi- because of the expected increase in the packet arrival time at
cates that there is a route failure in the network, the source jiisé destination due to the presence of route re-establishment.
waits for anERSN message. On receiving tHERSN message, However, if packet losses are experienced on the partial path
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With the consideration of selective retransmission and avoid-

St [T1]. (1] 0% memmge } . ing the unnecessary requests for fast retransmission, the desti-
e a e e, e Bl nation sends duplicated ACKs and requests for missing pack-
F— ?._"" E I i ."".:" o ets selectively according to the following rule. Here, we de-
5 T s a note the sequence number of the incoming segmeimtcasn-
'1- R [y ey ing_SEQ. Pivot_value is the sequence number whose subse-

guent segments are lost due to congestion. Therefore, the re-
ceiver notfies the source of lost segment information selectively
(notify_SACK()? in Fig. 5).

e Onreceiving LQ message for route extensivpt value
= ERDN_RCV_SEQ.

A TSR OF I i ifier e am Tl

L rsn FLcH Rarwy,
e i bl s inprd wmme ol

D b remar Eecsledo

Fig. 4. Sequence of events occurring after a successful route reestab-
lishment.

from the source to the PN due to congestion, the source reacts te
the congestion and retransmits the lost packets selectively on re-
ceiving the selective retransmission request packet issued by the
receiver. Therefore, it performs a congestion control procedure

and reduces the congestion window size accordingly. o

C.2 TCP-BuUS Functions at Intermediate Node

If incoming . SEQ > ERDN_GEN_SEQ, then the trans-
mission of duplicated ACKs for fast retransmission is
refrained. Ifincoming SEQ > Pivot_value, notify the
source of the information on missing segments.
Pivot_value = incoming_SEQ.

Otherwise, the transmission of duplicated ACKs is permit-
ted.

After a PN detects a route failure, it sends BERDN message
to notify the source of route failure and initiates partial route di
covery using thed Q-REPLY process. While th&€RDN mes- There can exist a case where BRSN packet can be dis-
sage is propagated towards the source, each intermediate ncateled due to the presence of congestion before it can make its
stops further transmission of data packets and buffers all penehy to the source. THERSN packet is one of the most impor-
ing packets to defer their transmission. After receivingRie  tant control messages used to notify the source to resume data
PLY message, the PN nfitis the source of successful route retransmission according to its current window. In order for the
establishment via thERSN message, which also includes thesource to receive thERSN packet reliably despite congestion,
Last ACK information. At each intermediate node receiving thave have idenfied two possible approaches:

ERSN messgge,.transmission.of bgffered pgckets resumes. Thig source periodically senddrobe messages to check if
is illustrated in F|g: 4. In add|t|qn,_|ntermed|ate nodes perfor_m a PN has successfully acquired a new partial path to the
the process of reliable transmission of control messages, i.e.,

. destination (see Fig. 6(a)).
ERDN andERSN messages (Refer to Section IV-D). e Each intermediate node is responsible for sen@&R$N

message reliably to its upstream node until it receives data
packets or hears the echoERSN message from its im-
mediate upstream node during the ERBRT TIMER
period (see Fig. 6(b)).

From Fig. 6(a), if theeRSN message is discarded due to con-

Q. Reliable Transmission of Control Messages

C.3 TCP-BuS Functions at Destination Node

A receiver performs the normal TCP end-to-end procedure
on the acquired path in case that there is no route disconnection.
Also, a selective retransmission mechanism as in TCP-SACK
can be applied for &tient flow control [18]. We proposed ) , X .
an additional selective retransmission scheme to cope with IG§StiON at intermediate nodes, a NBRSN message will not

packets due to congestion on the partial path from the sou %generated by the PN unless it successfully receivrsle

to the receiver. A request for selective retransmission of |ogiessage sent by the source. Note thaPttebe message itself

packets is generated at the receiver on detecting the absenced¥ be discarded as a result of network congestion.

consecutive segment sequence. This requires the source to reald 1 second approach (see Fig. 6(b)), if an intermediate node
to the congestion. forwards arERSN message reliably to its upstream node, it will

Given the above-mentioned approach, it is still possible th ¢ able to receive data packets from the upstream node because

there are many requests for fast retransmission in the backw g upstream node was bufferifign-thefly” packets and wil

direction. Consider the case where segments having sequerr?(,sé’me transmitting the_se packets on recevingRSN mes-
numbers ranging fromLast ACK+1) to ERDN GEN _SEQ- sage. Because there might be no buffered data packets at the up-

1) will arrive at the destination later than those packets haylream node, these data packetg cannot be used as th? SP'e indi-
ing sequence numbers ranging froERDN GEN SEQ to cator of successflERSN transmission. To overcome this lim-

ERDN_RCV_SEQ. As a result, the destination continues to rei_tation_, one can apply the_ passi_ve apknowled_gement techn_ique
quest for fast retransmission by sending duplicated ACK pacﬂ58d in packet radio. Basically, if an intermediate node receives

ets for each incoming packet received due to discrepanciesai ERSN message and forwardsit o its upstream node, the for-

the sequence order. To avoid this problem, an additional proé’t\-ﬂardedERSN message can also be heard by its downstream

dure at the destination (See Fig. 5) is required after receiving tﬂgde' From this context, if an mtermedlatt_a node cannot hear
LQ message. When receiving &0 packet during a route re- any packets or echodeRSN message from its upstream node
covery process, the destination extracts EHRDN _GEN _SEQ
value piggybacked in theQ packet.

2The receiver sends the source Pigot value and the distance of segment
sequence that denotes how many segments are lost froRivibievalue.
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Incoming Packet

. Y
Y Recv_LQ =1]
Pass the packet to TCP module
‘ Pivot_value = ERDNiGENisEQ‘
Normal Processinb N
Y cnd. (1)

@ N Normal Processinb

Normal Processing

Cnd. (1) :ERDN_GEN_SEQ> Last ACK + 1
Cnd. (2) iincoming_seq,, ERDN_GEN_SEQ
Cnd. (3) : incoming_seq > Pivot_value

TCP Segment

Prevent Fast
Retransmission Request

Notify_SACK()
incoming_seq = Pivot_value

Fig. 5. Procedure to avoid unnecessary fast retransmissions, performed at the destination.

® In Normal Processing, the Fast Retransmission Request is allowed and Recv_LQ is reset to be 0.

during the ERSNRET_TIMER period, it can initiate retrans-  smme f.{'}—TE:—"-":E_ N —
mission of theERSN message. F
‘.\_f‘\_fl‘*«_f'..*-_.-"l e da-'l".
I'roa by meremmgr 4 e parted peil
V. SSIMULATION & PERFORMANCE EVALUATION L
A. Smulation Environment ———
The underlying routing protocol used in wireless ad hoc net- *=** N T - ram—
works can have an impact on the performance of reliable trans- & —. ’. 4 l&_‘ _._,_,..‘.
port protocols because of the latency associated with recovery S 4w el putl
from route disconnection. In our simulator, a source-initiated DM R urwn
on-demand routing protocol (ABR) is employed where link dis- BESK REI TINER fid
connectionin aroute is handled in a Speedy manner usmg thelLo . Reliable transmission techniques for control messages: (a)
calized query approach. Our simulator didimplement MAC ender retransmits Probe message periodically, and (b) intermedi-

(Medium Access Control) protocol and Physical layers. Instead, ate node retransmits ERSN message periodically if unsuccessful.

we focused on the routing and transport protocols. When it

comes to MAC and physical layers, an omnidirectioanl antenna

radios are assumed and an ad hoc MAC based on CSMA/CAutomatic Repeat Request). We, therefore, focus our attention

is assumed. As for a reliable transport protocol, TCP-Reno@8 the effect of route failures on TCP performance in a wireless

used in our simulation. Our simulator is written using a discret@d hoc network.

event simulation language, SMPL (Simulation Model Program-

ming Language) [19]. For simplicity, TCP segments are n@{ qmulation Results & Observations

numbered as byte sequences but rather as segment count. We

assume that the transmission rate of wireless link is 19.2 kbps\We measured and compared TCP throughput performance of

a very narrow-band rate. We employ TCP timeout estimatidhree different implementations of TCP: (a) General TCP, (b)

mechanism with parameters, = 0.9 and3 = 2. Addition- TCP-F, and (c) TCP-BusS. In our simulation, throughput is rep-

ally, in order to avoid the well-knowretransmission ambiguity — resented by Delivery Raté, which is ddined as the ratio of

problem, we useKarn’s Algorithm [20] for estimating RTT. the number of segments sent successfully to the receiver and
We assume that all nodes are separated from one anothethg number of segments buffered and waiting to be sent at the

50 meters. In order to simulate link disconnection, one of tHource.

links in the path is randomly selected and disconnected periodi-First, we examine the impact of route length on TCP through-

cally. We assume that a source always has data packets to spntl. For simplicity of simulation, the congestion of a partial

Furthermore, we used a small segment size of 640 bytes. Ashth from the source to the PN is ignored in this test. In addi-

ditionally, we assume that errors occurred over the wireless litibn, the maximum segment size is initially set to 40 segments

level can be recovered by using retransmission or selective AR€threshold is set to 20 segments). During the simulation,
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Fig. 7. TCP throughput with respect to route length. Fig. 8. TCP throughput with respect to frequency of route failures.
0.4 T T T T T T
i : . TCP-BuS ~—
route failures occurred 20 times, where each route failure lasts TCP-F —+—

General TCP -8--

for 10 seconds. As shown in Fig. 7, a longer route makes a3+
decrease in TCP throughput. In addition, compared to TCP-F
and General TCP, TCP-BuS achieves improvements of averagees |
15% and 30%, respectively. TCP-F and General TCP have sim-
ilar throughput at longer routes due to the operation of timegut ozs
mechanism and the limitation of sliding window mechanism. E

After this, we assume a long path from a source to a dés- °2f 1
tination consisting of 20 nodes, which can be applied to wide
area ad hoc network. Our second simulation test evaluates TCPRs -
throughputwith respect to the frequency of route failures. In this )
test, we do not ignore the possible presence of congestion alongo. e 4
the path from the source to the PN. In our simulation, random
links over the path experience congestion. We assume that CONe.os | . : : - - "
gestion has occurred 20 times during the simulation time. We Congestion Duration (seconds)
set a congestion duration of 10 seconds over randomly selected Fig. 9. TCP throughput with respect to congestion duration.
links. To better differentiate the difference of throughput of TCP
schemes, initially, we choose a maximum window size and the
ssthreshold of 60 segments and 30 segments, respectively. Agute reconstruction. These events can lower communication
shown in Fig. 8, the throughput of each TCP implementatidghroughput. Because TCP-BusS deals with buffered data packets
decreases as the frequency of route failures increases. In cageording to previously mentioned four mbdations, it yields
of TCP-F and TCP-BuS, frequent route failures cause the T®Rtter performance than other schemes.
source to stay longer in IDLE state. However, for General TCP, In the third simulation test, we measured the impact of con-
slow start procedures due to timeout events were invoked maggstion duration on TCP throughput. Thanks to the selec-
times. These events have a negative effect on the throughtiué retransmission mechanism for the lost packets after route
performance. However, among all the three schemes examinggistablishment, TCP-BuS shows better performance than other
TCP-BuS shows the best performance, especially at high feehemes. The longer the congestion exists, the resultant delivery
guency of route failures (average 10% and 30% improvemeraite is lower. TCP-BuS shows the better performance by using
over TCP-F and General TCP, respectively). the early selective retransmission scheme instead of relying on

Furthermore, because delay is incurred to complete tHee timeout mechanism used by other schemes (see Fig. 9).
route recovery process, General TCP experienced many timeWe also traced TCP segments sequences observed at the
out events, resulting in substantial throughput degradation dseurce to study the behavior of TCP-BuS, TCP-F, and General
to false activation of congestion control mechanisms. In TCHCP (see Fig. 10). In TCP-F and TCP-BuS, the discontinuities
F, although the TCP-F source stops sending further data packkthe curves shown in Fig. 10 represent cases of route fail-
on detection of route failure, it invalidates every packets that anees, where the source stops further transmission of data pack-
buffered at nodes on the old route, resulting in heavy retransmets. In General TCP, even if an intermediate node is performing
sions of these packets. In addition, although the TCP-F soui@eoute recovery process, because the source is ndieclotif
freezes all the variables related to timer values, it may still expre route failure, it still continues to transmit data packets. This
rience timeout events because some time is needed to perfoesults in lower throughput than TCP-F and TCP-BuS. Discon-

ery
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tinuity periods are observed because the source uses a window “[ ' ' ' ' ' S
mechanism and the limit of maximum window is reached. The

“dip” in General TCP curve represents the occurrences of seg- /
ment retransmissions which are more severe than TCP-F and s c A

TCP-BuUS. It can be observed that TCP-F also experiences some
segment retransmissions after route reconstruction as mentiong&d **
above. Overall, TCP-BuS exhibits fast increments in segmengt | o

sequences which makes an improvement in TCP throughput. &

In addition, the congestion window size for each TCP schem& s | 1
was also traced. As shown in Fig. 11, the congestion window s
size of TCP-BuUS has higher value than those of TCP-F and Gen- **°[ 1
eral TCP. TCP-BuS is thus capable of sending more data packets
than others. Note that each curve shows the phases of slow-start,
congestion avoidance as well as the AIMD (Additive Increase  olcee?. s s t s
and Multiplicative Decrease [7]) effect. ° "

For the above simulations, we assumed that a route failure
could occur at random links over a path between the source and o - , , , , , , :
the receiver nodes. In addition, we measured the performance e
of TCP throughput according to the position of route failure.
In this simulation, route failures occurred at tfired points w0 | /
and we assumed that the maximum window size was 30 seg- |
ments. To simplify our simulation, the congestion did not occu; s | :
over the partial path from the source to the PN. As shown |r§,
Fig. 12, TCP-BuS yields better performance than other schemégs “°[ | 1
irrespective of the location of link failure. It is observed that§
TCP-F and General TCP show similar performance when link
failure occurs at a location far away from the source. Thisis be- | ! ]
cause both schemes cannot send further data packets due to the
limitation of the sender window size before it is rid of route 100 - 1
failure. All schemes show higher throughput when a failed link 4 ‘ ‘ ‘ ‘ ‘ ‘
is farther away from the source. This is because the time needed “o 20 40 100 120 140
to discover a shorter partial path is smaller. In particular, TCP-
BusS yields higher throughput due to the presence of segment
buffering on the path from the source to the PN.

In our simulation, we also evaluate TCP performance by vary- 70| 1
ing the maximum window size. As the maximum window size is
increased, the throughput is also increased for all three schemes. 5 1

It is shown in Fig. 13 that TCP-BuS has the highest perfor- / /

T
!

100 1

L L
60 80 120 140
Simulation Time(seconds)

(@)

700 | B

300 [ 1

60 80
Simulation Time(seconds)

800 - T T T T T T T
General TCP ¢

mance. 7

nt Sequence

Lastly, we examine the impact of control messaG&%N) )
transmission reliability on TCP performance. However, everd
though the errors can be recovered at link layer due to retrang- 1
mission mechanisms, it is also possible to lose the control mes- /
sages due to the buffer o¥kaw at network layer caused by con-
gestion. Therefore, we simulated the two possible approaches,
as discussed in Section IV-D. In the case when the source gener-
ates periodic probe messages to ascertain if a route reconstruc- o=+ * = = o = s v v
tion is successful, if the ERSN message is discarded at the in- S‘m“'z‘ié’g“me(*w”ds)
termediate nodes, the PN can only generate an ERSN message
after successfully receiving a probe message. Hence, this Ajg-10. Trace of segment sequences: (a) TCP-BuS, (b) TCP-F, and (c)
proach requires the source to wait for an ERSN message. There-9¢neral TCP.
fore, when the probability of ERSN message being discarded
increases, the degree of throughput degradation also increases,
as shown in Fig. 14. cause of the presence of ERSN retransmission mechanism per-
For the second approach, after the ERSN message is flarmed at each intermediate node, the ERSN message can be
warded from an intermediate node to its upstream node, it caropagated to the source much earlier than the source probing
infer the successful delivery of ERSN message through thpproach, which explains why the latter performance is more
echoed ERSN message received from its upstream node. Bderior.
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V1. DISCUSSION cols and hence itis not spéicito ABR even if this paper applied

This paper idenfied the need to communicate routing infor- ©P-BuS to ABR protocol. Itis important to realize that as we
mation to the transport layer in wireless ad hoc networks. ThUBOVe into new networking platforms, new or enhanced proto-
TCP-BuS takes advantage of the underlying routing protocE;‘P'S will be (_avol_ved. Future research mc]udes addressing the
(especially with source-initiated on-demand routing protocolfiternetworking issues of a TCP connection that spans from a
efficiently for improving the performance of TCP protocol. TCH!Xed wired network to an ad hoc wireless network. An inter-
has traditionally been used in wired networks where intermed€tworking function unit, for example, gateway, may be needed
ate routes in the route are not mobile. This implies that TCP calf-transform the function of traditional TCP into TCP-BusS and
not be used for wireless ad hoc networks since multiple wirele¥§€ Verse (see Fig. 15).
links are now present and routers are mobile. Past research in

supporting TCP over wireless last-hop cellular has been to sp_llt VIl. CONCLUSIONS
TCP connections into segments. An example of such work is
Indirect-TCP [8]. Even Indirect-TCP breaks the so cafiedd- In this paper, we examine issues related to TCP communica-

to-end semanti¢sof TCP. One cannot force traditional proto-tions over ad hoc wireless networks. In particular, we reveal the
cols designed for wired networks to work in mobile networksonfusion faced by a TCP sender - that of delay and packet loss
without modfications or enhancements. TCP-BuS, therefore, dkie to route reconstruction as a result of host mobility and that of
one such protocol that enables TCP applications to be suppontedwork congestion. We improve TCP performance by propos-
in an wireless ad hoc network environment and at the same tiing intelligent buffering and sequence checking techniques.
enhancing TCP performance. The advantages of TCP-BuS caiWe introduce th&RDN_GEN_SEQ andERDN_RCV _SEQ

be exploited by most source-initiated on-demand routing protoiechanism, which adjusts timeout values to compensate for
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route reconstruction time, and avoids unnecessary requests[fer C.-K. Toh, “Associativity based routing for Ad Hoc mobile networks,”

fast retransmission and selective retransmission of lost packets. Wreless Personal Commun. J., (Special Issue on Mobile Networking &
In addition, we incorporate new m res to deal with rel Computing ystems), vol. 4, no. 2, Mar. 1997.
na on, we Incorporate ne easures 1o dea € ab[lﬁ] C.-K. Toh, “A novel distributed routing protocol for multimedia wireless

transmission of important control messages used to inform the LANs,”in Proc. IPCCC'96, Arizona, USA, Mar. 1996.

source about mobility and status of route reconstruction. W1 E- Royer and C.-K. Toh, *A review of current routing protocols for Ad
Hoc mobile wireless networks/EEE Personal Commun. Mag., pp. 46—

compare the performance of our proposed TCP-BuS Scheme s5 apr. 1999.
with that of other TCP implementations (TCP-F and Generglg] K. Falland S. Floyd, “Comparisons of Tahoe, Reno and SACK TCP,” Mar.

in oi ; i ; _1996. Available at ftp://ftp.ee.lbl.gov.
TCP) via simulation. Simulation results demonstrate that TC 18] M. H. Macbougall, “Simulating. computer systems: Techniques and

BuS outpgrforms the others in terms of throughpgt under differ- " {50l ” The MIT Press, 1987.
ent conditions (route length, frequency of route failures, congeigo] P. Karn and C. Partridge, “Improving round trip time estimate in reliable
tion duration, and location of link failure). transport protocols,” ifProc. ACM SIGCOMM'87, 1987.
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