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A centralized public-key infrastructure (PKI) has revealed disadvantages to enterprise applications. This
work presents a taxonomy of blockchain-based decentralized PKI schemes along with the prospective
technologies for developing a robust PKI for vehicle-to-everything communications.

| n the coming years, vehicle-to-everything (V2X)

communications will be viewed as crucial technolo-
gies for expanding the sensing coverage for connected
vehicles. Most often, V2X communications cover mul-
tiple types, such as vehicle to infrastructure (V2I), vehi-
cle to network, vehicle to vehicle (V2V), and vehicle to
pedestrian. In typical vehicular communications, a
V2X-enabled vehicle has to be authenticated before
joining V2X communications. Authentication is
required to protect such communications against unau-
thorized users and thus further enhance the reliability
of sharing information. Given the premise of millions of
connected vehicles, V2X authentication faces two key
issues: scalability and availability.

The development of V2X security systems tends to
implement large-scale public-key infrastructure (PKI)
systems to support authentication in V2X communi-
cations. The PKI-based V2X ecosystem needs trusted
entities, such as the certificate authority (CA), to pro-
vide a bunch of pseudonym keys. The pseudonym keys
are used to tackle privacy issues and need to change
frequently. The PKI implementation can be intrinsi-
cally centralized (C-PKI) or decentralized (D-PKI).
The centralized architecture often faces bottleneck
issues from the heavy authorization, registration, or
verification requests traffic. Meanwhile, decentralizing
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the authentication functions is a potential solution for
avoiding bottleneck performance and misbehaving CA
issues. For example, the European Union (EU) prefers
to use multiple root CAs in the PKI to provide redun-
dancy and interoperability in expanding and decentral-
izing operations.

Several recent studies""? and industrial solutions (such
as Remme) have shown that a D-PKI has the potential of
being an alternative to a C-PKI. One of the most pop-
ular decentralized technologies is blockchain. By lever-
aging the strength of verifiable peer-to-peer blockchain
networks, a blockchain-based D-PKI model (termed a
B-PKI) can effectively enhance vehicle authentication
capabilities (scalability/availability) and privacy. By con-
trast, the C-PKI must accomplish the enhancement via a
complicated pseudonym certificate generation and revo-
cation model. However, decentralized solutions are not
entirely straightforward for tackling PKI management.
The existence of a CA s still required as the legal author-
ity that issues certificates. CAs store the credentials in
hardware security modules at data centers and are kept
offline.> B-PKIs are in the research phase for a consor-
tium of governments and automotive industries, such as
the Mobility Open Blockchain Initiative.

Considering the potential of such a decentralized
technology, this work extensively reviews the latest
achievements in using blockchain for building scal-
able V2X authentication and privacy preservation and
answers some key questions.
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1. How can blockchain technology
compensate for the inadequacies in
the conventional PKI and help to
enhance the scalability and avail-
ability of V2X authentication?

2. How is B-PKI architecture different
from that of a conventional C-PKI?

3. How can both security and pri-
vacy in a united PKI platform be
guaranteed?

4. In what way is B-PKI architec-
ture robust enough to withstand
attacks that the C-PKI is struggling
to deal with?

S. How can one improve the efficiency
of the B-PKI and integrate it into
well-established standards such as
ETSI TS 103 4153 to best support
V2X authentication?

6. From the viewpoint of vehicles and
service providers, how will such a
B-PKI model impact their deploy-
ment capability, particularly back-
ward compatibility?

Unlike earlier reviews, such as that
of Mollah et al,? this study focuses on
the issues of blockchain technology for
D-PKI models in V2X communications.
Figure 1 shows the taxonomy of key tech-
nologies, vulnerabilities, defense meth-
ods, and future research directions that
enhance the B-PKI model. These topics
are then detailed in the following sections.

Background

Countries worldwide have different
views on the shape of V2X authentica-
tion architecture as a result of different
requirements on the features and local
laws. The EU and the United States have
a mature process in V2X development
and have become a reference for other
countries. In the EU, the PKI system for
V2Xis called the Cooperative ITS Creden-
tials Management System (CCMS) and is
maintained by the ETSI Intelligent Trans-
port System (ITS). In the United States,
it is called the Security Credential Manage-
ment System (SCMS).> Indeed, at the time
of this writing, there is still a gap to form a
unified standard and clear specification of
what a fully commercial PKI for vehicular
communications looks like.

www.computer.org/security
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Figure 1. The taxonomy of key technologies, vulnerabilities, defense methods, and future research directions to enhance the B-PKI model. DDoS: distributed denial-of-service; MiTM: man
in the middle; Al: artificial intelligence; PBFT: Practical Byzantine Fault Tolerance; PoW: proof of work; SCMS: Security Credential Management System; CCMS: Cooperative ITS Credentials

Management System.
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The SCMS mentioned in this article is a proof-of-
concept reference from the United States. Future com-
mercial products may have many changes. The key
differences between the SCMS and CCMS are the
architecture and standard references. For example, the
CA management model in the SCMS is designed with
high-level electors and a root CA to issue certificates for
vehicles. This SCMS model works as a single control
point where a national agency like the U.S. Department
of Transportation will be the SCMS Manager.

In the EU, since it consists of many member state
authorities, the CCMS architecture is tweaked to
allow the EU mem-
bers/commercial
entities to run their
own root CAs. The
CAs are under cen-
tral coordination of
the Central Point of
Contact (CPOC)
and Trust List Man-
ager (TLM) through
the European Cer-
tificate Trust List. The CPOC and TLM are man-
aged by the European Commission. This “multiple
credential-management-systems” model is meant to
preserve the autonomy of the stakeholders, where
member states, vehicle manufacturers, and probably
other entities can run their own version. Besides, the
SCMS was originally designed for U.S.-based V2X
standards, for example, dedicated short-range commu-
nications (DSRC), and it used the Wireless Access in
Vehicular Environment Security IEEE 1609.2 protocol
stack. The state-of-the-art standard reference for the
SCMS in the United States is SAE J3161/1, after the
U.S. Federal Communications Commission approved
eliminating DSRC.

By contrast, the CCMS is designed to work with
Cooperative ITS architecture in Europe and is based
on ETSI TS 103 097 and TS 102 941. Because of the
assumption of intermittent connectivity between the
vehicles and the back-end infrastructure, the SCMS
can issue a large number of pseudonym certificates,
enough to use over the years with 20 per week. On the
other hand, the CCMS was designed to operate with
the assumption of frequent connectivity of vehicles to
the back end; thus, this system prefers to issue a limited
number of pseudonym certificates and mandate the
valid time to a maximum of three months only.

Although there are differences in the architecture
and standard references, both systems share many
similarities in the component functionality, such as
misbehavior authority (MA), pseudonym genera-
tion/management, or certificate revocation list (CRL)
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Given the premise of millions of connected
vehicles, V2X authentication faces two key
issues: scalability and availability.

maintenance. Both systems can issue up to hundreds
of billions of certificates per year—enough to support
up to millions of vehicles in their countries. According
to Statista, in 2018-2019, there were some 276 million
vehicles registered in the United States and roughly 292
million units in Europe. Note that each vehicle can own
dozens of pseudonyms keys for usage per year.

Since the U.S. and EU design philosophies on the
credentials management system (CMS) have pursued
different paths, other countries may side with their
requirements. For example, Australia, China, Japan, and
Korea will likely adopt a modified SCMS model where
a national agency
will manage their
own root CAs and
translate local policy
requirements into
corresponding tech-
nical and operational
processes (such as
a pseudonym cer-
tificate lifecycle).
Because of the lack of
available public documents on the selection decision in
other countries, we believe that the dominant model for
them will be the one that is widely used and proved with
an affordable deployment cost.

However, both the CCMS and SCMS are a form of
C-PKI, which maintains a power for a central author-
ity (a CA) in creating, validating, storing, and revok-
ing user certificates. The C-PKI architecture has been
proven to work with many Internet applications, but
it has shortcomings in several areas: 1) trust mainte-
nance among the PKI entities, 2) scalability to serve a
massive number of vehicles, and 3) an efficient mech-
anism for pseudonym revocation in terms of cost and
security. These drawbacks are becoming more challeng-
ing to overcome, particularly at the rapidly expanding
Internet size. First, all vehicles in the C-PKI need to
trust that the CAs are honest and uncompromised, but
this strong assumption is somewhat self-confident. In
practice, security breaches or insider attackers to issue
rogue pseudonym certificates (misbehaving CAs) can
potentially cause devastating damage to safety commu-
nication, personal privacy, and even the certificate pro-
viders. For instance, the certificate authority DigiNotar
went bankrupt as a result of being the victim of theft of
500+ certificates.

Second, the C-PKI relies on a central authority to
create, validate, store, and revoke the certificates. On
such a central system, it will be challenging to maintain
hundreds of billions of pseudonym keys in storage and
distribution, let alone extensive verification/revoca-
tion. This raises scalability concerns for the C-PKI, that
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is, the single-point-of-failure issue in the centralized
model. Finally, renewing CRLs or revoking certificates
of a misbehaving vehicle in a timely manner is not an
easy task because of the complexity of balancing the
need for pseudonym revocation and bandwidth con-
straints of vehicular networks.

In the literature, there are several approaches to
address these three issues. For example, Giannetsos
and Krontiris® proposed direct anonymous attesta-
tion to shift the trust from the CA’s infrastructures to
a decentralized architecture. The pretty good privacy
(PGP) is also a form of D-PKI-like architecture (used
for email security); it indicates that a PGP user can be
trusted if its messages have been signed by one or more
other trustworthy PGP users. This web-of-trust model
practically eliminates the single-point-of-failure prob-
lem, but it cannot deal with the key revocation. On the
other hand, the blockchain-based PKI is expected to
be the most promising technology to address the prob-
lems of trust maintenance, scalability, and efficient pri-
vacy preservation.

Blockchain-based PKI is the expected technology
to deal with these shortcomings, which are a chal-
lenge to afford in the C-PKI. For privacy preservation,
the hash function methods in the blockchain are the
enablers. User transactions stay anonymous and secure
since there is no link between user certificates (that is,
the blockchain wallet address) and the owner’s iden-
tity (using one-way hash functions). Any party can
read content and history activities in a blockchain, but
it does not know the real identity. Such transparency
eliminates the trust problem on the third-party CA’s
actions. Besides, altering the records becomes impossi-
ble since an attacker needs to change every record in the
blockchain. All the participating entities can notice any
modification to the content. This feature significantly
mitigates the threats of internal attackers.

Also, with the distributed architecture and fast con-
sensus algorithms, the B-PKI can resist outsider attack-
ers, such as distributed denial-of-service (DDoS) and
double registration attacks, while supporting efficient
CRL revocation (fast synchronization). From a design
perspective, the B-PKI reduces the dependence on
a powerful, centralized CA in a conventional PKI by
shifting the power of proof for data authentication to
third-party stakeholders in a fully decentralized net-
work. By decentralizing the authentication compo-
nents (for example, the CA) and supporting a strict
peer-reviewed process, the B-PKI avoids the single
point of failure and risks of compromised or misbe-
having CAs. For compatibility, the B-PKI reuses some
components of the C-PKI. Figure 2 illustrates the typi-
cal structure and general workflows of both PKIs. Both
have essentially similar registration and certificate
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generation; the major differences are the certificate dis-
tribution model and authentication flow.

Finally, the B-PKI has features that are missing
in the C-PK]I, including certificate transparency and
revocation transparency.>’ Since certificate sign-
ing and revocation operations can be tracked via an
append-only public ledger, any fraudulent certificate
or illegal actions in the revocation will be picked up by
the monitoring or interested participants. In compari-
son, the C-PKI is less friendly because of nontranspar-
ency; that is, the interested parties do not often have
oversight permission on operations. With all of the
advantages, from an authentication provider’s point of
view, the B-PKI can be seen as a potential alternative
to the C-PKI in practice. For vehicle users, no signifi-
cant changes to the onboard unit (OBU) are needed
because most blockchain processes occur in the ser-
vice providers’ infrastructure. This can significantly
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increase the deployment capability of the B-PKI
because, unlike the strong motivations of service pro-
viders to find solutions to enhance infrastructure qual-
ity, users do not spend extra costs on a paid service.

A Workflow Comparison

In this section, we present the workflow of a B-PKI system
in comparison with the C-PKI model. Note that this work-
tlow is primarily invoked during bootstrap or when certifi-
cates are rotated. After receiving a bunch of pseudonym
certificates, the vehicles may use the granted credentials
for V2I/V2V communications until revoked or expired.
A comparative overview of the workflow is detailed next.

System Initialization and Authentication
Workflow

In initialization, participants prepare the security param-
eters required for registration and authentication. A PKI
typically consists of two types of participants: CAs and
entities (such as vehicles and nearby stations). Note that,
in cellular V2X, a station can be a roadside unit (RSU)/
next-generation node g (gNB)/radio unit. For compar-
ison, we refer to the SCMS, and the terms will be sim-
plified to root CA, intermediate CA (ICA), enrollment
CA (ECA), authorization CA (ACA), and registration
authority (RA). The root CA initializes and generates the
certificates for an ICA, which then generates certificates
for the ECA and ACA. Vehicles communicate with each
other and the nearby stations through OBUs, which are
mounted on the vehicles and support V2X communica-
tions. The OBU consists of a unique identity, for example,
body serial number, machine number, or OBU identifier.
In a typical B-PKI, each RA is also supposed to maintain a
public ledger that contains all access records based on the
vehicle identities in a city or a state. For illustrating the
other steps in detail, Table 1 lists the relevant notation.

Vehicle Registration and Key Distribution

In this phase, the registration procedures in both PKIs,
as illustrated in Figure 2(a)* and Figure 2(b),”8 involve
the following similar interactive steps:

Table 1. Notation and definitions.
m

Vi Vehicle

PID; Pseudonym key
kP Public key

ki Private key

H, H, Hash value

Tx Transaction

IEEE Security & Privacy

= Step 1: A registrant vehicle (denoted by V,, which also
implies the vehicle’s OBU) sends a registration request,
including its real identity (such as the OBU identi-
fier) to an ECA, which returns the enrollment creden-
tial (EC) to the vehicle. The request can use a secure
WWAN connection such as a cellular network between
the ECA and vehicle.? The secure connection process
is controlled by a device configuration manager.

Step 2: The vehicle requests authorization certificates
to the RA with its EC. The ACA verifies the vehicle’s
EC via the RA. If it is valid for registration, the RA
will generate the certificates by communicating with
the ACA. Each certificate includes an arbitrary pseud-
onym of V; by PID, and the associated pair of keys
by ki (publickey) and ki* (private key).

Step 3: After generating PID, the RA may ask the
ECA for a further check of the EC validation. V; can
download PID; from the RA after getting the loca-
tion and time to download the certificates with the
information such as PID, k", and k!".

Step 4: After completing the registration steps, vehi-

cles can use the assigned keys for secure commu-
nication with the other V2X entities. A vehicle can
communicate with a nearby station via V2I messages
or with the other vehicles via V2V messages.

The Differences in B-PKI

Conversely, as seen in Figure 2(b), the B-PKI makes
some modifications to the C-PKI process, as described
in the following substeps:

= Step la: After generating the EC, the ECA writes it in
the blockchain as the block 0 for V.

= Step 3a: After generating PID, ki, and k", the RA
calculates H, = hash (PID; || k!*)® and then writes it to
the blockchain. The RA can also check whether PID is
in the CRL without MA. The abstract workflow of the
blockchain-based V2X authentication model is illus-
trated in Figure 3. Here, we assume that the RA is a
blockchain node and connected to other RAs in dif-
ferent regions as a blockchain network. The RAs also
have abundant computation resources to support the
blockchain process.

When a vehicle travels to a different region (called
roaming in IEEE Standard 1609.2.1-2020%), it does
not need to reenroll. The vehicle only needs authori-
zation from the RA in the different region to join the
new region. The RA can access the blockchain to check
whether H, is in the PID list or the CRL.

= Step 5: When the vehicle is in a region, it initiates an
authentication request with its own PID; and k.

The request is then signed with k" and sent to the
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near station (RSU/gNB/radio unit). Note that PID,
is obtained via a secure connection, which is often
done in the bootstrap step. The vehicle can download
PID by batches,” for example, 20 certificates per batch
per week. The vehicle can then employ these certif-
icates to sign the V2V/V2I messages. For privacy, a
vehicle can compute a signature and attach one of its
certificates to the message (such as basic safety mes-
sages). A vehicle can change PID periodically to pro-
tect its privacy. Also, the vehicle can transact with the
stations (V2I) or nearby vehicles (V2V) as long as its
certificate is valid.

= Step Sa: After receiving the request, the nearby sta-
tion will forward it to the RA through a secure
channel. Receiving the request, the RA restores
the vehicle’s identity (PID,k") and calculates
Hy, = hash (PID; | k). If neither PID,® nor k" 78 is
in the CRL, the RA will search in the public ledger. If the
authentication information (PID, k") exists, it will
update the authentication result in its database. At the
same time, it will broadcast the authentication result
to all the blockchain nodes. Note that, after receiving
the authentication result, the rest of the RAs write a
transaction Tx = (PID, | k" | signed (PID; | ki*) with
the time stamp into the corresponding public ledger
using a consensus algorithm, such as Practical Byzan-
tine Fault Tolerance (PBFT). Since CRL processing
is part of blockchain consensus synchronization, the
records of misbehaving vehicles are updated imme-
diately—at the time of occurrence—instead of wait-
ing for a period as in the conventional C-PKI. This
is an advantage of processing the CRL in the B-PKI
over that in the C-PKI. Finally, based on the received
authentication result from the RA, the nearby station
merely forwards it to V.

The performance evaluation of both PKI models in
the literature includes comparisons with other D-PKI
models, which are built on nonblockchain technology
and do not have miners to validate transactions. As
shown in Table 2, the B-PKI performs authentication
substantially faster than the C-PKI or nonblockchain
D-PKI, particularly in the case of verifying the certifi-
cates of many vehicles simultaneously.

Privacy Preservation, Identity Maintenance,
and Pseudonym Revocation

After successful authentication, a vehicle will receive
temporary session information,'? including PID, and
SessionKey, as part of authentication, and can use it to
exchange messages with others (for example, nearby
stations and peer vehicles). In a valid session, the vehicle
can transmit data without reauthentication until the ses-
sion has expired. However, privacy preservation in such

www.computer.org/security

data exchanges is of primary concern. To avoid leaking
a user’s identity in V2X communications, pseudonyms
in both PKIs* are randomly generated and periodically
changed, for example, every 20 min. Note that, with a
different pseudonym, reauthentication is needed, and
a new session must be initiated. A vehicle’s privacy is
preserved by using pseudonyms since it is infeasible to
reveal its real identity by knowing the pseudonyms only.
The integrity of all of the shared records is protected
with hash values that are publicly audited/authenti-
cated by the other entities in the blockchain.

However, in some special cases, such as when a mis-
behaving vehicle is detected, an authorized authority
may still need to be able to reveal a vehicle’s real identity.
In these cases, the authority needs special permission to
access the real identity from the PKIs. To use the key/
credential space effectively, the study by Zheng et al.® of
both PKIs proposes to periodically renew the expired
credentials (PID, k;*) or reallocate the unused creden-
tials to other entities. During reallocation, the CA may
randomly choose and shuffle the sets of unused keys/
pseudonyms and then randomly allocate them to dif-
ferent regions.!! The simulation results show that the
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Figure 3. The abstract workflow of the blockchain-based V2X authentication
model.

Table 2. The B-PKI perfor e.
C-PKI/

Reference Performance D-PKI*
Luetal’ Authentication 80 ms 1,000 ms

of 120 certificates
Zhengetal®  Authentication 18s 44

of 50 vehicles
Ikram etal®  Verification of 100 ms 300 ms

60 signatures

*D-PKI: decentralized PKI without blockchain technology.
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shuftling process makes the anonymity achieved out-
perform existing schemes, in which the total processing
time for 1,000 blockchain transactions takes 2 s only.!!

For maintenance, if a vehicle is confirmed as a mis-
behaving entity (for example, it is forging a message), its
keys/pseudonyms may be revoked. Yet, a vehicle may
need a fundamental change to its credentials, such as
changing the OBUj a system update by the manufac-
turer, resetting to the default system setting, or merely
a change of the cryptographic scheme. All of these can
cause the old keys/pseudonyms to be revoked for secu-
rity reasons. In a blockchain model, the old keys/pseud-
onyms can be revoked by updating the CRL states of
a vehicle in the transaction records.” The CA revokes
(PID, ki*) with a broadcast revocation transaction and
then deletes the nodes associated with (PID,k*).”
Regardless of the revocation approach, to join the V2X
network again, the vehicle is required to again initiate
reenrollment with the ECA or reauthentication with the
RA to renew the PID.

Security Advantages and

Disadvantages of B-PKI

The B-PKI has certain advantages of security over the
C-PKI as follows:

= Resistance against DDoS attacks: The RAs responsible
for authenticating vehicle authentication requests in
the B-PKI are distributed. It is somewhat difficult for
an attacker to shut down all of the nodes via volume
attacks like DDoS in this case. If a node is overloaded
and down from an attack, the other nodes in the chain
can immediately take on its role!? without interrup-
tion, which will practically foil the attack.

Resistance against impersonation attacks: Since every
vehicle is required to register its identity to the CA via
the ECA and the RA through a secure channel, and
all of the messages are signed (message, PID, k*),°

Table 3. Prospective approaches for enhancing the B-PKI.

Model selection

Node selection

Consensus algorithm

Key distribution

Anonymity and
pseudonymity

Consortium blockchain

Edge, cloud computing

PBFT, PoW

Instant Karma PKI, distributed PKI, hybrid PKI

Smart contract, identity data, transaction data,
on-chain data, cryptographic methods (such
as secure multiparty computation, ZKF, and
homomorphic hiding)

PoW: proof of work; ZKF: zero-knowledge proof.
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spoofing a vehicle’s identity is difficult. To date, the
Elliptic Curve Digital Signature Algorithm (ECDSA)
is safe from cryptanalysis attacks.

Resistance against replay attacks: Every blockchain
record has a nonce and a time stamp field. The nearby
stations can check the freshness of time stamps and
nonces in the exchanged messages to the closest node
to identify any replay attack.”*!2

Resistance against man-in-the-middle (MiTM) attacks:
The security of hash and digital signature verification

in the B-PKI guarantees the infeasibility of manipu-
lating data and forging a vehicle signature in an
encrypted message.7

Resistance against tampering attacks: Since the transac-

tion records of the registration information are audit-
able and immutable, tampering with the data for a
vehicle is not feasible. Any modification of transac-
tion records requires a consensus of the blockchain
nodes when a change occurs, which reduces the risks
of a local tampering action. An attack, if any, can be
easily detected by the other peer nodes.®?

The B-PKI still has a few weaknesses. As the work-
flow in Figure 2(b) shows, the trustworthiness of nodes
is questionable if there is no mechanism to verify such
participants in the system initialization. Several scholars
have proposed potential solutions to address this issue.
For example, in Mollah et al.2 and Kang et al.,'® a smart
contract is used to provide predefined and important
rules for making a decision in any trusted entity.

Prospective Approaches to Enhance

the B-PKI

Following the general model in Figure 2, we summarize
several prospective approaches to and lessons learned
for enhancing the B-PKI (see Table 3).

Selecting the Correct Blockchain Model Can
Significantly Boost the Overall Efficiency of
B-PKI While Maintaining Affordable Cost of
Node Chain Management

Depending on the policy of node selection in a chain,
the blockchain model in the B-PKI can be considered
as three types: public, private, and consortium. Since
a consortium blockchain has multiple organizations
instead of a single one (a private blockchain) or all users
(a public blockchain) to govern the platform, it brings
up the advantages of balancing the tradeoff between
authentication efficiency and affordable cost of manag-
ing the chain members. The complexity of maintaining
the trust of all public users and the high risks of trust-
ing a single organization are the main reasons that the
private and public blockchains are uncommon in V2X
applications. As the summary in Table 4 shows, the
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consortium blockchain model will likely become the
best choice for a B-PKI in V2X.

Proximity of Hosting Locations of Blockchain
Members to Vehicles Makes B-PKI Respond
Faster to Authentication Requests

The most common approach is to use edge servers as
blockchain nodes. Edge/fog computing has become
an essential part of a vehicular environment.> A par-
ticular advantage of an edge-based blockchain is that
it supports cross-domain authentication. In this case, a
united V2X authentication service manager at the edge
servers can simulta-
neously handle mul-
tiple authentication
requests from mult-
itenant V2X services
and vehicles in a par-
ticular geographic
location. Using fog/
edge computing for
assisting authentica-
tion can be a promis-
ing approach. Unlike cloud technology, edge technology
can satisfy the heavy computation of the blockchain
techniques, provide storage for the records, and meet
the time-delay constraint resulting from one-hop com-
munications with end users.

There is a tradeoff between selecting a lightweight
consensus algorithm to reduce heavy processing/energy
consumption and a more secure version with the pow-
erful protection of authentication transactions. Consen-
sus is required to ensure a transaction record written to

ZKF is simple, scalable, and highly secure,
but it comes with heavy computation and
energy consumption.

a blockchain (Step Sa of the B-PKI workflow). As Kang
et al.13 state, a large number of transactions can occur
simultaneously in a large-scale authentication system. In
this case, writing the transactions in chronological order
becomes nontrivial. Noh et al.'* compared the consen-
sus algorithms, such as proof of work (PoW) and PBFT,
and found that PBFT demands fewer computation
resources than PoW does as a result of using fewer nodes
for majority voting.

An alternative technology for the consensus scheme
is proof of stake (PoS), where the miners mine or vali-
date the transactions based on the number of coins they
hold. Unlike a PoW
protocol, by limiting
the computational
power based on the
percentage of owner-
ship staked, PoS sys-
tems like Cardano are
tremendously more
energy efficient and
thus more environ-
mentally friendly.
Finally, zero-knowledge proof (ZKF) is another emerging
consensus scheme used in ZCash, where one party (the
prover) can prove that a specific statement is true to the
other party (the verifier) without disclosing any additional
information. ZKF is simple, scalable, and highly secure, but
it comes with heavy computation and energy consump-
tion. Some other consensus algorithms include proof of
activity, proof of weight, proof of importance, and proof
of capacity, although their popularity is not at the level of
PoW or PoS.

Table 4. A summary of the prospective approaches for enhancing the B-PKI.

Blockchain Issued keys to Encryption and Smart Registration— | Revocation

model OBU consensus algorithms | contract | validation support
Zheng Consortium Public, private, ECC, PoW No CA Yes
etal® pseudonym
Ikram Consortium Public, private, Bilinear pairing No TA Yes
etal’? pseudonym cryptography, PoW
Feng Consortium Public, ECC, fuzzy extractor, Yes TA Yes
etal.’”? pseudonym, attribute-based

biometric encryption, PBFT
Kang Consortium Public, private, ECDS, PoW Yes CA No
etal’? pseudonym
Noh Consortium Public, private, ECC, Advanced No Root TA No
etal.™ pseudonym Encryption Standard,
PoW, PBFT

ECC: elliptic curve cryptography; TA: Trusted Authority.

www.computer.org/security
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Smart Contracts and Key Management in
B-PKI Are Key Technologies for Further
Enhancement

An effective key and identity management model is essen-
tial for scalable authentication. There are three dominat-
ing key and identity models in the B-PKI: instant Karma
based, distributed, and hybrid based. The instant Karma
model aims at automating some functions of the B-PKI
platform such as using Ethereum to correct the behav-
ior of the CA and report unauthorized certificates.'> In
the distributed model, Bitcoin and Namecoin (the first
fork of Bitcoin) are mainly named for their transaction
protocols. Finally, a hybrid-based model highlights the
intention of balancing the privilege of key revocation ini-
tialization* and certifying participant admission of the
root CA with the regional CAs.!

Anonymity and Pseudonymity Enforcement
in B-PKI: The Key Component for Enhancing
V2X Privacy Preservation

Compared with the C-PKI, the B-PKI has many advan-
tages in privacy preservation with advanced features,
such as smart contracts, transaction data and on-chain
data. Several prospective technologies applied to the
B-PKI are secure multiparty computation, ZKF, and
homomorphic concealment’? (as shown in Table 3).

Integrating Blockchain With Existing CMS
Components: A Promising Approach to
Rapidly Deploy B-PKI and Maintain Backward
Compatibility for V2X Authentication and
Privacy-Preservation Platforms

While standardizing the B-PKI may take time, the fastest
way to bring it into practice is to integrate its key compo-
nents so as to enhance the CMS for specific applications.
For example, Feng et al.!? proposed a blockchain-assisted
privacy-preserving authentication system that imple-
ments a public key in a smart contract and manages the
linkability between a public key and a vehicle’s identity.
We summarize the differences among the proposals in
terms of registration, validation, and revocation support
in Table 4.

Challenges and Future Research
Directions

Despite much potential for usage, blockchain technol-
ogy in PKIs is still at a very early stage of its develop-
ment cycle, and many of its fundamental components
still require standardization. Other than the importance
of stabilizing volatility in current blockchain protocols,
we consider that a united authentication infrastructure
for cross-domain applications and integration with the
SG infrastructure is necessary. The B-PKI can be the
answer to satisfy both security and privacy in a united
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PKI platform. However, there are still several urgent
challenges to deploying the B-PKI, as discussed next.
First, reliability and communication security
between the CAs and independent participants in the
B-PKI are more difficult to maintain perfectly. In the
case of Bitcoin, participation is rewarded by receiving a
small amount of bitcoin for providing the next block in
the chain. Mollah et al.2 presented a reward-and-penalty
system based on nearby stations, which gives a negative
rating to detected malicious vehicles; a greater negative
rating indicates a low trust value in the vehicles. Vehi-
cles with low trust values are unable to generate any new
messages. However, implementing reward and profit
according to the entities’ contributions in a blockchain
that solely carries out V2X authentication has yet to be
seen. Also, in a consortium blockchain, a reliable tem-
porary leader to handle the first write of transactions to
the ledge is required, but a secure mechanism, such as
e-voting,® to select a leader has not been well developed
and is a topic for further study in the coming years.
Second, responding to audit the trustworthiness of
massive messages in real time is still an open challenge
for misbehavior detection in the B-PKI. Since V2X ser-
vices are usually time critical, any delay in preventing
an adversary from sharing spoofed messages may cause
severe accidents® as a result of the confused awareness
caused by wrong information. Blockchain operations,
such as mining power of work, often demand massive
memory and resources. A delay in processing these
computing tasks can slow down the convergence of
record synchronization among the nodes and thus pro-
hibit responding to requests in time. Also, cloud-native
storage can help to secure storage for massive vehi-
cle data, although it may introduce a little more delay
in retrieving processed records.!® Exploiting the low
latency of SG V2X communications, edge intelligence,
or PoS algorithms to optimize the time of response in
the B-PKI will thus be a key issue for further studies.
Third, the large amount of data in V2X commu-
nications opens the door for implementing artificial
intelligence (AI) for maintaining trust at best and for
detecting the misbehavior of blockchain members. The
power of big data analysis and Al can often be abused
to undermine user privacy, for example, by analyzing
heterogeneous data to determine the linkage or consis-
tency of an entity. In V2X applications, large third par-
ties may benefit from collecting vehicle data, including
the privilege to access, analyze, correlate, and control
the massive volume of trajectory history. However, cli-
ents have few options for controlling their personal data
and their privacy during online transactions, including
how, when, where, by whom, and what personal infor-
mation is disclosed in each transaction. This problem
becomes intensified in blockchain, as the private data
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included in a ledger are immutable, and a user’s rights to
control and rectify personal information decrease.
Fourth, the vulnerabilities of blockchain technology
may threaten the potential to deploy the B-PKI. Since
the consortium blockchain model is likely the choice
to be used in the B-PKI, the issue of few nodes in the
blockchain can pose security risks. Suppose an attacker
can successfully exploit the blockchain’s vulnerabili-
ties, such as using bugs of smart contracts, to attack the
blockchain (for example, with parity multisignature
attacks, 51% attacks, blockwitholding, Sybil, or eclipse
attacks). In that case, V2X authentication can be com-
pletely compromised. An attacker can then interrupt
the consensus process, create new blocks, change the
rewards, manipulate the transactions, and even make
the blockchain completely untrusted. The PoW consen-
sus is one resilient method to overcome such attacks.

I n this article, we present an overview of the use of

blockchain technology in enhancing V2X PKIs.
Through a comparative review of the C-PKI and B-PKI,
we highlight certain advantages of using blockchain tech-
nology to build scalable, secure, and efficient authentica-
tion schemes. Although the B-PKT is still at an early stage
of development, its key features, such as decentralization,
anonymity, and auditability capabilities, can significantly
enhance system scalability, availability, and privacy pres-
ervation in V2X communications. Further, we also found
that a full or even partial integration of several blockchain
solutions into the C-PKI can significantly accelerate
long-awaited features that have not been well supported
by V2X security systems, for example, strong resistance
against DDoS§ attacks and misbehaving CAs. Finally, we
identify two promising areas for future research direc-
tions: 1) improving the security of smart contracts and
stabilizing the reliability of consensus protocols while
properly maintaining conditional anonymity and pseud-
onymity, and 2) proposing solutions to address interop-
erability among different B-PKI platforms. m
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