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Environment of UAV integrated HetNet

▪ Terms
• HetNet (Heterogenous Network)

• MBS (Macro-based Station)

• Macro cell / Picocell / Femtocell

• UAV (Unmanned Aerial Vehicles)

• UE (User Equipment)

• Intruder node
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Motivation

• The collaboration of UAVs with MBS in any HetNet is desired since it 
can result in increasing spectral efficiency per unit area in dense urban 
scenarios or it can maximize the coverage area of the network.

• UAVs can be deployed for ensuring public safety communications 
keeping in view the energy efficiency perspective.

• The intruder/malicious nodes are able to carry out different kinds of 
attacks thus requiring an optimized security technique for the network.
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Adversary and problem statement

▪ Adversary: Dolev–Yao model
• Intruder has full control over the network

• overhear, intercept, and synthesize any message

• Only limited by the constraints of the cryptographic methods used

▪ Problem statement
• Ensure public safety communications on UAV integrated HetNet

• Make the network robust against intruder attacks

• Overcome the “all-or-nothing” disadvantage using Functional Encryption
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Background – Functional Encryption

▪ Formal definition
1) Create a master public key (mpk) and a master secret key (msk)

2) Creates secret key (skf) for the function (f ) using the msk

3) c  enc(mpk, x)

4) y = f (x)  dec(skf, c)

mpk, msk

f

skf

mpk

skf
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Background – Functional Encryption

❖ Example) Function : Inner Product

• Key generator (Tom)
1. Generate Master Keys: { 𝑀𝑎𝑠𝑡𝑒𝑟 𝑆𝑒𝑐𝑟𝑒𝑡 𝐾𝑒𝑦,𝑀𝑎𝑠𝑡𝑒𝑟 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦 }

2. Already-known function: 𝑓( ) = 10𝑥1 + 8𝑥2 + 20𝑥3 + 5𝑥4 +⋯

• 𝑣𝑒𝑐𝑡𝑜𝑟 𝑌 = 10, 8, 20, 5, …

3. Derive function key: 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑘𝑒𝑦 𝑠𝑘𝑓 = 𝑑𝑒𝑟𝑖𝑣𝑒𝐾𝑒𝑦 𝑀𝑎𝑠𝑡𝑒𝑟 𝑆𝑒𝑐𝑟𝑒𝑡 𝐾𝑒𝑦, 𝑌

• Data owner (Alice)
1. Plain data  : 𝑋 = 5, 2, 10, 6, 0, …

2. Encrypted data: 𝐶𝑋 = 𝑒𝑛𝑐𝑟𝑦𝑝𝑡(𝑀𝑎𝑠𝑡𝑒𝑟 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦, 𝑋)

• Data user (Bob)
1. Receive encrypted data 𝐶𝑋 and function key 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑘𝑒𝑦 𝑠𝑘𝑓
2. Decrypt result of < X, 𝑌 > = 𝑑𝑒𝑐𝑟𝑦𝑝𝑡(𝐶𝑋, 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑘𝑒𝑦 𝑠𝑘𝑓)
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Proposed methodology

▪ UAV acts as a relay node for UEs which are in nonline-of-sight communication with MBS

▪ FE technique for securing the data transmission among UAV, UE, and MBS
• If the intruder, somehow, is able to intercept the encrypted message, he will not be able to 

decrypt the whole information

• 2 phases

1) Between MBS and UE

2) Between MBS and UE through UAV
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FE between MBS and UE through UAV

MBS (Alice) UAV (Sam) UE (Bob)

𝑓𝑛( )

Derive function list

Encrypt
message

Derive func keys for 𝑓

Generate master keys

𝑛𝑜𝑛𝑐𝑒 __ 𝐾𝑠

𝑛𝑜𝑛𝑐𝑒 __ 𝐾𝑏

𝑛𝑜𝑛𝑐𝑒 __ 𝐾𝑎

𝑛𝑜𝑛𝑐𝑒 , 𝑓𝑛 __ 𝐾𝑎

authentication
phase

setup and keygen
phase

encryption
phase

<Pictorial representation of FE between MBS and UE>
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Validation

• Use the AVISPA tool which is widely used for Internet protocol 
validation in the early stage of development

• Run tool with protocol specification written via its language

• Compare the results of the protocol with FE and the protocol w/o FE
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AVISPA tool

• Automated Validation of Internet Security Protocol and Application
• Widely used for detecting the vulnerabilities

• Validate the Internet security-sensitive protocols automatically

• Provide role-oriented, expressive, and formal language

• Modularity (4 checker modules)
• OFMC / CL-AtSe / SATMC / TA4SP

• Input and output
• In: Role-based specification (*.hlpsl file)

• Out : ‘SAFE’ / ‘UNSAFE’ / ‘INCONCLUSIVE’

<AVISPA tool’s architecture>
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How to validate (1/3)

• Example) Between MBS and UE through UAV using FE

MBS UE

authentication phase

setup and keygen phase

encryption phase
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How to validate (2/3)

• Example) Between MBS and UE through UAV using FE

relay phase

authentication phase

UAV Envs.
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• Output of AVISPA tool

How to validate (3/3)

UNSAFESAFE
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Validation result

• It sounds obvious, but AVISPA tool says using FE technique is safe..

Comparison Protocol Result

Without using FE
Between MBS and UE UNSAFE

Between MBS and UE through UAV UNSAFE

With using FE
Between MBS and UE SAFE

Between MBS and UE through UAV SAFE
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Conclusion (wrap-up)

• UAV integrated HetNet is vulnerable so need to provide security to the 
entire network and the data

• This article has proposed FE technique to the UAV integrated HetNet
in two phases
• FE between UE and MBS

• FE between UE and MBS through UAV

• This approach has been validated by AVISPA tool and provides the 
desired security to the UE and its data
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Critiques

▪ Good things
• Considering UAVs as relay nodes (not initiated from this paper though)

• New utilization of FE technique (and AVISPA)

▪ Bad things
• Lack of real-world use scenario

• Unclear function or data format

• Too simple comparison and experiment
• Only FE vs non-FE

• Limited scope
• e.g. routing, performance, or energy(efficiency) issues
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Thank you
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Appendix
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Appendix #1 HetNet

• HetNet describes wireless networks using different access technologies
• For example, a wireless network that provides a service through a wireless LAN and is able to maintain 

the service when switching to a cellular network is called a wireless heterogeneous network.

• A Wide Area Network can use some combination of macrocells, picocells, and femtocells in order to 
offer wireless coverage in an environment with a wide variety of wireless coverage zones.
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Appendix #2 macro cell

Macro base stations are fundamental elements in any heterogeneous network (HetNet) wireless 
infrastructure to provide coverage and support capacity.



22 / 18

Appendix #3 AVISPA

• Automated Validation of Internet Security Protocols and Applications.
• http://www.avispa-project.org

• Modules
• OFMC

• On-the-fly model checker

• CL-AtSe
• Constraint logic-based attack searcher

• SATMC
• SAT-based model checker

• TA4SP
• Tree automata based on automatic approximations for the analysis of security protocols

http://www.avispa-project.org/
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Appendix #4 vs. other techniques

• ABE / IBE

• DH key exchange

• Homomorphic Encryption
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Result #1

• Between MBS and UE w/o FE
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Result #2

• Between MBS and UE through UAV w/o FE
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Result #3

• Between MBS and UE w/ FE
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Result #4

• Between MBS and UE through UAV w/ FE


