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Environment of UAV integrated HetNet
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Motivation

« The collaboration of UAVs with MBS in any HetNet is desired since it
can result in increasing spectral efficiency per unit area in dense urban
scenarios or it can maximize the coverage area of the network.

« UAVs can be deployed for ensuring public safety communications
keeping in view the energy efficiency perspective.

 The intruder/malicious nodes are able to carry out different kinds of
attacks thus requiring an optimized security technique for the network.




Adversary and problem statement

= Adversary: Dolev—Yao model

e Intruder has full control over the network
« overhear, intercept, and synthesize any message
« Only limited by the constraints of the cryptographic methods used

» Problem statement
 Ensure public safety communications on UAV integrated HetNet
« Make the network robust against intruder attacks
« Overcome the “all-or-nothing” disadvantage using Functional Encryption



Background — Functional Encryption

= Formal definition
1) Create a master public key (mpk) and a master secret key (/msk)

2) Creates secret key (sk) for the function (7) using the msk

3) ¢ € enc(mpk, x) Q
g'.

4) y = f(x) € dec(sk; o _ V(f



Background — Functional Encryption

< Example) Function : Inner Product

+ Key generator (Tom)
1.  Generate Master Keys: { Master Secret Key, Master Public Key }
2. Already-known function: f() = [10x; + 8x, + 20x5 + 5x, + -+ |
» wvectorY ={10, 8, 20, 5, ...}
3. Derive function key: function key sk; = deriveKey(Master Secret Key, Y)

 Data owner (Alice)
1. Plaindata : X ={5, 2, 10, 6, 0, ...}
2. Encrypted data: Cy = encrypt(Master Public Key, X)

« Data user (Bob)
1. Receive encrypted data Cy and function key function key sk
2. Decrypt result of <X, Y > = decrypt(Cx, function key sky)



Proposed methodology

= UAV acts as a relay node for UEs which are in nonline-of-sight communication with MBS

» FE technique for securing the data transmission among UAV, UE, and MBS

« |If the intruder, somehow, is able to intercept the encrypted message, he will not be able to
decrypt the whole information

Sends cipher text to base station

« 2 phases
1) Between MBS and UE
2) Between MBS and UE through UAV




FE between MBS and UE through UAV

authentication
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setup and keygen
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encryption
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<Pictorial representation of FE between MBS and UE>



Validation

 Use the AVISPA tool which is widely used for Internet protocol
validation in the early stage of development

 Run tool with protocol specification written via its language

« Compare the results of the protocol with FE and the protocol w/o FE



AVISPA tool

« Automated Validation of Internet Security Protocol and Application
« Widely used for detecting the vulnerabilities
 Validate the Internet security-sensitive protocols automatically
* Provide role-oriented, expressive, and formal language

High Level Protocol Specification Language
(HLPSL)

« Modularity (4 checker modules)
« OFMC / CL-AtSe / SATMC / TA4SP

* Input and output

* In: Role-based SpeCiﬁcatiOn (*/7/,05/ f//e) OFMC (.‘L-;ith‘c SATMC TA4SP
. Out: SAFE’ / UNSAFE’ / INCONCLUSIVE’ | | | !

<AVISPA tool’s architecture>



How to validate (1/3)

« Example) Between MBS and UE through UAV using FE

role alice(MBS,UE,UAV:agent, role bob(UE,MBS,UAV:agent,
:a',‘Kb'.‘K.ff- :public_key, Ka,Kb,Ks:public_key,
*Nasn_Tunc, H:hash_func,
SND,RCV:channel(dy)) il
played by MBS SND,RCV:channel(dy))
def= played_by UE
local State:nat, def=
Na:text, local State:nat,
F,Fn,N1,Msk,N,Skf,X,Ci:message, Na:text,

Inc:hash_func

const alice_bob_na,secl:protocol_id F,Fn,N1,Msk,N,Skf,X, Ci:message,

init state := © Inc:hash_func
transition const alice_bob_na,secl:protocol_id
(1. State=e /\ RCV(start) =|> ) init State := @
State':=1 /\ Na':=new() transition
/\ SND({MBS.UE.Na'} _Kb)
SND({MBS.UAV.Na'}_K
- /A sl SO — e (1. State=e /\ RCV({MBS.UE.Na'}_Kb) =|> )
(2. State=1 /\ RCV({UE.MBS.Na.Fn}_Ka) N authentication phase State':=1 /\ F':=new()
/\ RCV({UAV.MBS.Na}_Ka) =|> /\ Fn':=H(F)
State':=2 /\ Msk':=new() ' '
/\ N':=new() setup and keygen phase - /\ SND({UE.NBS.Na'.Fn'} _Ka),
Y Al ) (2. State=1 /\ RCV({UAV.UE.N1'} Kb) =|> )
/\ SND({MBS.UAV.N1'} Ks) State':=2 /\ X':=new()
request (MBS,UE,alice bob na,Na) /\ Ci‘':={X'} _N1'
I/\ secret({Hsk,Skf},secl,HBS' L /\ SND(UE.UAV.Ci') )
3. State=2 /\ RCV(UAV.MBS.Ci) =|> end role
State':=3

end role
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How to validate (2/3)

« Example) Between MBS and UE through UAV using FE

role session(MBS,UE,UAV:agent,

role sam(UAV,MBS,UE:agent, Ka,Kb,Ks:public_key,
Ka,Kb,Ks:public_key, W:hash_func)
def=
H:hash_func, PO
SND,RCV:channel(dy)) SND3,RCV3, SND2,RCV2, SND1,RCV1: channel (dy)
played by UAV composition
defs= alice(MBS,UE,UAV,Ka,Kb,Ks,H,SND1,RCV1)
Lol Statesnit /\ bob(UE,MBS,UAV,Ka,Kb,Ks,H,SND2,RCV2)
0ca atesnat, /\ sam(UAV,MBS,UE,Ka,Kb,Ks,H,SND3,RCV3)
Na:text, end role
F,Fn,N1,Msk,N,Skf,X,Ci:message,
Inc:hash func role environment()
const alice_bob_na,secl:protocol_id s S
init State := @ mbs,ue,uav:agent,
transition ka,kb,ks:public_key,

r authentication phase h:hash_func,

— ' o= na,f,fn,nl,msk,n,skf,x,ci:message,
1. State=6 /\ RCV({MBS.UAV.Na'} Ks) =|> alice_bob_na,secl:protocol_id

_ State':= 1 /\ SND ({UAV.MBS.Na}_Ka) ) intruder_knowledge = {mbs,ue,uav,ka,kb,ks,na,f,fn,nl,msk,n,skf,x,ci}
composition
/2, State=1 /\ RCV({MBS.UAV.N1'} Ks) =|>\ session(mbs,ue,uav,ka, kb,ks,h)
S b /\ session(ue,mbs,uav,ka,kb,ks,h)
State':=2 /\ SND({UAV.UE.N1}_Kb) /\ session(uav,mbs,ue,ka,kb,ks,h)
: end role
3. State=2 /\ RCV(UE.UAV.Ci') =|> goal
o B .Ci f 1
o Ustaterioa 7y swoquny.mes.c) [ apetea

end goal
environment()

13/ 18



How to validate (3

« QOutput of AVISPA tool

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED NUMBER OF SESSIONS
PROTOCOL
/home/span/span/testsuite/results/stepl.if
GOAL
as specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.02s
visitedNodes: 25
depth: 4 plies

Trace Files Modes Variables monstoring
< Previous step Untype alicg boby abce bob,

{m.unonce-1} s|

{um.nonce-2)_skll
e

Past events
Aalice, 3] -> (bob, 4) : {M.UMNa}_SK1
alice, 6] -> (bob, 7): {M U Ma) _SK1

% O0FMC
% Version of 2006/02/13

SUMMARY ]
UNSAFE

step2

DETAILS
ATTACK_FOUND
PROTOCOL
/home/span/span/testsuite/results/steplunsafte.if
GOAL
authentication on_alice bob na

BACKEND
0FMC
COMMENTS
STATISTICS Trace Files Modes Vasiaties monitring
parseTime: 0.00s sl RN R S T T T I
searchTime: 0.05s o fpunonce ) 51 -
visitedNodes: 1 nodes {umfnonce 1var-x 3} sk St
depth: 1 plies gy msgi) 1 0
ATTACK TRACE — s
i-> (m,3): start Eialice, 3) > {intrader._ 03 : {m.uunonce-1)_sk1 Limroncess o Seps

(intruder_, 0) -> (alice, 3) : {um.nonce-Lvar-x-1}_sk1
(alice, 3)-> (intruder_, 0) : {hidummy_msg)} _sk1

(m,3) -> 1i: {m.u.Na(l)} skl =

{um.nonfe-s) ski

i > (m,3): {u.m.Na(1).x254) sK1 |[besme o G as

. 0) -> (bob. 7) : {um.nonce-5} sk1

{u.m.nonce-1.

msg-6)} skl

(m,3) -> i: {h(dummy_msg)} skl o oo

€Hmmmumﬂl} skl

{msg7} h

unany msg)

12
I {msg-12}_h(dummy_msg)
{himsg-10)}_sk1

{m.u.nonce-5.

imsg-8)} skl

unonce:

5 himsg-8)
once-5.himsg-8)
{m.u.nonce-5.himsg-8)}_sk1
msg-7

{hidummy]msg)} sk1
{m.u. -S.himsg- &) skl
himsg-10}) sk

‘Hri hidummy_msa)
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Validation result

* /t sounds obvious, but AVISPA tool says using FE technigue is safe..

Comparison Protocol m

, , Between MBS and UE UNSAFE
Without using FE
Between MBS and UE through UAV UNSAFE
, _ Between MBS and UE SAFE
With using FE
Between MBS and UE through UAV SAFE

15/18



Conclusion (wrap-up)

« UAV integrated HetNet is vulnerable so need to provide security to the
entire network and the data

 This article has proposed FE technique to the UAV integrated HetNet
In two phases
* FE between UE and MBS
* FE between UE and MBS through UAV

 This approach has been validated by AVISPA tool and provides the
desired security to the UE and its data



Critiques

Considering UAVs as relay nodes

New utilization of FE technique

Lack of real-world use scenario
e Unclear function or data format

Too simple comparison and experiment
* Only FE vs non-FE

Limited scope
 e.g. routing, performance, or energy(efficiency) issues



Thank you



Appendix



Appendix #1 HetNet

« HetNet describes wireless networks using different access technologies

« For example, a wireless network that provides a service through a wireless LAN and is able to maintain
the service when switching to a cellular network is called a wireless heterogeneous network.

« A Wide Area Network can use some combination of macrocells, picocells, and femtocells in order to
offer wireless coverage in an environment with a wide variety of wireless coverage zones.




Appendix #2 macro cell

Macrocells vs. small cells vs. femtocells

'! [%' | g

SIZE Around 50 to 200 feet tall The size of a pizza box The size of a paperback book
AVERAGE
COVERAGE A few miles A football field -- 100 yards A home or small business
RANGE

AVERAGE COST

TO INSTALL $200,000 Under $10,000 Around $100

The U.S. will have 5 to 10
The U.S. has about times more small cells g
200,000 macrocells than macrocells once i
fully deployed \

A 4

ILLUSTRATION: LARYSAADOEE STOCK #2020 TECHTARGET. ALL RGHTS Reserven  TechTarget

Anyone can purchase
a femtocell for their
home or small business

DEPLOYMENT

Macro base stations are fundamental elements in any heterogeneous network (HetNet) wireless
infrastructure to provide coverage and support capacity.



Appendix #3 AVISPA

« Automated Validation of Internet Security Protocols and Applications.

* http://www.avispa-project.org

 Modules

« OFMC
« On-the-fly model checker

e CL-AtSe

« Constraint logic-based attack searcher

« SATMC
« SAT-based model checker

. TA4SP

High Level Protocol Specification Language

l

OFMC

l

(HLPSL)

Translator

Intermediate
CL-AtSe SATMC

l !

l

TA4SP

l

Output Format (OF)

« Tree automata based on automatic approximations for the analysis of security protocols



http://www.avispa-project.org/

Appendix #4 vs. oth

- ABE / IBE
* DH key exchange
« Homomorphic Encryption

er techniques

TABLE 4 Comparative study between the conventional approaches and the proposed scheme

Proposed scheme:
Conventional approaches Functional encryption
Reference Techniques Demerits Merits

18

19

21

23

Attribute-based cryptography
technique

Identity-based encryption

Diffie-Hellman key exchange

Homomorphic encryption

Challenge-based trust
mechanism

During decryption process,
the ciphertext is decrypted
wholly which reveals the
entire message.

If public key generation
center is compromised,
then the data is at a greater
risk of disclosure.

Authentication process is not
done.

The decryption of ciphertext
will either reveal the entire
message or will not be
decrypted at all.

Strategy can be failed, if the
malicious nodes have some
information about nearby
traffic.

During decryption process,
the ciphertext is decrypted
in particular portions only,
for which secret keys are
present.

In MBS, entire data has been
stored in accordance with
list of functions and the
secret keys are generated,
respectively, for each
function of plaintext. So, if
MBS is compromised, even
then, entire data is not ata
rigk of disclosure.

Authentication process is
done among all entities by
using nonce signal.

The decryption of ciphertext
will generate only that
portion of plaintext which
the user has demanded.

Even if the malicious nodes
have some information
regarding ongoing traffic,
they cannot reveal the
entire plaintext message as
it is encrypted according to
different functions.



Result #1

* Between MBS and UE w/o FE

Trace Files Modes Variables monitoning

< Previous step Wext step > I~ Untype Intnuer alic al % OFMC
| Incoming events : | T s T e Rt I —lﬁm % Version of 2006/02/13
= u.nonce-1} <41 SUMMARY
stend. UNSAFE
{u. . o DETAILS
q . Stepd. ATTACK_FOUND
PROTOCOL
-1} skl Sepd /home/span/span/testsuite/results/steplunsafe.if
Past events : - GOAL
(alice, 3] - (Intruder_, 0) : {m.unonce-1}_sk1 meﬂ " Steph authentication_on_alice bob na
(Ingruder_, 0) -> (alice, 3) : {u.mnonce-Lvar-x-1} skl |l - BACKEND
:'h 3 ";]“"":;'-;? ’t{”m-lﬂi-” {umnonge-3} skl Stepé OFMC
s~y it T " COMMENTS
T e |, cum nonce 1 himsg &) s Step? STATISTICS
parseTime: 0.00s
Intruder knowledge : Compose knowledge {hidurmnmyimsgl] skl o Step8 searchTime: 0.05s

visitedNodes: 1 nodes

12}_hdummy_mag) {msg-7} higummy msa) e depth: 1 plies
2 o — ATTACK TRACE
w.nance-5himeg-B)} skl i-> (m,3): start
— (m,3) -> i: {m.u.Na(1)}_skl
{hidummymsg)}_sk1 o i -> (m,3): {u.m.Na(l).x254} skl
Sten12. (m,3) -> i: {h(dummy msg)} skl

{m.ujonce-Shimsg-of) sk1

I Srepld.

L] sk

100}
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Result #2

« Between MBS and UE through UAV w/o FE

Trace Files Modes Variables monitoring

< Previous Nt step > ~ Untype bob EAIM
step ] — i . - JJ‘EM % OFMC
% Version of 2006/602/13
Step2 SUMMARY
> UNSAFE
Stepd DETAILS
ATTACK FOUND
Stepd PROTOCOL
Past svants | o Jhome/span/span/testsuite/results/stepZunsafe.ir
T he.ﬁ-?{im_.ﬂ'l:tﬂhml};ﬂl Steps Go:tthenticat1on on_alice bob na
r_, 0) == (sam, 5) : {mbs.uav varx-1}_skl BACKEND
. 51> (Intruder_, ©) : {uav.ue.dummy_msg}_skl gt OFMC

COMMENTS
ice, 3} -> (Intreder_, 0) : {mbs, usv.hidummy_msgl} skl -
2 . u':.;.. M:ﬂ .[,tﬂ;__:m“ :kl g {ue.mbs.nonce-fl.himsg-2)) skl S, STATISTICS
parseTime: ©.00s

} skl Stepd searchTime: 0.08s
N visitedNodes: 6 nodes
e depth: 2 plies
, ATTACK TRACE
v, {msg-3} dummylmsg Stepl0 i -> (mbs,3): start
u - (mbs,3) -> 1i: {mbs.ue.Na(l)} skl
mwlhimwdhﬁmmlmm Repll i -> (uav,3): {mbs.uav.x255} skl
(uav,3) -> i: {uav.ue.dummy msg} skl

i -> (mbs,3): {ue.mbs.Na(l).dummy msg} skl
(mbs,3) -> i: {mbs.uav.h(dummy msg)} skl
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Result #3

e Between MBS and UE w/ FE

(055 soan - oo smmion apg T

Trace files Modes Variables monitoring % Version of 2006/02/13

<Pevionssep | : Untype sy bob slcy Sob, SUMMARY

Becorming events ; {m.unonce-1) slﬂl "EDI' SAFE
{uwm.nonce-2} 'ith e DETAILS
BOUNDED NUMBER OF SESSIONS

PROTOCOL

/home/span/span/testsuite/results/stepl.if
GOAL

as specified
BACKEND
— 0OFMC

: COMMENTS

Ko 41> (a7 -3 CoaTTeTICe
parseTime: 0.00s
searchTime: 0.02s
visitedNodes: 25 nodes
depth: 4 plies
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Result #4

« Between MBS and UE through UAV w/ FE

Trace Files Modes Variables monitonng

Previo | } t . | ice sam_ alice sam sam % OFMC
S s i ST s R ol maﬁq‘j & % Version of 2006/62/13
' {usvs noncdr 1k ke 1 SUMMARY
fav.ue liﬁl SAFE
{mbs L. } kb Shepd DETAI LS
= 1. BOUNDED NUMBER OF SESSIONS
(epes.uav gorce 2} ks PROTOCOL

£

5 /home/span/span/testsuite/results/step2.if

{ue.mps nonced 3} _kib -
{Je.uhjr(&l}_ls b GOAL

as_specified
v ngoce1) W5 BACKEND

Past events -
falice, 11) -> (bob, 1) ; MBS.UE.Na) Kb l J_M . OFMC
o, 20 e - DN D g COMMENTS
ul_: 3) -= (sam, 5] : (MBS.UAV.Na} Ks ‘I s Jorce 21 Fo STATISTICS
S G el sbe " parseTine: 0.0
{sam, 13) -> falice, 11) : {UAV.MB5.Na}_Ka sidp11 searchTime: ©.02s

{alice. 11) -> [sam, 13) - {MBS.UAV HIN)}_Ks
isam, 5] -> (slice, 3 : {UAV.MBS.Ha)}_Ka
{alice, 3) -= (sam, 5] : {MBS.UAV.HIN|}_Ks
{sam, 3] -» (alice, 7] : {UAV.MB5.Na}_Ka
{alice, 7] == (sam, 5] : (MBS UAV.HINI} ks

visitedNodes: 63 nodes
depth: 6 plies

Stapl2
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