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Abstract

As the number of user equipment (UE) in any heterogeneous network (HetNet)

assisted by unmanned aerial vehicles (UAV)continues to grow, so does the num-

ber of intruder nodes. The intruder/malicious nodes are able to interfere with

the ongoing data transmission in the network and carry out different kinds of

active and passive attacks such as spoofing, masquerading, impersonating, and

so on in the network thus requiring an optimized security technique for the net-

work. This article implements the novel functional encryption (FE) technique

in the proposed UAV assisted HetNet model for the dense urban area to secure

data against such intrusions. In this networkmodel, UAVacts as a relay node for

those UE which are in nonline-of-sight communication with macro based sta-

tion (MBS). For securing the data transmission among UAV, UE, and MBS, FE

technique is implemented in the network in two phases: the first phase between

UE and MBS and the second phase betweenMBS and UE through UAV. During

implementation, the Dolev-Yao attack model is considered in which intruders

are able to intercept or modify the UE data. The main objective of the FE tech-

nique implementation is to provide security from such intrusion attacks. The

proposedmethodology is validated using automated validation of Internet secu-

rity protocols and applications (AVISPA) tool. The results of the AVISPA tool

clearly indicate that the proposed technique is safe to implement in the UAV

assisted HetNet, even in the presence of intruder nodes.

1 I N T R O D U C T I O N

Heterogeneous networks (HetNet) in the dense urban areas are widely used for accommodating the proliferating demand

for user equipment (UE) based data very efficiently.1,2 HetNets increase the capacity of the overall network by remov-

ing the coverage holes both in the indoor and the outdoor premises. 3,4Nowadays, unmanned aerial vehicles (UAVs) are

deployedwidely in the network alongwith macro based station (MBS) to further increase the coverage and to provide var-

ious public services such as disaster management, surveillance, traffic control, remote sensing, and so on. Potential of the

applications using UAVs is drawing even the top level companies such as Google, Amazon, and Facebook.5 The collabora-

tion of UAVs with MBS in any HetNet is desired since it can result in increasing spectral efficiency per unit area in dense
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F I G U R E 1 Conceptual overview of UAV

integrated HetNet for an urban scenario. HetNet,

heterogeneous network; UAV, unmanned aerial vehicles

urban scenarios6 or it can maximize the coverage area of the network.7 UAVs can be deployed for ensuring public safety

communications keeping in view the energy efficiency perspective. The energy constraints of UAVs can be addressed by

using wireless power transfer technology.8,9 Figure 1 shows the conceptual overview of an urban scenario of UAV inte-

grated HetNet, which consists of a macro cell along with MBS, picocells, femtocells, a device to device communication

setup, relay node, and various number of UEs. In addition, it shows the deployment of the UAVs in the scenario with the

presence of intruder nodes.

Ever advancing technologies are paving ways for more efficient data transfer in the network but this is also leading

to a rise in malicious activities. The number of UE are increasing rapidly over the years and so is the number of intruder

nodes in every network. CiscoWhite Paper has stated that the global IP trafficwill reach 4.8 ZB (ZB= zetabytes) annually

by 2022 as compared with 1.5 ZB per year in 2017.10 This clearly indicates that data transfer is increasing progressively

and so is the vulnerability of this data to various attacks and threats. The intruder nodes can affect the network in various

ways11 including spreading themalicious activities in the network, implement active and passive attacks such as spoofing,

eavesdropping, impersonating, masquerading, coagulation attacks,12 and so on for the UE data. These nodes can either

listen to the ongoing data transmissionor can interferewith the private data of the users or change the destination address

of the transmitted data, and so on. Hence, the UE and the data needs to be secured against such malicious activities in

order to maintain authenticity, confidentiality, and privacy in the network.13

In this context, several works have been done over the last few years. The authors in Reference 14 have done a thor-

ough survey regarding the architecture, routing techniques, mobility models of FANETs. However, the authors have not

covered the security aspects and the security challenges related to FANETs in this article. The authors in the article15

have proposed a routing scheme to have an efficient connectivity in urban VANETs, however, the inclusion of crypto-

graphic techniques to make the network robust against intrusion attacks is shown as a possible work in the future. In

another research, authors of Reference 16 have proposed FANET architecture based on point-to-point deployment of

UAVs. Detection, tracking, localization, and routing schemes of UAVs have been discussed but still no emphasis is given

on providing security measures. Some cryptographic techniques are available which can be used for making the network

robust against various attacks. One such technique is attribute-based encryption17,18 in which each ciphertext and the

corresponding private keys are associated with a particular set of attributes. The ciphertexts are decrypted only when

the attributes of the private keys matches completely with the attributes of the ciphertext. Another similar technique is

identity-based encryption (IBE)19,20 in which the users communicate with each other by using their own unique iden-

tity as public key and a secret key is generated by trusted key generation center. The encryption of the message is done

by using public key whereas the decryption is done by using secret keys. Diffie and Hellman key exchange scheme21 is

another such technique in which two users, who want to communicate with each other, shares a secure secret key over

an insecure channel. The secret key shared is, then, used to encrypt various plain messages. These messages are, then,

transmitted between them. Another similar technique is homomorphic encryption22,23 in which computations are done

on ciphertexts rather than plain messages to generate an encrypted message. When this encrypted message is decrypted,

it produces the same result as if the decryption is done on the plain message. All these cryptographic techniques have one
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common disadvantage which makes them unsuitable for practical usage. In the above-said techniques, the decryption is

an “all or nothing” process. This means that when an encrypted data needs to be decrypted, it can either be decrypted

“whole” which reveals all the contents or cannot be decrypted “at all.” When an encrypted data is decrypted wholly, all

the contents become visible, and then anybody can read that private data. This proves to be a major disadvantage when

data transmission is taking place in a network, full of intruders.

1.1 Research objective, motivation, and contribution

The objective of this research article is to overcome the “all or nothing” disadvantage of the aforementionedcryptographic

techniques. The contribution of this article lies in implementing the novel functional encryption (FE) technique in UAV

assisted HetNet. The advantage of FE over other techniques is that there is no need to decrypt the entire message. Only

a particular function (ie, portion) of the ciphertext will be decrypted and only that specific information will be given to

the user who has requested the decryption process. Thus, it makes the rest of the data secure from intruders. The level of

security that the FE technique offers to data makes it suitable for its implementation in the presence of intruder nodes in

UAV integrated HetNets.

The HetNet assisted by UAVs, is prone to several intrusion attacks. If intruder nodes are able to intercept the vital

information transmitted between twoUEs, they can easilymodify the whole data and can even impersonate either sender

or receiver. Hence, the main objective is to propose a technique to secure the overall data transmission in the network

using the FE technique and to overcome the “all or nothing” disadvantage of other techniques. The FE technique will

ensure that the transmission and reception of the data occurs, without falling prey to the intruder nodes. Ensuring the

security of the whole network is the main objective that has motivated this research work. Moreover, the survey of liter-

ature indicates that the FE technique has not been practically implemented to maintain the security of UAV integrated

HetNet as yet. Hence, this work is the first practical implementation of this kind of network. The main contributions can

be summarized as follows:

• To ensure the security of the network from the intruder nodes.

• To practically implement the FE technique in UAV integrated HetNet.

• To explore and utilize the advantages of FE.

Table 1 list the various notations and glossary that are used throughout this article.

1.2 Scope of the study

This article focuses on the implementation of the FE technique in HetNet assisted by UAV for securing the data against

the intruder attacks. However, the article does not discuss the details about the routing techniques, energy constraints,

advantages, and disadvantages of UAV applications. Furthermore, the various aspects of the key management and their

secure distribution in the dense urban scenarios have also not been discussed in this article.

1.3 Organization of article

The rest of the article is organized as: Section 2 explains the existing literature survey which has been carried out in

the related work and indicates the research gap. Section 3 provides an insight into the system model while Section 4

presents the preliminaries of FE technique. Section 5 discusses the problem statement and two-phase proposed approach

for implementing the mechanism, the first phase is the FE between UE and MBS, the second phase is the FE between

MBS and UE through UAV. Section 6 provides us with a brief description regarding the automated validation of Internet

security protocols and applications (AVISPA) tool and the validation of the two-phase proposed mechanism has been

performed in Section 7. Section 8 provides the simulation results, discussion, and future scope. Section 9 comes up with

a conclusion.
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T A B L E 1 List of notations and glossary

Notations

and glossary Description

Notations

and glossary Description

Notations

and glossary Description

Pp Public key pair Fn List of functions IP Internet protocol

Msk, mk Master key Send operation Denial of serviceSND DoS

 Security parameter RCV Receive operation GPS Global positioning system

K S-SGWKeyspace Simplified sliding

group watermark

CPS Cyber-physical system

S, sk, skf Secret key MAC Message

authentication code

LODMAC Location oriented

directional MAC

protocol

N Encryption keys Packet delivery ratio PSC Public safetyPDR

communication

X, x Plaintext message USRP Universal software

radio peripheral

Fe-ICIC Further-enhanced

intercell interference

coordination

Ci, c Ciphertext SSID Service set identifier CRE Cell range expansion

F Function IDS Intrusion detection

system

CIDN Collaborative intrusion

detection networks

Na Nonce DTN Disruption tolerant

networks

UAV Unmanned aerial vehicle

MBS Microbase station UE User equipment FE Functional encryption

HLPSL High-level

specification

language

AVISPA Automated valid

of Internet

protocols and

applications

OFMC On-the-fly model-checker

CL-AtSe Constraint logic-based

attack searcher

TA4SP Tree automata based

on automatic

approximations for

the analysis of

security protocols

SATMC SAT-based model checker

2 R E L A T E D W O R K

While establishing any network, security is one of the prime factors. In this section, a detailed study of related work has

been presented. Several authors haveworkedon ensuring the security toUE butFE remains underexplored. In the current

state-of-the-art, authors of article24 use the ciphertext policy attribute-based cryptography along with the FE concept.

However, they have used the partial concept of FE technique in IoT e-healthcare system. In Reference 25, the authors

have proposed the identity-based authentication scheme to secure the UAV assisted HetNet; however, the decryption

process and communication overheads are themajor drawbacks of this scheme. The authors inReference 12 have devised

a method to prevent the coagulation attacks in UAV network by improving the encoding scheme at the physical layer.

However, in the present scheme, latency has reached beyond the threshold level that makes the network unsustainable.

The research work done by authors of Reference 26 addresses the critical vulnerabilities and threats of Internet of

drones system. They have suggested various cryptographic techniques and mechanisms against denial of service attacks,

spoofing, integrity threats, and privacy. Nevertheless, there has been no simulation validation to support this proposed

approach. In another reported work by the authors of Reference 27, the tethered network architecture has been proposed

in balloon ad hoc network to support the emergency services efficiently and provide a large coverage area but no security

mechanism has been proposed against the intruders. The authors of Reference 28 have proposed a scheme of hiding

nodes’ identity fromeach other as the solution to spoofing and wormhole attacks in FANETs. Themajor limitation of this

scheme is the absence of any simulation validation.
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In article,29 authors propose the nonchaotic image encryption method using cyclic group and permutation tech-

niques as the solution of illegal copying of multimedia data in digital multimedia communication. However, they did

not study the various vulnerabilities for their proposed scheme. The authors in Reference 30 have proposed the idea

of monitoring the amateur drones (ADr) by using various monitoring drones (MDr). Here, architecture and deploy-

ment scenarios of MDr have been discussed thoroughly along with the routing techniques, jamming and hunting

technologies for ADr. However, no implementation of the security mechanism in the architecture or deployment of

MDr has been done. Similarly, in other research work,31 the authors focus on the detection system for ADr using

several techniques such as machine learning, Mel frequency cepstral coefficients, and linear predictive cepstral coef-

ficients along with support vector machines. These techniques can be used to effectively detect the sound of ADr

among various other sounds and can help the several important agencies to detect the ADr beforehand. But the major

limitation of this article is that no security implementation has been done for the important data of agencies. The

authors in Reference 32 have only studied the theoretical claims about implementing the FE technique without veri-

fying it. The authors of Reference 33 have proposed an intrusion detection system for anomaly estimation in networks

based on UAVs. The proposed methodology has been validated using distributed denial of service attacks. However,

the limitation of the article is that the behavior of proposed methodology varies with change in the time scale and

sampling method.

Alongwith the above-reportedworks in the literature,Table 2 illustrates the comparative study of the existing schemes

in the state-of-the-art. Table 2 has been categorized into three different subparts. Part 1 discusses those works in which the

FE security scheme has been implemented while part 2 provides a thorough comparison of those security mechanisms

which have been implemented on UAV integrated HetNet. Furthermore, part 3 gives the detailed comparison of various

other security-related existing works in the domain.

Thus, the proposed FE technique on the UAV integrated HetNet existing scheme, differs from each and every tech-

nique mentioned above. We implement the whole concept of the FE technique on the UAV integrated HetNet, which

provides security against the various attacks occurring in the network. For verifying the theoretical analysis, the tech-

nique has been simulated using the AVISPA tool and detailed implementation and results of the simulation have been

discussed further in the article.

3 S Y S T E M M O D E L

For implementing the FE technique, we have taken the very basic model of UAV integrated HetNet, where UAVs may be

deployed as relay nodes in the network and they form the wireless transmission links between UE and MBS. The UEs,

those are direct out of range of MBS will able to communicate to it through UAV. The links are setup in two stages: first

between MBS and UAV, the second between UAV and UE. Whenever data is being transferred between UE and MBS

through UAV, it is done in the above said two stages. These links are further used for implementing the security scheme

in the network in a phased manner. In addition, several UE may be grouped together in clusters and these clusters can

then be governed by UAVs accordingly.

Before diving further into the methodology, it is necessary to have the conceptual overview of some details regarding

the system which has been thoroughly discussed in Table 3. This table helps to have an insight into the system model.

4 F U N C T I O N A L E N C R Y P T I O N

The concept of FE was introduced by Boneh et al.51 FE can be defined as a technique which supports the restricted secret

keys and enables only a user who holds the key to learn about a specific function of the encrypted data. Vaguely, an

authority is present which has the master keywith itself. This master key is used for generating various secret keys which,

later on, are used for the computation of the function on the encrypted data.51 Boneh et al gave the definition of FE as A

FE scheme for a functionality F defined over (K; X) is a tuple of four PPT algorithms (setup; keygen; enc; dec) satisfying

the following correctness condition for all k K and x  X:

• (pp; mk) setup(1) (generate a public and master secret key pair)

• sk keygen(mk; k) (generate secret key for k)
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P
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p
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b
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b
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at
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.
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p
ro
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n
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h
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T A B L E 3 Systemmodel

Parameters Scheme Description

Cryptographic scheme Functional encryption (FE) Unlike other techniques, FE scheme

allows the user to have flexibility in

the decryption process. Since, by

using FE, there is no need to decrypt

the whole message.

Services provided by UAVs UAVs act as relay nodes The UAVs deployed in the network will

act as relay nodes for those UE which

are in nonline of sight

communication with the MBS.

Band for UAV to communicate with UE

and MBS

S-band and C-band For the communication aspects, the

UAVs will use part of the S-band for

control links and the C-band for

payload for communicating with UE

and MBS.

Adoptedmobility model for Randomwaypoint mobility m Since we have taken a basic model,

therefore, the random waypoint

mobility model has been chosen to

owe to its simplicity and efficiency.

UAV altitude Low altitude platform The altitude at which the UAVs will be

deployed is in the range of 100 to

250m above the earth level.

Modulation technique The communication between the MBS,OFDM

UE, and UAV will have the OFDM

modulation technique implemented.

Communication link characteristics 802.11 g/n The communication link that will be

established between UE, UAV, and

MBS will have IEEE 802.11 g/n

standard having the maximum data

rate of up to 600Mbits/sec and the

frequency bands of 2.4 GHz

(mandatory) and 5GHz (optional).

Maximum power requirement 23 dBm (approx.) The maximum power that can be

required by the UAVs to operate in

the scenario is approximately 23 dBm

or 200mW.

Abbreviations: MBS, macro based station; UAV, unmanned aerial vehicles; UE, user equipment.

• c enc(pp; x) (encrypt message x)

• y dec(sk; c) (use sk to compute F[k; x] from c)

Then, we require that y F(k; x) with probability 1=  .

Briefly, in a FE system, authority is present which has the master key (mk) known only to itself. When the details

of any function f are provided to the authority, it generates secret keys ( ) from the master key associated tosk f . Now,

anyone provided with this sk can easily compute and can decrypt that function to view the corresponding plaintext.f

Moreover, in traditional encryption techniques such asDiffie and Hellman,21 the decryption process is all or nothing, that

is, if the decryption process will occur, the whole of the encryptedmessage will be decrypted simultaneously, or nothing

will be decrypted at all. This concept was overcome in FE technique where the decryption process reveals only partial

information about the plaintext and nothing more. 52 The pictorial representation of FE is shown in Figure 2.

Till now, all the FE process has been done considering only a single plaintext for its implementation. However, Gold-

wasser et al53 consideredmore than one plaintext for the FE technique implementation. This was defined as multi-input
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14 of 32 SHARMA  .

F I G U R E 2 Pictorial representation of FE technique. FE, functional encryption

FE in which multiple plaintexts were used corresponding to their ciphertexts or computation of functions defined over

plaintexts, given their ciphertexts, each encrypted under different key was given.

5 P R O B L E M S T A T E M E N T A N D P R O P O S E D M E T H O D O L O G Y

This section provides an overview of the problem statement based on the limitations of the state-of-the-art works done.

Then, a thorough explanation regarding the proposed methodology is given, in which FE technique is implemented in

UAV assisted HetNet. The proposed methodology is validated in Section 7 using the AVISPA tool and the results are

discussed in Section 8.

5.1 Problem statement

On doing a detailed study of literature works in Sections 1 and 2 of the article, it can be observed that many techniques

are present which can make the network robust against intruder attacks. In Reference 17, attribute-based encryption is

used inwhich the keys are associatedwith the attributes of the person. InReference 21, the secret keys are first generated,

after which they are exchanged over the insecure channel. But the problem still arises during the decryption process. If

an intruder node is able to intercept the secret keys in these techniques, then, that node can easily decrypt the whole

ciphertext. One secret key can reveal the whole information of the plaintext message. These intruder nodes, then, can

steal or interfere with the private data of users. This limitation poses a grave threat to the data of UE. To overcome this

limitation, FE technique is implemented in the network. The detailed implementation of the proposed methodology is

discussed in further subsection.

5.2 Proposed methodology

In this article, the concept of FE technique has been implemented on UAV integrated HetNet in the presence of intruder

nodes for dense urban scenarios toprovide secure data transmission in the entire network.The advantage of FE technique

over other cryptographic techniques is that there is no need to decrypt the whole message. Only a particular function will

be decrypted using secret keys, and information corresponding to its plaintext will be generated. Thus, if the intruder,

somehow, is able to intercept the encryptedmessage, he will not be able to decrypt the whole information. This technique

is implemented in two phases in the entire proposed network architecture:

• The first phase between UE and MBS.

• Second phase between MBS and UE through UAV.
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F I G U R E 3 Flowchart of FE technique. FE, functional encryption

The overall implementation process of the FE technique in the network has been depicted in the formof a flowchart in

Figure 3. Here, the list of functions is provided by the users andmaster key, encryption keys, and secret keys are generated

at the base station and then the encryption keys are sent for ciphering the plaintext. In the decryption phase, secret keys

are transmitted which will decrypt only the corresponding data.

Moreover, for implementing the proposedmethodology, the following considerations are taken into account:

• Intruders can have full control and access over the whole network.

• Intruders can intercept, analyze, or even modify the messages.

• MBS is the central server that has the full list of functions and it does all the computations.

5.2.1 FE between UE and MBS

The proposedmethodology of FE between UE andMBS has been discussed in this section, supported by Equations (1) to

(14). These equations are the prototype for the high-level protocol specification language (HLPSL) codes, which will be

validated using the AVISPA tool in the Section 6.

The data transmission is initiated in the network when MBS generates a nonce signal ( . This nonce signal isNa)

transmitted to the UE present in the network. The objective of using nonce signal (Na) is to authenticate the UE and to

avoid replay attacks, man-in-the-middle attacks in the network. Mathematically, it is written in the form of Equation (1).

MBS (1) UE  SND ( )Na .

When the nonce signal is received by the UE, it generates a response corresponding to that nonce signal, as writtenNa

in Equation (2). The response corresponding to the particular nonce signal is, then, sent back to theMBS along with a list

of functions ( ). This list of functions (Fn Fn) has been derived from some specific keywords, represented in Equation (3).

UE  RCV ( )Na , (2)

UE MBS (3) SND ( )Na, Fn .
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When the reply fromUE, corresponding to the nonce signal , is received by theMBS, theMBS, then, completes theNa

authentication process of UE over the Na signal. It is mathematically written in Equation (4).

MBS (4) RCV ( )Na, Fn .

After the UE device is authenticated by theMBS, then, the setup phase begins. In the setup phase, the list of functions

(Fn), which is received from UE in previous step, is taken as input. Corresponding to Fn, a master key (Msk) is generated

by the MBS along with the encryption keys (N), as output of the step. Mathematically, the whole process is written in

Equations (5) and (6).

MBS  Input = {Fn}, (5)

Output = {Msk} { }, N . (6)

After the setup phase is completed at the MBS, then, the key generation phase is initiated. In key generation phase,

the master key , generated in previous step, is now treated as input. This master key(Msk) (Msk) produces the various

secret keys (Skf ), which are based on the specific functions from Fn list. Equations (7) and (8) provide the mathematical

representation.

MBS  Input = {Msk}, (7)

Output = {Skf}. (8)

During the key generation phase, the encryption keys ( ) generated, are converted to using the hashing technique.N N1

After the key generation phase is over, the hashed encryption keys ( are sent to the UE. The hashing is required so thatN1)

intruders are not able to intercept the encryption keys. Mathematically, the whole step is represented in Equations (9)

and (10).

N N1 H= ( ), (9)

MBS UE  SND ( )N1 . (10)

The hashed encryption keys (N1) are received by the UE. After receiving the keys, encryption phase begins at UE. In

the encryption phase, the plaintext (X ) of the UE is encrypted using the Nth encryption key. It is writtenmathematically

in the form of Equations (11) and (12).

UE  RCV ( )N1 , (11)

UE  Ci = {X N} 1 (12).

After the plaintext ( ) is, now, to be trans-X ) of the UE is encrypted, it produces a ciphertext (Ci Ci). This ciphertext (

mitted over the network and it is received by MBS. The transmission of (Ci) takes place through the insecure channel,

which is full of intruder nodes. The whole step is written mathematically and presented in Equations (13) and (14).

UE MBS  SND ( )Ci , (13)

MBS  RCV ( )Ci . (14)

After receiving the ciphertext ( ) from the UE, its decryption is possible only throughCi Skf . The decryption of cipher-

text (Ci) will generate only a particular function of and gets the information of plaintext corresponding to that functionCi

only. Thus, this proposed methodology secures the transmitted data from the intruders because for getting the informa-

tion about plaintext, Skf must be known and intruders will not be able to intercept the secret keys. Thus, the transmitted

data remains secured.
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F I G U R E 4 Pictorial representation of FE

betweenMBS andUE. FE, functional encryption;

MBS, macro based station; UE, user equipment

Figure 4 shows the implementation of FE technique between MBS and UE.

5.2.2 FE between MBS and UE through UAV

The proposed methodology of FE between MBS and UE through UAV has been discussed in this section, supported by

Equations (15) to (36). These equations are the prototype for the HLPSL codes, which will be validated using the AVISPA

tool in Section 6.

The data transmission is initiated in the network when MBS generates a nonce signal ( . This nonce signal isNa)

transmitted to UE and UAV present in the network. The objective of using nonce signal (Na) is to authenticate both UAV

and UE and to avoid replay attacks in the network. Mathematically, it is written in the form of Equations (15) and (16).

MBS UE  SND ( )Na , (15)

MBS UAV  SND ( )Na , (16)

When the nonce signal is received by the UE, it generates a response corresponding to that nonce signal, as writtenNa

in Equation (17). The response corresponding to the particular nonce signal is, then, sent back to theMBS along with a list

of functions ( ). This list of functions (Fn Fn) has been derived from some specific keywords, represented in Equation (18).

UE  RCV ( )Na , (17)

UE MBS  SND ( )Na, Fn , (18)

The UAV in the network, also receives the nonce signal ( ). It generates its response, corresponding to that nonceNa

signal and sends it back to MBS, as shown mathematically in Equations (19) and (20).

UAV  RCV ( )Na , (19)

UAV MBS  SND ( )Na . (20)
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After receiving the reply fromUE and UAV, the MBS, then, completes the authentication process of both over the Na

signal. It is mathematically written in Equations (21) and (22).

MBS  RCV ( )Na, Fn , (21)

MBS  RCV ( )Na . (22)

After the UE and UAV is authenticated by the MBS, then, the setup phase begins. In the setup phase, the list of

functions (Fn), which is received from UE in previous step, is taken as input. Corresponding to Fn, a master key (Msk)

is generated by the MBS along with the encryption keys (N), as output of the step. Mathematically, the whole process is

written in Equations (23) and (24).

MBS  Input = {Fn}, (23)

Output = {Msk} { }, N . (24)

After the setup phase is completed at the MBS, then, the key generation phase is initiated. In key generation phase,

the master key , generated in previous step, is now treated as input. This master key(Msk) (Msk) produces the various

secret keys (Skf ), which are based on the specific functions from Fn list. Equations (25) and (26) provide themathematical

representation.

MBS  Input = {Msk}, (25)

Output = {Skf}. (26)

During the key generation phase, the encryption keys ( ) generated, are converted to using the hashing technique.N N1

After the keygeneration phase is over, the hashed encryptionkeys (N1) are sent to theUAV. The hashing is required so that

intruders are not able to intercept the encryption keys. Mathematically, the whole step is represented in Equations (27)

and (28).

N H N1 = ( ), (27)

MBS UAV  SND ( )N1 . (28)

After receiving the hashed encryption keys (N1), the UAV acts as a relay node and forwards the hashed encryption

keys (N1) to UE. Mathematically, it is represented in Equations (29) and (30).

UAV  RCV ( )N1 , (29)

UAV  UE  SND ( )N1 . (30)

The hashed encryption keys (N1) are received by the UE. After receiving the keys, encryption phase begins at UE. In

the encryption phase, the plaintext (X ) of the UE is encrypted using the Nth encryption key. It is writtenmathematically

in the form of Equations (31) and (32).

UE  RCV ( )N1 , (31)

UE  Ci = {X N} 1 (32).

After the plaintext (X ) of the UE is encrypted, it produces a ciphertext (Ci Ci). This ciphertext ( ) is, now, to be transmit-

ted over the network. The ciphertext (Ci) generated, is first transmitted to UAV by UE. The UAV receives the ciphertext
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F I G U R E 5 Pictorial representation of FE between MBS and UE through UAV. FE, functional encryption; MBS, macro based station;

UAV, unmanned aerial vehicles; UE, user equipment

and it is shown mathematically in Equations (33) and (34).

UE UAV  SND ( )Ci , (33)

UAV  RCV ( )Ci . (34)

The UAV, after receiving the ciphertext (Ci), then, acts as relay node and forwards it to the MBS. It is written math-

ematically in the form of Equations (35) and (36). The whole transmission of ciphertext takes place through insecure

channel, which is full of intruder nodes.

UAV MBS  SND ( )Ci , (35)

MBS  RCV ( )Ci . (36)

After receiving the ciphertext (Ci) from UE through UAV, its decryption is possible only through Skf . The decryption

of ciphertext (Ci) will generate only a particular function of Ci and gets the information of plaintext corresponding to

that function only. Thus, this proposed methodology secures the transmitted data from the intruders because for getting

the information about plaintext, Skf must be known and intruders will not be able to intercept the secret keys. Thus, the

transmitted data remains secured.

Figure 5 represents the implementation of FE technique between MBS and UE through UAV.

6 A V I S P A T O O L

Over the past many years, the number of Internet users has been increasing dramatically. Having such a huge number of

users, there is a direct need to provide security to various network-based services. For providing security, protocolsneed to

be defined and developed without anyerror.However, developing these protocols is a difficult task as they are error-prone.

Hence, appropriate tools need to be used while developing the protocols so that they can detect the vulnerabilities in the

early stage of development. One such tool which has seen the widest use is AVISPA.54
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F I G U R E 6 AVISPA tool’s architecture. AVISPA, automated

validation of Internet security protocols and applications

AVISPA is a push-button tool in which Internet security-sensitive protocols are validated automatically. It provides a

role-oriented, expressive, and formal language for validation.Everymember/participant plays an independent role during

the protocol execution. 55,56The architecture of the AVISPA tool has been defined and shown in Figure 6:

The basic step in the AVISPA tool is to cite the analyzed protocol in HLPSL by writing a file with the extension .hlpsl.

This language is role-based in which basic roles illustrates participant roleswhereas composition roles depict scenarios of

basic roles.57 The HLPSL specifications written are first converted into a lower language which is known as intermediate

format (IF). This is done using a translator known as HLPSL2IF translator. Transparency is maintained for the users

during the IF translation steps and is readdirectly by theback-ends to theAVISPA tool. Thereare four different back-ends:

OFMC, CL-AtSe, SATMC, TA4SP. 58

• OFMC (On-the-fly model-checker): responsible for symbolic techniques by exploring state space in a

demand-driven way.

• CL-AtSe (Constraint logic-based attack searcher): used for translating the security protocol specification written
as transition relation in IF to a set of constraints for finding attacks on protocols.

• SATMC (SAT-based model checker): generates a propositional formulae, fed it to SAT solver and if any model is
found, it is translated back into an attack.

• TA4SP (Tree automata based on automatic approximations for the analysis of security protocols): approxi-
mates intruder knowledge using regular tree languages.

The results of these back-ends in the output format state that whether the written security protocol is , ,SA FE UNSAFE

or INCONCLUSIVE. Moreover, the intruder is modeled using the Dolev-Yao (dy) model. Using this model, the intruders

have full control over the network. All the messages sent can be received by the intruder, he can intercept, analyze, or

even modify the messages.57-59

7 F O R M A L V E R I F I C A T I O N U S I N G A V I S P A T O O L

For the purpose evaluation purposes, we have considered the basic model of UAV integrated HetNet for implementing

the FE technique. The random waypoint mobility model has been chosen for both UEs and UAVs in the network. In

addition, the UAVs deployed in the network act as relay nodes for those UEs that are in nonline-of-sight communication

with MBS. The UAVs form the transmission links with UEs and MBS and can use any of the techniques for these links

such as 3G, LTE, 5G,Wi-Fi, and so on. But since the basic model has been considered, thus, these transmission links use

IEEE 802.11 g/n standard. Once the transmission links are formed between UAV-UEand between UAV-MBS, then, these

links are used to balance the load requests that are coming from various UEwhich are in LOS with the UAV. The UE that
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F I G U R E 7 Role specification in HLPSL for the MBS

(M) of the proposed scheme. HLPSL, high-level protocol

specification language; MBS, macro based station

want to communicatewithMBS sends the service requests to UAV. The UAV, then, manages all these service requests and

forward them to the MBS. Furthermore, in order to secure the entire system, the proposed methodology implemented in

the above steps has beennow verifiedusing the AVISPAtool. The verificationwill help todeterminewhether theproposed

idea is fit to use in real scenarios or not.

The verification of the proposed idea will also be done in two phases:

• Between MBS and UE.

• Between MBS and UE through UAV.

7.1 Between MBS and UE

This section thoroughly argues the implementation of the proposed steps between MBS and UE in AVISPA tool. For its

implementation, two basic roles havebeen defined, namely, alice and bob representingMBS (M) andUE (U), respectively,

having a symmetric key SK1.

Figure 7 shows the specification in HLPSL for the role named alice played by M. The M receives the start signal using

RCV () operation and makes a transition in going from state 0 state 1to . It then sends a nonce signal <M.U.Na 
> to U

through a channelwhich is secured using the symmetric key operation.SK1 and SND() Channel(dy) declaration indicates

that the channel is for the Dolev-Yao threat model. In transition 2, the along withM receives the reply of nonce from U

the list of functions <U.M.Na.Fn> through the channel which is secured using the RCV ( ) operation and SK1. Then the

generation of the master key (Msk ), encryption keys (N ), and secret keys (Skf ) take place using the new() operation

and sends the hashed value of encryption keys <N1> to U through a secure channel using the operation. InSND()

transition 3, the . The declarationM receives the ciphertext Ci from U request(M,U,alice_bob_na,Na) indicates that MBS

has authenticatedUE over the valueNa and declaration secret({Msk,Skf},sec1,M) indicates that master key and secret keys

are only known to MBS.

Figure 8 depicts the role of played by receives the nonce signalbob U U. <M.U.Na> using RC V () operation and its

state changes from . Then the list of functionsstate 0 to state 1 F is generated and its hashed value is sent <U.M.Na.Fn
>

to M using SK1 and SND() operation. In transition 2, operation andU receives< >N1 from M using the RC V( ) SK1. Then,

plaintext message X is encrypted using N1 and <Ci > is sent to M using SND().
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F I G U R E 8 Role specification in HLPSL for the UE (U) of the

proposed scheme. HLPSL, high-level protocol specification

language; UE, user equipment

F I G U R E 9 Role specification in HLPSL for the session,

goal, and environment of the proposed scheme. HLPSL,

high-level protocol specification language

Figure 9 depicts the section includessession, goal, and environment roles. The session alice (M) and ) withbob U(

concrete arguments. The consists of all the global constants and the composition of two sessions. In addition,environment

the following goals have been verified:

• secrecy_of sec1: means that the master key (Msk) and secret keys (Skf ) are only known to MBS (M).

• authentication_on alice_bob_na M U: means that the MBS ( ) has authenticated UE ( ) over nonce value Na.

7.2 Between MBS and UE through UAV

This section thoroughly argues the implementation of the proposed steps between MBS, UE, and UAV in AVISPA tool.

For its implementation, three basic roles have been defined, namely, alice, bob, and sam representingMBS, UE, and UAV
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F I G U R E 10 Role specification in HLPSL for the MBS

of the proposed scheme. HLPSL, high-level protocol

specification language; MBS, macro based station

having their public keys as Ka, Kb, and Ks, respectively. In addition, channel(dy) declaration indicates that the channel is

for the Dolev-Yao threat model.

Figure 10 depicts the role of . signal using and its state changesalice played by MBS MBS receives the start RC V( )

from state 0 to state 1. Then nonce signal <MBS.UE.Na 
> <is sent to UE and another nonce signal MBS.UAV.Na 

>

to UAV using the public keys Kb, ,Ks of UE UA V , respectively, and SND(). In transition 2, the MBS receives

the reply of nonce from along with the list of functions using theUE < >UE.MBS.Na.Fn RCV () and the pub-

lic key of MBS (Ka). It also receives <UAV.MBS.Na> from UAV using and the public key ofRC V( ) MBS (Ka).

Then the generation of the master key (Msk ), encryption keys (N), and secret keys (Skf) take place using the

new() and sends <MBS.UAV.N1> to UAV using the (UA V Ks) and SND(). In transition 3, the MBS receives Ci

from UA V UA V .M B S. Ci< >. In addition, request(MBS,UE,alice_bob_na,Na) indicates that MBS has authenticated UE

over the value Na and declaration secret({Msk,Skf},sec1,MBS) indicates that master key and secret keys are only

known to MBS.

Figure 11 depicts the role of .bob played by UE UE receives the nonce signal <MBS.UE.Na
> from MBS using the

public key of (UE Kb) and RCV (). Its state changes from . Then the list of functionsstate 0 to state 1 F is generated and its

hashed value is sent<UE.MBS.Na.Fn> to MBS using the public key of (MBS Ka) and SND(). In transition 2, UE receives

<UAV.UE.N1 > from UA V using the and the public key of . Then, plaintext messageRCV () UE (Kb) X is encrypted using

N1 and <UE.UAV.Ci > is sent to UAV using SND().

Figure 12 depicts the role of sam played by receives the nonce signalUA V . UAV <MBS.UAV.Na > from MBS

using the public key of (UAV Ks) and RCV (). Its state changes from state 0 to state 1. Then <UAV.MBS.Na> is sent

to MBS using the public key of MBS (Ka) and SND(). In transition 2, <MBS.UAV.N1 
> is received from MBS using

the public key of (UA V Ks) and RCV ( ). Then, <UAV.UE.N1> is sent to UE using the public key of (UE Kb) and

SND(). In transition 3, UAV receives <UE.UAV.Ci > from UE using RC V( ). Then, < >UA V.MBS .C i is sent to MBS

using the .SND()

Figure 13 depicts the section includessession, goal, and environment roles. The session alice ( (MBS), bob UE), and

sam (UA V ) with concrete arguments. The environment consists of all the global constants and the composition of three

sessions. In addition, the following goals have been verified:

• secrecy_of sec1: means that the master key (Msk) and secret keys (Skf ) are only known to MBS.

• authentication_on alice_bob_na: means that the MBS has authenticated UE over nonce value Na.
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F I G U R E 11 Role specification in HLPSL for the UE of

the proposed scheme. HLPSL, high-level protocol specification

language; UE, user equipment

F I G U R E 12 Role specification in HLPSL for the UAV

of proposed scheme. HLPSL, high-level protocol

specification language; UAV, unmanned aerial vehicles

8 S I M U L A T I O N R E S U L T S A N D D I S C U S S I O N

This section discusses the simulation results for the proposed scheme. The proposedmethodology has been simulated in

the AVISPA tool using OFMC back-end. For better understanding, a comparison has been drawn between two entities.

First, the data transmission is done without using the FE technique and then, the same data transmission is again done

using the proposed FE technique. The comparison and the simulation results are discussed as below:

8.1 Results: Without using FE technique

This subsection illustrates the data transmission in two phases without implementing the proposed methodology of FE

technique. The two phases are: transmission between MBS and UE, and the transmission betweenMBS and UE through

UAV, which are explained in further subsections:
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F I G U R E 13 Role specification in HLPSL for

the session, goal, and environment of the proposed

scheme. HLPSL, high-level protocol specification

language

F I G U R E 14 Step by step process of data transmission between MBS and UE. MBS, macro based station; UE, user equipment

8.1.1 Transmission between MBS and UE

Figure 14 depicts the ongoing data transmission between MBS (Alice) and UE (Bob) without using FE technique. Here,

two sessions have been started between MBS and UE which are shown pictorially. The data transmission begins when

MBS (denoted as m-3) generates the nonce-1 signal. This nonce-1 signal is intended to be sent to UE (denoted as u-4)

alongwith the message but intruder node (denoted as i-0) impersonates itself as UE and hence, receives the message from

MBS. The intruder node, then, alters with the original message and sends back the message toMBS, again impersonating

as UE. This process continues to go on till step 13, wherein each step, eachmessage is sent or received by intruder node by

impersonating itself as eitherMBS orUE. Moreover, on the left-hand side of the pictorial representation in Figure 14, a tab

named “intruder knowledge” is present which shows all the data that the intruder node collects during the transmission.

Furthermore, Figure 15 shows the result of the above said transmission betweenMBS and UE. The result displayed in

Figure 15 confirms that the ongoing data transmission is UNSAFE. This result clearly indicates, in the DETAILS section,

that attack has been found and the details of the attack are given in ATTACK TRACE section.
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F I G U R E 15 Simulation result scheme under OFMC. OFMC,

on-the-fly model-checker

F I G U R E 16 Step by step process of data transmission between MBS, UE, and UAV. MBS, macro based station; UAV, unmanned aerial

vehicles; UE, user equipment

8.1.2 Transmission between MBS and UE through UAV

Figure 16 depicts the ongoing data transmission between MBS (Alice), UE (Bob), and UAV (Sam) without using FE tech-

nique. Here, one session has been started betweenMBS, UE, and UAVwhich is shown pictorially. The data transmission

begins whenMBS (denoted as mbs-3) generates the nonce-1 signal. This nonce-1 signal is intended to be sent to UE along

with the messages but intruder node (denoted as i-0) impersonates itself as UE and hence, receives the message from

MBS. The intruder node, then, alters with the original message and sends the message to UAV, again impersonating itself

as UE. The UAV sends the message to UE but again this message is received by intruder node, impersonating itself as

UE. This process continues to go on till step 11, wherein each step, each message is sent or received by intruder node by

impersonating itself as either MBS or UE or UAV. Moreover, on the left-hand side of the pictorial representation, a tab

named “intruder knowledge” is present which shows all the data that the intruder node collects during the transmission.

Figure17 shows the result of the above said transmissionbetweenMBS,UE, andUAV.The result displayed in Figure 17

confirms that the ongoing data transmission is UNSAFE. This result clearly indicates in the DETAILS section that attack

has been found and the details of the attack are given in ATTACK TRACE section.
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F I G U R E 17 Simulation result scheme under OFMC.

OFMC, on-the-fly model-checker

F I G U R E 18 Step by step process of data transmission in protocol simulation platform

8.2 Results: Using FE technique

This subsection illustrates the data transmission in two phases by implementing the proposed methodology of FE tech-

nique. The two phases are: transmission betweenMBS and UE, and the transmission betweenMBS and UE throughUAV,

which are explained in further subsections:

8.2.1 FE between MBS and UE

Figure 18 depicts the ongoing data transmission between MBS (Alice) and UE (Bob) using FE technique. Here, two

sessions have been started between MBS and UE which are shown pictorially. The data transmission begins when MBS

(denoted as m-3) generates the nonce-1 signal. This nonce-1 signal is transmitted between MBS and UE (denoted as u-4)

which has been secured using the symmetric key sk1. Similarly, UE initiates the transmission process between itself and

MBS. Nonce-2 is sent from UE to MBS which again has been secured using the symmetric key sk2. Furthermore, the

algorithmic denotations of these steps can be observed in the past events section of the protocol simulation platform.

Moreover, using FE technique, the intruder node is not able to interfere in the ongoing transmission.
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Figure19 shows the result of the implementation of the proposed technique.The result displayed inFigure 19 confirms

that the proposed protocol is SAFE. This ensures that no attack can occur in the transmission of MBS and UE in the

UAV-HetNet. The whole data transmission gets secured using the FE technique implementation. Thus, these results

approve the theoretical analysis of the consider security mechanism.

8.2.2 FE between MBS and UE through UAV

Figure 20 depicts the ongoing data transmission between MBS, UE, and UAV using FE technique. Here, three sessions

have been started between MBS, UE, and UAV which are shown pictorially. The data transmission begins when UAV

(denoted as uav-11) generates the nonce-1 signal. This nonce-1 signal is transmitted between UAV and MBS (denoted as

mbs-12) which has been secured using the public key . Similarly, UAV initiates another transmission process betweenkb

itself and UE (denoted by ue-13) which has been secured using the public key . These transmission processes continueks

like this between MBS, UE, and UAV up to step 12. The algorithmic denotations of these steps have been given in the

past events section of the protocol simulation diagram. Moreover, using FE technique, the intruder node is not able to

interfere in the ongoing transmission.

Figure 21 shows the result of the implementation of the proposed technique. Figure 21 confirms that the proposed

protocol is SAFE. This ensures that no attack can occur in the network. The whole data transmission gets secured using

the FE technique implementation. Thus, these results approve the theoretical analysis in the considered network.

8.3 Discussion and future scope

The simulation results clearly indicate that the proposed FE technique, which has been implemented in two steps:

betweenMBS and UE and between UE andMBS through UAV, is completely safe and secure against the intruder attacks.

The results show that it is SAFE to implement this technique for the Dolev-Yao attack model. On doing a detailed review

of Table 2, it is noted that various literary studies have done the work to secure several kinds of networks using different

security approaches. But the security of UAV collaborative HetNet through the FE technique is hardly explored so far.

Few reported works, such as Reference 5 only surveys the state-of-the-art intrusion detectionmechanisms for networked

UAV environments. The research work in Reference 12 has only talked about the coagulation attack on networked UAV

without providing the security mechanism against it. However, the study19 presents a secure UAV-HetNet by using the

IBE technique against the attacks. But, in the decryption phase of the IBE scheme, due to the “all and nothing” process,

if the third party like the public key generation center is compromised, then the data is at a greater risk of disclosure.

The discussion under our research study provides complete security to the transmitted data by offering distinct keys for

various encrypted function in terms of its decryption phase also. The robustness of the decryption process can safeguard

the private data of users from the malicious activities within the network as the intruders will be unable to read the con-

tents of data. Moreover, when the decryption process is done by having particular secret keys for the respective function

of the encrypted data, rest of the data remains secured, and private from any other user, for whom access is not allowed

for that data. Moreover, in order to have a better understanding, a summary of comparative study between conventional

approaches and the proposed scheme has been tabulated in the form of Table 4.

Thus, the collaboration of the FE technique and UAV assisted HetNet, makes the network secure, robust, and sturdy

against the intruder nodes. However, there are some limitations of this research study, one of them being that the FE

technique takes only one input at a time and cannot handle multiple inputs simultaneously. This means that the FE

technique is a single-input technique and to handle a large amount of data, this technique can take a huge amount of

time for its operations. Furthermore, the technical specifications of the UAV assisted HetNet has not been discussed

such as optimal UAV placement height, coverage of UAV, the total area covered under HetNet. Hence, these technical

specifications may also be considered in future research studies to attain effectiveness and efficiency for achieving the

goals of security and performance. The productiveness of the FE technique implementation can also be increased by

taking into consideration the keymanagement process. Moreover, the FE technique implemented in this article has only

been verified by the AVISPA tool. However, the same scenario may also be validated through other tools like ProVerif,

which can further ensure that this technique is indeed completely safe for the UAV-HetNet.
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F I G U R E 19 Simulation result of phase-I of proposed

scheme under OFMC. OFMC, on-the-fly model-checker

F I G U R E 20 Step by step process of data transmission in protocol simulation platform

F I G U R E 21 Simulation result of phase-II of proposed

scheme under OFMC. OFMC, on-the-fly model-checker
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T A B L E 4 Comparative study between the conventional approaches and the proposed scheme

Conventional approaches

Proposed scheme:

Functional encryption

Reference Techniques Demerits Merits

18 Attribute-based cryptography

technique

During decryption process,

the ciphertext is decrypted

wholly which reveals the

entire message.

During decryption process,

the ciphertext is decrypted

in particular portions only,

for which secret keys are

present.

Identity-based If public key g

center is

then the data

risk of

In MBS, entire data has been

stored in accordance with

list of functions and the

secret keys are generated,

respectively, for each

function of plaintext. So, if

MBS is compromised, even

then, entire data is not at a

risk of disclosure.

21 Diffie-Hellman key exchange Authentication process is not

done.

Authentication process is

done among all entities by

using nonce signal.

23 Homomorphic The decryption of

will either reveal the

message or will not b

decrypted at all.

The decryption of ciphertext

will generate only that

portion of plaintext which

the user has demanded.

44 Challenge-based trust

mechanism

Strategy can be failed, if the

malicious nodes have some

information about nearby

traffic.

Even if the malicious nodes

have some information

regarding ongoing traffic,

they cannot reveal the

entire plaintext message as

it is encrypted according to

different functions.

Abbreviation: MBS, macro based station.

9 C O N C L U S I O N

A novel approach has been proposed and validated in this article for securing the UAV assisted HetNet in the dense urban

scenarios by using the FE technique. As discussed in this article, UAV integrated HetNet is vulnerable to various kinds of

security attacks and malicious activities. Hence, it becomes necessary to provide security to the entire network and the

data against such attacks. In this article, the implementation of the FE technique has been done in the UAV integrated

HetNet in two phases- the first phase is FE between UE and MBS, and the second phase is FE between MBS and UE

through UAV. The proposed approach has, then, been validated and simulated using the widely accepted AVISPA tool.

The validation and simulation results of AVISPA clearly indicate that the proposed technique is SAFE from intrusion

activities. This means that the implementation of this technique on the dense urban areas provides the desired security to

theUEand its data transmission from the intruders. The future direction is to enhance the existingproposedmethodology

by using multi-input FE.
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