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Introduction

 As a critical component of the security architecture of 5G network, the
authentication protocol plays a role of the first safeguard in ensuring
the communication security

« EAP-TLS was one of such protocols being defined in the 5G standards
to provide key services in the specific |oT circumstances

« The authors present in this work a comprehensive formal analysis of the
security related properties of the 5G EAP-TLS authentication protocol
based on the symbolic model checking approach
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Background

« The 5G network architecture

User Serving Home
Network

Network

)

Equipment

Insecure Secure

t-—>

Phone,USIM Base UE's carrier
station
UE SEAF AUSF UDM

« SEAF (Security Anchor Function):
acts as “middleman” during the authentication
process between a UE and its home network

« AUSF (Authentication Server Function):
makes the decision on UE authentication

« UDM (Unified data management):
hosts functions such as the Authentication
Credential Repository and Processing
Function (ARPF), which selects an
authentication method based on subscriber
identity and configured policy and computes
the authentication data and Keys
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Background

« Techniques available in 5G for mutual authentication between the
subscriber and the network
* 5G-AKA: Authentication and Key Agreement
« EAP-AKA: Extensible Authentication Protocol — Authentication and Key Management
« EAP-TLS: Extensible Authentication Protocol — Transport Layer Security

 Software programs for formal verification of cryptographic protocols
 Scyther: It has been used to analyse the IKEv1 and IKEv2 protocol suites
« Tamarin Prover: It has been used to verify TLS1.3, and DNP3 Secure Authentication v5
* ProVerif: It has been used to verify TLS 1.3, and Intel SGX
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Related works

« Comparison of the formal models of 5G authentication protocols

Protocol | 5G AKA | 5GAKA' | 5G EAP-TLS
Article | [19] | [20] | 271 | 24] [ [19] | [28] | This paper
Cryptographic | Shared key Shared key Shared key | Shared key Shared key Public  key Public  key
primitives cryptography cryptography cryptography cryptography cryptography cryptography cryplography
Modeling en- | UE,SEAF, UE.SEAF, UE.SEAF, UE.AUSF UE.SEAF, UE.SEAF, UE.SEAF, N
tities AUSF AUSFARPF AUSF AUSF AUSF /| AUSEARPF
Model check- | TAMARIN TAMARIN TAMARIN - TAMARIN Scyther [ | ProVerif
er being used \
Modeling Multiset Multiset Multiset Bana-comon Multiset Role scripts  \ Applied pi calculus
language rewriting rewriting rewriting logic rewriting N\
g ~ P
rules rules rules rules ~—
Security Confidentiality Confidentiality Confidentiality | Unlinkability Confidentiality Confidentiality | Confidentiality
Properties of session key, | of session key, | of SQN between UE | of session key, | of session key | of session key
SUPI and SQN; | SUPI and SQN; and AUSF SUPI and SQN: | and SUPIL: Au- | and SUPI: Au-
Authentication Authentication Authentication thentication of | thentication
of each entity of each entity of each entity each entity of each entity
and  session
key
Threat model | Dolev-Yao Dolev-Yao Dolev-Yao Customize Dolev-Yao Dolev-Yao Dolev-Yao
model  and model  and model model model  and model model
compromised compromised compromised
components components components

SUPI: Subscription Permanent Identifier; SQN: Sequence number

« Dolev-Yao model: considers only adversaries that can compose and replay messages, and decipher them with known keys 6/ 23



Pi1 calculus

* Pi calculus is a formal language for

security protocol modeling and

—[ Pattern matching

popularized by the ProVerif model checker T s patterns
x:t typed variable
x variable without explicit type
(Th,....,Th) tuple
¢ SyntaX =M equality test
_[ Terms [ Process ]
M. N = terms P.Q.R = processes
a,b,e,k,m,n,s names 0 null process
Ty, 2 variables P|@Q parallel composition
(My, ..., My) tuple P replication
h(Ma, ..., My) constructor/destructor newn :t; P name restriction
M =N term equality in(M,x : t); P message input
M <> N term inequality out(M, N); P message output
M && M conjunction if M then P else Q) conditional
M||M disjunction let x = M in P else (Q term evaluation
not( M) negation R(My, ..., My) macro usage
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Pi1 calculus

« Examples

| S

- Symmetric enc/dec

type key.

fun senc(bitstring key):bitstring.

reduc forall m:bitstring k:key; sdec(senc(m,k),k) = m.

N/

- Asymmetric enc/dec

type skey.

type pkey.

fun pk(skey): pkey.

fun aenc(bitstring, pkey): bitstring.

reduc forall m:bitstring,sk:skey; adec(aenc(m,pk(sk)),sk)=m.

 Digital signature/check sign |
type sskey.

type spkey.

fun spk(sskey): spkey.

fun sign(bitstring, sskey): bitstring.

reduc forall m: bitstring, k: sskey;
checksign(sign(m,k),spk(k))=m.

N/

- Hash / key Derivation

fun h(bitstring,bitstring,bitstring): bitstring.
fun b2k(bitstring):key.

Provarif manual: https://prosecco.gforge.inria.fr/personal/bblanche/proverif/manual.pdf
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5G EAP-TLS ProtocolV

|
| | |
: ! : :
I
[
UE | SEAF || | AUSF UDM :
L ___! A ) ;
@ {SUPI, Ry }kypu | (SUPL Ryg}pkypy, SEAFN R
?2:SEAFN is True |
{SUPJ‘, RUE}pkuﬂm,SEAFN
| 2:SUPI = True
SUPIL INDICATOR(EAP_TLS)
(@) TLS START TLS_START <
@ RUEl,MEthOdS_UE RUEl,MEE'hDdS_UE
(@) Ravsr Certificate AUSF, | Ruysp, Certificate_AUSF, g
~ Methods_AUSF | Methods_AUSF
UE authenticate Certificate_AUSF
Derive Kepgsion DY Ry, Rpreke}' s Rausre
hash(HandShake_UE)
{Ryretey tPkausy, Certificate_UE, [Ryrekey YPkausy. Certificate UE,
® (hash(HandShake_UE)}sskyg {hash(HandShake_UE)}sskyg
{hash(HandShake_UEY}K,pqsiom - {hash(HandShake_UE)}K,,ccion ~

cont.
1) 3GPP document TS 33.501 v15.4.0 9/23



5G EAP-TLS Protocol

(®) {hash(HandShake_AUSF)}Kession

{hash(HandShake_AUSF)}K¢esion

HN authenticate Certificate_UE

Derive Ksession by RUEIJ Rprekey » RAUSF
hash(HandShake_AUSF)

?7:hash(HandShake_UE) = hash(HandShake_AUSF)

?: hash(HandShake_AUSF) = hash(HandShake_UE)

(7) EAP_TLS

-

EAP_TLS

o

@) Success

b J

Success,SUPL Koo p

.
»

Derive Kseaf bY Rprokey

-

Derive K

seaf by Rprekey

< Exchange cryptographic messages with K.
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5G EAP-TLS Protocol

° ReqUIred Securlty propertles1) [ Serving Notrork | P o o

« User identity confidentiality [ o

- User identity confidentiality € @ e

?:SUPI = True
SUPI,INDICATOR(EAP_TLS)
@) TLS_START TLS_START

@ Rygy, Methods_UE Rygy, Methods_UE

» Authentication and Authorization e Ty o
* Subscription authentication < ®,® e ot

. . . hash(HandShake_UE)

« Serving network authentication € 3,®,5),® Ty b Cotficate V5, | (50, s i .
9 (@) {hash(HandShake_UE)}sskyg {hash(HandShake_UE))sskyg

 {hash(HandShake_UE)}K, pssion {hash(HandShake_UE)K eccion

« UE authorization
HN authenticate Certificate_ UE

Derive Ksession by Rug1, Rprerey - Ravse

« Serving network authorization by the home network R
« Access network authorization i © hashHandShabe AV i

| ?:hash(HandShake_AUSF) = hash(HandShake_UE)

{hash(HandShake_AUSF)}Kession

@ EAP_TLS EAP_TLS

- Confidentiality o Lo |
» Cipher key agreement < 3,®,®),®

« Confidentiality of user data € (3,®,®),® — —

< 5G EAP-TLS Protocol >
1) 3GPP document TS 33.501 v15.4.0 11/ 23




Formal model of the 5G EAP-TLS

« Formal language
* Pi calculus

 Threat mode|

« Dolev-Yao
« Attacker has full control over the network
 Perfect cryptography assumption

« Model checker
e ProVerif
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Formal model of the 5G EAP-TLS

° Channel deﬁnition free c1:channel.

free c2:channel [private].
free c3:channel [private].

i A |
| JE— | I ) A ____ | IR
. | | 1
: Serving Network I I Home Network |
| ! | 1
UE | SEAF | l AUSF UDM |
Lo _____. R N I ;
@ {SUPI, Ry }Pkupm | (SUPL RypYpkypu, SEAFN R
2:SEAFN is True |
{SUPL RUE}pkypm,SEAFN
| 2:SUPI = True
SUPI,INDICATOR (EAP_TLS)
@ TLS_START TLS_START <
@ RUEl,MEthUdS_UE RUEl,MﬂthdS_UE
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Formal model of the 5G EAP-TLS

|
|
‘ UE ‘ | SEAF

@® Ry
(SUPL RusJpkuon s - 9 let UE(pkAUSF:pkey,pkUDM:pkey,spkAUSF:spkey,

spkUE:spkey,sskUE:sskey) =

new Rue:bitstring;
out(c1,aenc((SUPI,Rue),pkUDM));
in(c1,Startx:bitstring); = True |
new Ruel:bitstring;

out(c1,Ruel);
in(c1,(Rausfx:bitstring,CertAUSFx:bitstring));
let (=CertAUSF) = CertAUSFx in

new Rprekey:bitstring;

let prekey = Rprekey in

let a = h(Rue1,Rausfx,prekey) in

(@) TLS_START -

L:::gjl RUEI,Mﬁ'thUdS_UE -

rd

P RAUSF' Certificate_AUSF,(
|~ Methods_AUSF

A

UE authenticate Certificate_AUSF let Ksession = b_to_k(a) in _
Derive Kucsion by Rug1, Roreey » Ravsr let HSUE = (Startx,Rue1,Rausfx,CertAUSFx) in
hash(HandShake_UE) event acceptsUE(Ruel);

event sendPrek(prekey);

{Ryrekey YPkausr. Certificate _UE, » out(c1,(aenc(prekey,pkAUSF),CertUE,

® {hash(HandShake UE)}sskye o f sign(HSUE,sskUE),senc(HSUE Ksession)));
{hash(HandShake UE)WK ession in(c1,HSAUSFx:bitstring);

let (=HSUE) = sdec(HSAUSFx,Ksession) in

new EAPM:bitstring;

out(c1,EAPM);

in(c1,SUCMXx);

event termUE(Rausfx).
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Formal model of the 5G EAP-TLS

UE

@ {SUPL Ryg }pkypy

(@) TLS_START

L:::gjl RUEI' M&'thUdS_UE

o Rausr, Certificate_4
|~ Methods_AUSF

UE authenticate Certificate_AUSF
Derive Kgpggian by RUElaRﬁreke}- s Ryusr
hash(HandShake_UE)

(&) thash(HandShake_

{R;Jr'ek ey ]pkﬂlfﬁ'!’: Cel
{hash(HandShake_|

let SEAF(pkAUSF:pkey,pkUDM:pkey,spkAUSF:spkey,
spkUE:spkey) =

in(c1,x1:bitstring);

out(c2,(x1,SEAFN));

in(c2,x2:bitstring);

out(c1,x2);

in(c1,x3:bitstring);

out(c2,x3);

in(c2,(x4:bitstring,x5:bitstring));

out(c1,(x4,x5));

in(c1,(x6:bitstring x7:bitstring,

x8:bitstring,x9:bitstring)); "
out(c2,(x6,x7,x8,x9)); “\a‘\
in(c2,x10:bitstring); . 66\3
out(c1,x10); " m\

in(c1,EAPMX); 25

out(c2,EAPMXx); aC‘S

in(c2,SUCMXx);

out(c1,SUCMXx).

= True
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Formal model of the 5G EAP-TLS

let AUSF(skAUSF:skey,pkUE:pkey,spkUE:spkey,
sskAUSF:sskey,spkAUSF:spkeyg) =
in(c2,(SUPIx:bitstring, SEAFNx:bitstring) ) ; s

if SEAFNX = SEAFN then =
out(c3,(SUPIX,SEAFNX)); s —

in(c3, Startx:bitstring); =
out(c2, Startx); ~
in(c2,(Ruelx:bitstring)); a,
new Rausf:bitstring;
out(c2,(Rausf,CertAUSF)); ~
in(c2,(y:bitstring,CertUEx:biaring,t:bﬂmiq&
z:bitstring)); ~

let (=CertUE) = CertUEx in ~
let prekeyx = adec(y,skAUSF) in

let b = h(Rue1x,Rausf,prekeyx) in

let Ksessionx = b_to_k(b) in

new HSAUSF:bitstring;

let HSAUSF = (Startx,Rue 1x,Rausf,CertAUSF) in
let (=HSAUSF) = sdec(z,Ksessionx) in

let (=HSAUSF) = checksign(t,spkUE) in

event acceptPrek(prekeyx);

event acceptsAUSF(Rausf);
out(c2,senc(HSAUSF,Ksessionx));
in(c2,EAPMXx);

new SUCM:bitstring;

out(c2,SUCM);

event termAUSF(Rue1Xx).

~~

~~

~
~

—_y _—
~ —
~

1 1]

\
R

NS
\

~
SN\ ~

\

o— o —— — —

Home Network

-
L

7. i
- L..SEAFN is True |
= M (SUPI, Ryg}pkupm, SEAFN

-

b 4

_—
~— y 4
=5 SUPI, !yJICATOR (EAP_TLS)

_—

TLS_START

| 2:S5UPI

= True

-

S

// /7
7

RUEl' MthDdS_UE

s Rause Certificate AUSF,

7/

| Methods_AUSF 7

1

\

\

M) 7

{R key/}PkArJ_s‘F.Mi'ffmte_UE,
{ a_sh[fiand.yke_tfﬁ')}sskuﬁ

[hash[Hyd.‘ihake_UE)}Ksesmn

let UDM(skUDM:skey) =

in(c3,(x:bitstring, SEAFNx:bitstring));

let (SUPIx:bitstring,Ruex:bitstring) = adec(x,skUDM) in
if SUPIx = SUPI then

new start:bitstring;

out(c3,start).

7

A 4




Formal model of the 5G EAP-TLS

* Protocol process , i Y ! N | ,
[ 1 TSt T T T T T T T T T T T
: Serving Network : : Home Network :
| | |
UE | SEAF | l AUSF UDM l
Lo _________. ) __________ )
process @ (SUPL Ry pkypy | (SUPL Rys}plynu SEAFN R
new skUE:skey; T SEAFN T |
new skAUSF:skey; = L5 rue
new skUDM:skey; {SUPI, Ryg Ypkypm, SEAFN R
new sskAUSF:sskey; E SUP; —
new sskUE:sskey; x =
new SEAFN:bitstring; SUPI, INDICATOR (EAP_TLS)
let pkUE = pk(skUE) in out(c1,pkUE); ‘@' TLS_START | TLS_START <
out(c2,pkUE);out(c3,pkUE); “ *
let pkAUSF = pk(skAUSF) in out(c1,pkAUSF); B Ryg1, Methods_UE | Rug1, Methods UE -

out(c2,pkAUSF);out(c3,pkAUSF);
let pkUDM = pk(skUDM) in out(c1,pkUDM); —
out(c2,pkUDM);out(c3,pkUDM);

let spkAUSF = spk(sskAUSF) in out(c1,spkAUSF);
out(c2,spkAUSF);out(c3,spkAUSF);

let spkUE = spk(sskUE) in out(c1,spkUE);
out(c2,spkUE);out(c3,spkUE);
out(c1,SEAFN);out(c2,SEAFN);out(c3,SEAFN);

( ('UE(pkAUSF,pkUDM,spkAUSF,spkUE,sskUE)) |
('SEAF(pkAUSF,pkUDM,spkAUSF,spkUE)) |
('AUSF(skAUSF,pkUE,spkUE,sskAUSF,spkAUSF))

| ({UDM(skUDM)))
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Formal model of the 5G EAP-TLS

swlim@swlim-virtual-machine: ~/proverif/proverif2.02pl1/workspace

 Security property

free cl:channel.
free c2:channel [private].

free c3:channel [private].

free CertAUSF:bitstring.

free CertUE:bitstring.

free SUPI:bitstring [private].
free Ksession:key [private].
free prekey:bitstring [private].

whether the attacker can reach S t?'?ff'?'.‘*‘ x : bitstring; inj — event(termAUSF (Ruelx)) =
. . query attacker(Ksession). my — EL’E}‘!I({?(‘CE}J.’SUE{RHE1 ).
a Sl‘ate WhE’fe the fefm M /S aVa//ab/E' query attacker(SUPI). query x : bjfsf_rfng: ”{.If — m-‘en.“{!ermUE(Ran.’;ﬁt}} =

(*set maxDepth = 1000.*) inj — event(acceptsAUSF (Rausf)).
query x : key; inj—event(acceptPrek(prekeyx)) = inj—

(*set traceDisplay = long.*)
event(sendPrek(prekey)).

event sendPrek(bitstring).

whenever the network terminates a event acceptPrek(bitstring).
pfOtOCO/ run, Z‘-here eX/:S-Z‘S a user WhO { query x:bitstring; inj-event(acceptPrek(x))==>inj-event(sendPrek(x)).

has accepted to run with the network event acceptsUE(bitstring).
event termAUSF(bitstring).

{ query x:bitstring; inj-event(termAUSF(x))==>inj-event(acceptsUE(x)).

event acceptsAUSF(bitstring).
termUE(bitstring).

{ query x:bitstring; inj-event(termUE(x))==>inj-event(acceptsAUSF(x)).
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Verification results

« The agreement properties (i.e. A1 and A2) are violated

Security property Result
Al. Both the home network (AU S F') and the subscriber (IV E) { Falsc)
should agree on the identity of each other after successful | =~ =\

\ Verification summary:

termination. .=~
A2. Both the home network (AU S F') and the subscriber (U E) |{ False )\
should agree on the pre-master key (2, cxey) after successtul =
termination.
S1. The adversary must not be able to obtain the SU P of an True
honest subscriber.
52. The adversary must not be able to obtain the pre-master True
key (R epeqy) Of an honest subscriber.
S3. The adversary must not be able to obtain the session key True
(Ksession) of an honest subscriber. < Results reproduced on my computer >

Query not attacker(prekey[]) is true.

Query not attacker(Ksession[]) is true.

\
N Query not attacker(SUPI[]) is true.

Query inj-event(acceptPrek(x_1)) ==> inj-event(sendPrek(x_1)) cannot be proved.
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Verification results

« The counterexample for property AT

Al. Both the home network (AL S F') and the subscriber (U E)

UE Attacker should agree on the identity of each other after successful
termination.
M1: aenc((SUPI, Ry), pkUDM) .
» M2: START e query x : bitstring; inj — event(termAUSF (Ruelx)) =
M3: Rygq N inj — event(acceptsUE(Ruel)).
’ M4: R:ycp, CertAUSF o query X . bitstring; inj — Evenr{rerng(Rau.'y&}} =
M5 aenc(Roreray , KAUSF), CertUE, inj — event(acceptsAUSF (Rausf ). §2\s

sign((START", Ryg1, Riysr, CertAUSF), sskUE),
senc((START", Rygq, Riyep, CertAUSFE),
h {RLI'EJ' R.;ui,'.‘.-':'-' ' Rprekey }}
Mé6: senc((START®, Ryg1, Riysr, CertAUSF),
h(Ryg1, Riuse s Rprekey )

o

event

termUE I
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Verification results

« The counterexample for property A2

A2, Both the home network (AU S F') and the subscriber (U £)

UE AUSF Attacker should agree on the pre-master key (/2,¢key ) after successtul
M].!GE?IC((SUP!,RUE],DJ{UDM) » termlnatlﬂnr
M2:aenc((SUPI, Ryg), pkUDM)
V4 START M3 START > o query x : key, inj—event(acceptPrek(prekeyx)) = inj—
N event(sendPrek(prekey)). (a\Se
M5: Ryg,y .
J16: Ry

M7: Ry, CertAUSF

h 4

M8: Ry sy, CertAUSF

*

event
sendPrek(Rpyppey)

M9: aenc(Ry ey , PKAUSF), CertUE,
sign((START, Ryg1, Raysr, CertAUSF), sskUE),
senc((START, Ry, Ryysp, CertAUSF),

h(RUEl: RAUSF ’ Rpr:'kny ))

M10: aenc(Ry..y., . pkAUSF), CertUE,
sign((START, Ryg1, Rapsr, CertAUSF), sskUE),
senc((START, Rygy, Raysye, CertAUSF),

h(Ryp1, Ravse s Rivorey ))

”
ad

event |
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Conclusion

« The authors investigate the security properties of 5G EAP-TLS
authentication protocol that is being standardized by 3GPP

« They model the protocol and its security properties in the applied
pi-calculus and carry out the analysis using model checker ProVerif

 Their analysis reveals several design flaws and counterexamples are
reported to show the possibilities of these flaws
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Critique

« Through formal verification, flaws in many popular protocols were
discovered

 Recently, formal verification is performed together when designing a
protocol (e.g., TLS 1.3)

* If we learn how to formally verify, it will be useful when we design a
new protocol or improve an existing protocol
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