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Introduction

• Transition from traditional (unencrypted) DNS to privacy-
preserving alternative: Do53 to DoT/DoH
• Do53: traditional DNS protocol using port 53

• DoT: DNS-over-TLS

• DoH: DNS-over-HTTPS



DoT v.s. DoH

DoT DoH

Supports
OS level support

- Hard to update protocol

App level support

+ App update → protocol update

Port

Port 853 (DoT)

- DNS query, response are exposed 

by port number

+ Easy to block suspicious DoT 

messages for network operators

Port 443 (HTTPS)

+ Cannot distinguish DoH with
HTTPS messages by port number →
better user privacy

- Either for network operators



Existing works

• Lacks of global perspective

• Or including other delays (middleboxes, etc.)



Global scale measurements



Global scale measurements



Core questions

• Performance impact of a switch from traditional Do53 or DoH

• Differences across countries and geographical regions

• External factors or variables

• Gap between architecture and performance



Methodology



Obtaining data with “bright data”

Globally spread



DoH resolution time data



DoH resolution time data

Delays authors wanted



DoH resolution time data

Get from BrightData header



DoH resolution time data

Get from BrightData header

Get by D-C



DoH resolution time data

Suppose that RTT between
client and exit node is stable

RTT = 1+2+7+8 = B-A-BrightData header = 9+10+13+14 = ……..



DoH resolution time data

Delays authors wanted
= D-C-2RTT+BrightData header



Results



Data overview

22,052 224

2,190 1,896

Unique Clients Countries

Differrent ASes Unique Recursive Resolvers



Ground-truth validation

Minor differences between ground-truth
and authors’ methodology

(DoH Connection Reuse)



Global performance



Performance inequality

Performance improvement
for 8.8% of the countries

Might be unacceptable additional
delays for 10% of the countries



Room for improvement

Potential Improvement: differences between actual PoP and the closest PoP (in the dataset)
→ 10% of Google / 26% of Cloudflare clients can be switched to a PoP at least 1000 miles closer



Conclusion

• Authors conducted global scale measurements with Do53 
and DoH

• They shows performance gaps between countries
• Low Internet infra & economic development will be 

disproportionately impacted by a unilateral switch to DoH from 
Do53

• They also shows there is room for improvement


