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Abstract—Enabling end-to-end secure communication is essen-
tial for many Internet-of-Things (IoT) application scenarios.
Transport-layer security (TLS) and datagram TLS (DTLS) are
the de-facto protocols for communication security in the IP-
based IoT. However, the current authentication approaches of
TLS are confronted with the heavy overhead and security issues
in the resource-constrained IoT scenario. On the other hand,
the identity-based cryptography (IBC) becomes an attractive
cryptographic solution for the IoT. Unfortunately, the current
IBC-based proposals exist the problem of either high communi-
cation latency or low level of security. In this article, we propose
the first lightweight secure transport protocol called iTLS, which
delivers protected data in the first flight with perfect forward
secrecy, and provides implicit mutual authentication without cer-
tificates. iTLS dynamically generates identity-based early keys
before receiving a server response, allowing clients to send the
encrypted data without additional round trips. Furthermore, it
employs the ephemeral secret ticket to obtain an ephemeral
server key in the previous connection. Therefore, the early key
established afterward can provide full forward secrecy. Design
and implementation in the form of extension make iTLS fully
compatible with TLS 1.3 and easy to be converted to a DTLS
version. Our evaluation shows that iTLS reduces the network
traffic overhead by at least 61.2%, and handshake latency on an
ideal network by at least 60% compared to the certificate-based
TLS. The results demonstrate iTLS achieves strong adaptability
on the low-power and lossy IoT networks.

Index Terms—Authentication, end-to-end security, identity-
based cryptography (IBC), Internet of Things (IoT), secure
transport protocol.

I. INTRODUCTION

THE INTERNET of Things (IoT) plays an increasingly
considerable role in all aspects of our daily life. It has

been used in various application domains, such as factory
automation, medicine of healthcare, and smart city/home [1].
Naturally, the data collected in many scenarios are sensi-
tive and may be delivered through the untrusted network
infrastructure, e.g., the Internet. Therefore, end-to-end com-
munication security is a critical requirement for these IoT
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application scenarios, which can protect the sensitive data
even if the underlying network infrastructure is not under the
user’s control [2]–[4]. Current IoT security solutions include
standards-based proposals. Among them, the transport-layer
security (TLS) protocol and its datagram-oriented variant data-
gram TLS (DTLS) protocol are the de-facto protocols for
communication security in the IoT [5], [6], which can provide
encryption, authentication, and data integrity for information
exchange. The Internet Engineering Task Force (IETF) has
defined a TLS/DTLS 1.2 profile that offers communication
security for the IoT applications [7]. The newest version
1.3 of TLS provides considerable performance improvement
and smaller message sizes that can further advance the IoT
communication security [8].

Although the standardized Internet security protocols bring
many advantages in terms of interoperability and deploy-
ment, typical deployment scenarios of IoT limit the feasibility
of TLS because of highly constrained devices in low-power
and lossy networks of the IoT [3], [6]. The TLS protocol
supports authentication using the symmetric preshared key
(PSK) or public-key certificates. PSK-based authentication
consumes a small number of computational resources and
bandwidth. However, considering the large-scale deployment
of IoT devices, there exist key management and scalability
issues when using the PSK. In addition, the PSK established
out of band is vulnerable to attacks due to the IoT devices’
uncontrolled deployment environment and restricted security
features. Generating the PSK also needs sufficient entropy to
ensure security, which is usually not guaranteed in practice.
Finally, the data encrypted by the PSK, especially sent in the
zero round-trip time (0-RTT) mode in TLS 1.3, cannot provide
forward secrecy [8], [9].

Certificate-based authentication can solve many challenges
where particularly PSK-based solutions fall short, so a num-
ber of IoT systems choose certificates as the authentication
method [5], [10]. However, the long certificate chain process-
ing, as well as the revocation list checking, bring significant
overhead in terms of resource consumption, including com-
puting, memory, bandwidth, and energy. In addition, due to
the low-packet delivery rate and computational performance,
certificate transmission and verification also induce a con-
siderable increase in the connection latency of the protocol.
Furthermore, the use of small packets (e.g., the maximum
frame size for IEEE 802.15.4 is 127 B) will result in
the fragmentation of large certificate messages, which may
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cause specific attacks [11]. Meanwhile, the above problems
is exacerbated due to the fragment losses and the need for
retransmissions. Although both hardware-related and software-
related improvements have been considered by many works
[7], [12]–[16], the above problems have not been effectively
solved.

Identity-based cryptography (IBC) is a public-key cryptog-
raphy mechanism that allows the user to take its identity
as the public key. Thanks to its low-bandwidth overhead
and high scalability, the IBC-based end-to-end security solu-
tions for IoT gained considerable attention. However, as we
discuss in the related work, exiting solutions either have
the problem of complex communication procedures and high
communication latency or cannot provide enough security
as the traditional end-to-end security scheme. Some propos-
als employ the identity-based noninteractive key agreement
(IBNIKA) protocol [17], [18] to establish pairwise keys
between devices [19]–[22], benefitting from extremely low-
bandwidth overhead. However, this approach provides a lower
level of security, especially the shared key established is not
forward secret. Compromising the long-term private key of
either party can result in the compromise of the shared key.
Also, the assailant who compromises a device’s private key
can impersonate any legitimate entity to establish communi-
cations with the device. On the other hand, some proposals
adopt the identity-based encryption (IBE) or the identity-
based signature (IBS) instead of certificates for authentication
and apply the Diffie–Hellman (DH) key exchange protocol
to establish shared keys [20], [23]–[25], thereby achieving
the authenticated key agreement. While this approach pro-
vides higher security, the DH parameters exchange imposes
an additional round trip before sending any sensitive data.
Furthermore, few IBC-based solutions consider compatibility
with the standardized protocols, which is not conducive to the
protocol deployment and the interoperability between IoT and
the Internet.

In this article, we extend our previous work [26] to propose
iTLS, the first lightweight secure transport protocol for IP-
based IoT, which can deliver the protected data in the first
handshake flight with perfect forward secrecy, and provide
implicit mutual authentication without using certificates. The
iTLS authenticates communication parties while establishing
the shared key by integrating the identity-based key agree-
ment protocol into TLS. Therefore, the entity only needs to
be configured with the identity-based private key and requires
few computing resources used to calculate the shared secret to
establish encrypted communications. The iTLS also introduces
little bandwidth and energy consumption because no large cer-
tificates messages need to be transmitted. What is more, iTLS
comes with minimal connection latency through a zero round-
trips handshake, which also provides perfect forward secrecy
for the 0-RTT data. Specifically, the main contributions of
iTLS are as follows.

First, iTLS designs the identity-based 0-RTT cryptographic
handshake that employs dynamic early keys (IDEK) to mini-
mize the security handshake latency for all connections. The
iTLS handshake allows the client to dynamically generate the
IDEK, i.e., an authenticated shared key with the server, based

on the identities of the communication parties before receiv-
ing a reply from the server. IDEK enables the client to send
the data immediately following the initial handshake message,
i.e., “early data,” without sharing a static PSK with the server
in advance, thereby establishing the encrypted connection with
no additional round trips.

Second, iTLS introduces the ephemeral secret ticket mecha-
nism to provide perfect forward secrecy and replay protection
for the early data. After each connection is established, the
server sends a ticket that is associated with an ephemeral secret
determined by itself. This ticket is leveraged to generate the
IDEK for the subsequent connection. Establishing the IDEK
with the ephemeral cryptographic key corresponding to the
ticket can provide forward secrecy for the early data. Rejecting
reduplicative tickets on the server side can also mitigate the
replay attack on the early data [9], [27].

Finally, the extension-based design and implementation
make the iTLS fully compatible with the TLS 1.3 protocol
and can facilitate its deployment with the assurance of inter-
operability with the Internet. Moreover, a design in the form
of the extension also makes the iTLS easy to be converted
to DTLS-oriented versions [28] that can provide security for
datagram-based applications, e.g., the CoAP protocol [29].

We implement the iTLS protocol based on an IoT-oriented
open TLS library and evaluate the performance of iTLS on
networks with different latencies, packet loss rates, and band-
width. We compare iTLS with the TLS 1.3 protocol, and the
experimental results show that iTLS reduces the network traf-
fic overhead by at least 61.2% and the full handshake latency
by at least 60% compared to the certificate-based TLS protocol
at 128-b symmetric-key security. The 0-RTT model of iTLS
handshake makes establishing secure connections using iTLS
at least 1.5 times faster than using the certificate-based TLS.
In addition, the connection performance of iTLS is similar to
that of the PSK-based TLS, especially in low-power and lossy
networks.

The remainder of this article is organized as follows.
Section II presents some prerequisites about iTLS, including
an overview of TLS 1.3 and the identity-based authenticated
key agreement (IBAKA) protocol. In Section III, we detail the
iTLS design. The security of iTLS is analyzed in Section IV.
Then, Section V implements and evaluates iTLS. Finally, we
discuss the related work and conclude in Sections VI and VII,
respectively.

II. PREREQUISITES

A. TLS 1.3: Overview

TLS 1.3 comprises two primary components, a hand-
shake protocol and a record protocol [8]. The handshake
protocol negotiates cryptographic algorithms and parameters,
establishes shared keying material, and authenticates the com-
municating parties. The record protocol carries the handshake
messages and application-layer data to be transmitted and
divides traffic up into a series of records, each of which is
independently protected with the parameters established by
the handshake protocol.
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Fig. 1. Full TLS 1.3 handshake. “+” indicates extensions sent in
previously noted messages; “*” indicates optional or situation-dependent
messages/extensions that are not always sent; and solid line box indicates
messages encrypted.

The handshake protocol is the core of the TLS protocol.
TLS 1.3 uses a new handshake protocol compared to the
previous versions. This handshake protocol reduces the hand-
shake latency from the original two RTT to one RTT. A basic
full TLS 1.3 handshake is shown in Fig. 1.

The TLS client sends the ClientHello message to initial-
ize the handshake, which contains its supported cryptographic
algorithms and parameters. After receiving and processing
the ClientHello, the server determines the appropriate crypto-
graphic parameters and responds with a ServerHello message
to indicate the negotiated connection parameters. The client
and server complete the key exchange and establish the shared
secret key in this phase. TLS 1.3 supports three key exchange
modes: 1) (EC)DHE (DH exchange over either finite fields or
elliptic curves); 2) PSK-only; and 3) PSK with (EC)DHE. If
(EC)DHE key establishment is in use, a “key_share” exten-
sion is included in the ClientHello and ServerHello messages,
which contains the client and server’s Diffie–Hellman key
shares, respectively; if PSK key establishment is in use, a
“pre_shared_key” extension is used by the client and the
server. This extension contains a set of PSK labels in the
ClientHello, and the PSK identity chosen by the server in the
ServerHello. The (EC)DHE and PSK can be used together, in
which case both extensions are contained in the ClientHello
and ServerHello messages.

After sending the ServerHello, the server then sends the
EncryptedExtensions message which contains extensions that
are not required to determine the cryptographic parameters,
and the CertificateRequest message if client authentication is
desired.

The client and the server send authentication messages
to each other in the authentication phase. If they choose
the (EC)DHE mode to exchange key shares, certificate-based
authentication is needed. The server and client send Certificate
and CertificateVerify messages to authenticate themselves. The
former message contains the endpoint’s certificate chain and
the latter one contains a signature over the handshake transcript
using the private key corresponding to the public key presented
in the Certificate. Finally, they exchange the Finished mes-
sage to complete the handshake, which contains a MAC over
the entire handshake. If the PSK-based key exchange is used,
endpoints do not send the Certificate and CertificateVerify
messages, since they authenticate each other via the PSK.

Note that, except for the ClientHello and ServerHello mes-
sages, all other handshake messages are encrypted by the
shared key established after exchanging the ClientHello and
ServerHello. As a contrast, only the Finished message is
encrypted in the previous versions.

Compared with the older versions, the other major change in
TLS 1.3 is to support the 0-RTT model that allows the client
to send the application data to the server on the first flight
when they share a PSK [8]. With this model, the ClientHello
message contains an “early_data” extension to indicate that
the client will send the early data in the 0-RTT model. Then,
the client can immediately send the application data encrypted
with the PSK following the ClientHello message. If the server
determines to accept the early data, the server chooses the first
PSK presented in the list of PSKs offered by the client and
adds the “early_data” extension to the EncryptedExtensions
message. Then, the server also uses the PSK to decrypt the
early data. In the 0-RTT model, endpoints authenticate each
other via the PSK, too. After the handshake is completed,
the connection is protected under the new keying material
established via the PSK or (EC)DHE.

B. Identity-Based Authenticated Key Agreement

In 1985, Shamir [30] first proposed the concept of IBC.
The main idea of IBC is to use the user’s unique identifier
as its public key. The corresponding private key is generated
by a trusted authority, called the private-key generator (PKG),
using secret knowledge only possessed by the PKG. Boneh
and Franklin [31] proposed the first fully functional solution
for IBE schemes using bilinear pairing in 2001. Following this
article, numerous feasible IBAKA protocols based on bilinear
pairing have been proposed [32]–[35]. There are also some
pairing-free IBAKA schemes proposed to avoid the computa-
tional overhead of the pairing [36]–[39]. Generally, a two-party
IBAKA can be described using three algorithms.

Setup(k): Given a security parameter k as the input, this
algorithm outputs the system public parameters SPP and the
master secret key msk.

KeyExtract(SPP, msk, IDi): This algorithm extracts a private
key from an arbitrary bit string. It takes an identity IDi, the
msk, and SPP as the input, and then outputs a secret key ski

for IDi.
KeyAgreement(SPP, ski, esi, IDp, EKp): Before establish-

ing the shared key, the communication parties generally
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choose an ephemeral secret es and compute the correspond-
ing ephemeral public key EK, respectively, and then exchange
their ephemeral public keys. This algorithm takes SPP, the
private key ski of IDi and its ephemeral secret esi, the peer’s
identity IDp and its ephemeral public key EKp as the input, and
outputs a secret shk shared with IDp for IDi. es and EK can
be ∅, then this is an identity-based two-party noninteractive
key exchange scheme [17], [18].

In this article, we chose the pairing-based IBAKA algorithm
proposed in [34] to better illustrate iTLS because of its high
computational performance and the security properties it holds.
Here, we briefly review the basic facts of bilinear pairing and
several related hardness assumptions. The details can be found
in [32].

Bilinear Pairing: Let G denote an additive group and GT

denote a multiplicative group, and both of them are cyclic
groups of prime order q. Let P denote a generator of G. A
bilinear pairing is a map e : G × G → GT , which has the
following properties.

1) Bilinear: For all Q, R ∈ G and all a, b ∈ Zq, we have
e(aQ, bR) = e(Q, R)ab.

2) Nondegenerate: e(P, P) = 1.
3) Computable: For all Q, R ∈ G, e(Q, R) is efficiently

computable.
Assumption 1 [Bilinear DH (BDH)]: For a, b, c ∈ Z

∗
q, given

(P, aP, bP, cP), computing e(P, P)abc is hard.
Assumption 2 [Computational DH (CDH)]: For a, b ∈ Z

∗
q,

given (P, aP, bP), computing abP is hard.
Assumption 3 [Elliptic Curve Discrete Logarithm (ECDL)]:

Given (P, aP), extracting a ∈ Z
∗
q is hard.

III. ITLS DESIGN

This section describes the details of the iTLS protocol. iTLS
utilizes IBC to establish an inherent binding between the pub-
lic key and the entity presenting the public key. By using the
IBAKA to authenticate communication parties while estab-
lishing the shared key, iTLS eliminates the transmission and
verification of certificates during the connection establishment.
The iTLS also generates the early key dynamically using the
identities of the communication parties, which is used to pro-
tect the data sent on the first flight. Moreover, iTLS associates
the ticket with an ephemeral server key and uses it in the early
key generation procedure of the next connection to provide
forward secrecy and replay protection.

The iTLS consists of two phases. In the initialization phase,
a PKG is initialized and generates the private keys for entities.
Then, the communication participants use the iTLS handshake
protocol to establish secure connections between each other.
This section first introduces the basic iTLS handshake pro-
tocol, where a new “identity_share” extension is presented
for key establishment and authentication. Then, we extend
the basic protocol to support the 0-RTT model, which adopts
IDEK for early data transmission and ephemeral secret tickets
for early data security enhancement.

A. Initialization

Before using iTLS for secure communication, a trusted
PKG is needed to initialize cryptographic system parameters

and generate private keys for communication participants. The
PKG is usually run by the administrator for a specific IoT
ecosystem. First, the PKG is initialized through the Setup
algorithm of the chosen IBAKA scheme, which generates
the system public parameters and the master secret key at a
specified security level. Specifically, in this article, the PKG
performs the following steps in the initialization phase.

The PKG selects two groups G and GT , a bilinear pairing
e : G×G → GT , and the generator P as described in Section II.
It then randomly selects s ∈ Z

∗
q as the master secret key and

computes the master public key Ppub = sP. It also chooses
a hash function H : {0, 1}∗ → G to map an arbitrary string
to a point on G. Finally, the PKG stores the master secret
key s secretly and publishes the system parameters SPP =<

G, GT , e, P, Ppub, H >.
After the system parameters initialization is completed, the

communication participants can register their own identities
with the PKG and obtain the corresponding private keys. The
identity can be the unique identifier of a device or the identifier
of an IoT platform. The PKG adopts the KeyExtract algorithm
of the specified IBAKA to generate the corresponding private
key for an entity. In this article, the PKG maps the entity’s
identity IDi to a point on G via H and calculates the private
key as ski = sH(IDi). PKi = H(IDi) is used as the public key
corresponding to the identity.

This article does not discuss in detail the specific implemen-
tation of PKG and how it assigns the private key to the device
in IoT. The administrator can run a PKG server in its admin-
istration domain and configure the device with the URI of the
PKG. Then, the device can fetch and update the public system
parameters and the private key based on the configured URI.
There are usually two types of strategies to initialize a private
key for a device. One is by the offline type. Before deploying
the device, the administrator can preload each device with a
unique identity, the public system parameters, and the associ-
ated private key. The other approach is to initialize the device
online dynamically. This approach requires the device to carry
through an authentication procedure with the PKG, and a cryp-
tographic channel to distribute the private key. After obtaining
the private key for the first time, subsequent key updates can
be done via the secure channel established by iTLS.

Compared to the certificate-based authentication where the
private key is generated locally, the private key used for iTLS
communication is generated by the PKG. The iTLS protocol
may face a security risk of the private-key disclosure due to
improper management of the PKG, which can easily lead to
man-in-the-middle attacks and interception of the traffic in the
system (see Section IV). Therefore, a stronger key manage-
ment system shall be adopted by the PKG when using iTLS.
For example, the PKG can adopt a hardened security device,
e.g., the trusted platform module (TPM) [40], to protect the
master secret, and should update the master secret and public
system parameters periodically. In addition, iTLS requires all
entities to register with the same PKG for encrypted commu-
nication. In typical IoT networks with closed groups, such as
wireless sensor networks, the trusted PKG should be played by
the network administrator. However, in networks with multiple
administrative domains, hierarchical and cross-domain IBAKA
algorithms should be considered by the administrator.
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Fig. 2. Basic full iTLS handshake. “+” indicates newly added exten-
sion and blue box indicates messages protected using keys derived from
handshake_secret.

After registering the identity with the PKG and equipped
with the associated private key, each entity can use iTLS to
establish secure connections with others. The iTLS adopts a
new identity-based cryptographic handshake protocol and the
same record-layer protocol as TLS 1.3. Next, we introduce the
iTLS handshake protocol.

B. Handshake Protocol

The basic iTLS handshake, shown in Fig. 2, is similar to
that of TLS 1.3 with two major changes are as follows.

1) A new extension is used by ClientHello and ServerHello
to exchange identity information.

2) Remove the component in the handshake related to the
certificate.

The “identity_share” extension is added to iTLS. The client
and the server send this extension in the ClientHello and
ServerHello messages to exchange their identities and cryp-
tographic parameters used for establishing the shared secret.
The format of the “identity_share” extension is provided
below. The identity field contains the endpoint’s identity that
represents its public key.

The trusted_authority field comprises the identifier of the
PKG where the endpoint registers with the identity and the
related algorithm information. The information should include
the IBAKA algorithm used, which can be represented by an
object identifier, and the system public parameters generated
by the PKG, the structure of which is specified by the IBAKA
algorithm. In order to reduce the number of bytes carried in
this field, a hash of the algorithm information is generally put
into the trusted_authority field.

Finally, the endpoint usually chooses a random ephemeral
secret and calculates an ephemeral public key for the establish-
ment of the shared secret. The ephemeral public key is carried
in the key_exchange field, whose content is determined by the
specified IBAKA algorithm

struct {
TrustedAuthority trusted_authority;

Identity identity;
opaque key_exchange;

} IdentityShare.

Fig. 2 shows the basic full iTLS handshake.
The client sends the ClientHello message containing an

“identity_share” extension. This extension indicates to the
server that the client supports iTLS and further tells the server
the client’s identity IDC, the corresponding PKG that dis-
tributes the private key for this identity, and the ephemeral
public key the client provides for key agreement. According
to the IBAKA algorithm selected in this article, the client
selects an ephemeral secret x ∈ Z

∗
q at random and calculates

the ephemeral public key EKC = xP.
The server processes the ClientHello message and checks

the carried “identity_share” extension. It needs to validate the
client’s identity and whether the PKG presented in the exten-
sion is trusted. There are two cases where the PKG received
is untrusted. One case is that the server has not registered
with the same PKG and does not have the corresponding pri-
vate key. The other case is that the PKG parameters presented
in ClientHello are different from those known to the server,
which usually happens when PKG updates parameters. Under
these circumstances, the server can either continue the hand-
shake by responding with a HelloRetryRequest message if
the server supports other authentication methods, or abort the
handshake with an alert directly.

If the server has registered with the same PKG, then it
responses a ServerHello message with an “identity_share”
extension which contains the server’s identity IDS, the PKG
information, and the ephemeral public key EKS = yP, where
y ∈ Z

∗
q is the random ephemeral secret selected by the server.

With the identity information in the “identity_share” exten-
sion of the ClientHello, the server can calculate the shared
secret with its private key skS through the KeyAgreement algo-
rithm of the corresponding IBAKA. In this article, the server
computes the shared secret via the following formula:

shared_secret = yEKC‖e
(
EKC + H(IDC), yPpub + skS

)
.

As same as the key derivation schedule mechanism of
TLS 1.3 [8], the server extracts the handshake secret from
the shared secret through the HMAC-based key derivation
function (HKDF) [41]

handshake_secret = HMACek(shared_secret)

where the Hash function used for HMAC is the cipher suite
hash algorithm selected by the server, and the HMAC key ek
is the key derived from the early key that is described in the
next section. Then, the server can send EncryptedExtensions
and Finished messages which are encrypted by the handshake
traffic key derived from the handshake secret.

After receiving the ServerHello message, the client must
verify that the PKG presented in the “identity_share” extension
is the same as that in the “identity_share” extension of the
original ClientHello message. With the server’s identity and
ephemeral public key offered in the ServerHello, the client
can also compute the shared secret with its private key skC

shared_secret = xEKS‖e
(
xPpub + skC, EKS + H(IDS)

)
.
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By the bilinearity of the pairing, the client and the server
can obtain the same secret

shared_secret

= xEKS‖e
(
xPpub + skC, EKS + H(IDS)

)

= xyP‖e(xsP + sPKC, yP + PKS)

= xyP‖e(xsP, yP)e(xsP, PKS)e(sPKC, yP)e(sPKC, PKS)

= xyP‖e(P, P)xyse(P, PKS)
xse(PKC, P)yse(PKC, PKS)

s

= yxP‖e(xP, ysP)e(xP, sPKS)e(PKC, ysP)e(PKC, sPKS)

= yxP‖e(xP + PKC, ysP + sPKS)

= yEKC‖e
(
EKC + H(IDC), yPpub + skS

)
.

The client also extracts the handshake secret from the shared
secret using HKDF and responds with the Finished message
protected by the handshake traffic key.

At this point, the client and the server complete the hand-
shake. Both of them can derive the traffic keying material
from the shared secret to protect the application-layer data
through authenticated encryption with associated data (AEAD)
functions [42]. It should be noted that iTLS eliminates
the exchange of Certificate and CertificateVerify messages
between the server and the client. They have completed
implicit mutual authentication after only verifying the Finished
messages (see Section IV).

The iTLS achieves the compatibility with the original
protocol by having the ClientHello message carry the “iden-
tity_share” extension along with an empty “key_share” exten-
sion. If the server supports iTLS, the ServerHello message
replied to the client only contains “identity_share” extension;
if not, it ignores the “identity_share” extension contained in
the ClientHello, and responds with a HelloRetryRequest mes-
sage. Then, the client and the server fall back to a full TLS
1.3 handshake.

C. 0-RTT Model

The iTLS allows the client to send the application data in its
first flight of messages (“early data”) whenever establishing a
secure connection with the server. Unlike TLS 1.3 that requires
communication parties to share a static PSK in advance, iTLS
instead generates the identity-based dynamic early key (IDEK)
though IBAKA in each connection to protect the early data.

As shown in Fig. 3, the client includes an “early_data”
extension in the ClientHello message to indicate that it will
send the early data following the ClientHello message. Then,
it calculates the IDEK through the IBNIKA using its private
key and the server’s identity as the input parameters

IDEK = HMAC0(e(skC, H(IDS)))

where the Hash function for HMAC is the hash algorithm
defined in the first cipher suite in the client’s cipher suites
list, and the HMAC key is set to a string of zeros with the
output length of the hash algorithm in bytes. The early traffic
key derived from the IDEK is used to encrypt the early data
through the AEAD algorithm.

After receiving the ClientHello message, the server extracts
the client’s identity from the “identity_share” extension in
ClientHello and can also compute IDEK

IDEK = HMAC0(e(H(IDC), skS)).

Fig. 3. iTLS 0-RTT handshake. “+” indicates extensions sent in the
previously noted message and “*” indicates optional or situation-dependent
messages that are not always sent. Green box indicates messages protected
using keys derived from IDEK. Blue box indicates messages protected using
keys derived from handshake_secret.

From the bilinearity of the pairing, we can get the equation

e(skC, H(IDS)) = e(H(IDC), H(IDS))
s = e(H(IDC), skS).

Thus, the server can accept and decrypt the early data
with the IDEK. In order to accept the early data, the server
must have selected the first symmetric cipher suite offered in
the ClientHello’s cipher suites field. It also returns its own
“early_data” extension in the EncryptedExtensions message,
indicating that it intends to process the early data.

After receiving the Finished message from the server, if
the server has accepted the early data, the client needs to
send an EndOfEarlyData message to the server before send-
ing the Finished message. This message indicates that all
the 0-RTT data have been transmitted. The rest of the hand-
shake is the same as the iTLS 1-RTT handshake shown
in Fig. 2. The client and the server establish the new
session keys to encrypt the handshake messages and the
normal application data by exchanging the “identity_share”
extensions.

The IDEK described above provides protection analogous
to TLS 1.3 with the PSK model. However, the security prop-
erties for the early data encrypted using this IDEK are weaker
than those for other kinds of data (the handshake messages
and application data). First, the early data are not the forward
secret. If the long-term private key of the client or the server
is compromised after completing the handshake, an attacker
who has stored the early data in advance can compute the
early secret and decrypt the early data. Second, the early data
can be replayed arbitrarily. The attacker simply duplicates a
flight of 0-RTT data, the server cannot determine whether it
is a new connection or a replay.

The iTLS employs the ephemeral secret ticket to enhance
the 0-RTT data’s security. After establishing the connection
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successfully, the server sends the client a NewSessionTicket
message that carries an “identity_share” extension and an
“early_data” extension. The former extension contains an
ephemeral public key offered by the server, which will be
involved in establishing the IDEK in the subsequent connec-
tion. The server determines the ephemeral key according to
the IBAKA algorithm that the current handshake uses. In this
article, the server chooses a random secret r and calculates
[EKS]ek = rP as the ephemeral public key for establishing the
early key. The latter extension is the same as the extension in
TLS 1.3, which contains an integer to indicate the maximum
amount of 0-RTT data that the client is allowed to send when
using this ticket and ephemeral server key.

The server then stores the ephemeral secret r and the identity
information of the client (the identity and PKG information) in
a database with the ticket in the NewSessionTicket message as
the lookup key. For the constrained server, it can directly use
the encrypted and integrity-protected r and the client’s identity
information as the value of the ticket, thereby avoiding keeping
per-client state.

After receiving the NewSessionTicket, the client caches the
ticket and the associated ephemeral server key along with the
server’s identity information. The identity information contains
the server’s identity and PKG information, which is carried in
the “identity_shared” extension in the NewSessionTicket mes-
sage. Since the client has determined that the server registers
with the same PKG based on the successful handshake, it only
needs to cache a hash of the PKG information. In the next
connection, the client can use this hash value to determine
whether the PKG has updated the system parameters, so as to
determine whether the ticket can still be used. Therefore, the
ephemeral secret ticket introduces very little memory overhead
for constrained devices.

When establishing a new connection with the same server
subsequently, the client includes this ticket in the “early_data”
extension within the ClientHello message. With the server’s
ephemeral public key [EKS]ek and the ephemeral secret x ran-
domly selected by the client, the client calculates the IDEK
through the corresponding IBAKA

IDEK = HMAC0
(
x[EKS]ek‖e

(
xPpub + skC, [EKS]ek + PKS

))
.

The client’s ephemeral public key EKC = xP is sent to the
server by carrying it in the “identity_share” extension of the
ClientHello.

The server retrieves its ephemeral secret r from the received
ticket. Combined with the client’s identity information within
the “identity_share” extension of the ClientHello, the server
can also compute the IDEK

IDEK = HMAC0
(
rEKC‖e

(
EKC + PKC, rPpub + skS

))
.

The ephemeral secrets offered by both sides of the com-
munication guarantee that the IDEK provides perfect forward
secrecy. In addition, the server can reject reduplicative tickets
to mitigate the replay attack. After accepting the early data,
the server erases the ephemeral secret from the local database
or stores the value of the received ticket until the ticket expires
and rejects duplicates during storage.

The new format of the “early_data” extension is shown as

struct {
select (Handshake.msg_type) {

case new_session_ticket:

uint32 max_early_data_size;
case client_hello: opaque ticket;
case encrypted_extensions: Empty;

}
} EarlyDataIndication.

IV. SECURITY ANALYSIS

In this section, we describe several important security
properties the iTLS provides.

We consider an attacker to be an active network attacker,
which means it has complete control over the communication
channel between the communicating parties. Thus, the attacker
can eavesdrop, replay, insert, delete, or modify all messages
exchanged between the parties, and further, may attempt to
impersonate either party to communicate with the other party.
We also consider an attacker that has the capacity of tampering
with the IoT devices to extract their long-term private keys. We
do not consider the Denial-of-Service (DoS) attack since iTLS
is a connection-oriented protocol. Nevertheless, the “cookie”
extension supported by TLS 1.3 can also be used to provide
a measure of DoS protection for the nonconnection-oriented
version [8].

It is assumed that the PKG is trusted, secure, not com-
promise, and will not launch any active attacks. Since all the
private keys are derived from the master key held by the PKG,
an untrusted PKG or an attacker who compromises the mas-
ter key can arbitrarily mount a successful MitM attack. We
also assume that the AEAD cipher for symmetric encryption
is secure, and the hard problems described in Section II cannot
be solved with an efficient algorithm. In addition, the security
of iTLS is relevant to the IBAKA protocol chosen to establish
the shared key during the handshake. The formalized security
proof of the IBAKA protocol chosen in this article can be
found in [32].

End-to-End Security: Since iTLS has the same record layer
as the TLS 1.3 protocol, all the application data transmitted
through iTLS is divided up into a series records, and all the
records are encrypted and integrity protected by AEAD with
the shared key established during the handshake. Moreover,
iTLS ensures that the shared key established can only be
known by the communication parties. Thus, only the com-
munication endpoints can encrypt and decrypt the data, and
further, only the endpoints can authenticate the data transmit-
ted from the peer. Any third party on the communication path
(such as the gateway) or attacker that eavesdrops and manip-
ulates the network cannot acquire the plaintext data, modify
existing data, or inject false data. Thus, end-to-end security
can be realized through iTLS.

Mutual Authentication: iTLS provides implicit mutual
authentication without using certificates. During the hand-
shake, after receiving and validating the Finished message
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from the server, the client can confirm that the server has
computed the same shared secret as that calculated using the
server’s public key. Given the assumption that the PKG is
trusted and well behaved (it will not impersonate the server),
the client can confirm the server’s authenticity since only the
entity that possesses the server’s long-term private key can cal-
culate the same shared secret. Similarly, upon receiving and
validating the Finished message sent by the client, the server
can also verify the client’s authenticity.

Perfect Forward Secrecy: This property ensures that com-
promising the long-term private keys of one or both commu-
nication parties cannot break the security of the session key
established in the previous handshake, and therefore the secu-
rity of the protected data transmitted beforehand. In iTLS,
the calculation of the shared session key depends not only on
the long-term private key of the participating parties but also
on the randomly selected endpoints’ ephemeral secrets. Even
if an attacker compromises the private keys, he also needs
to compute xyP from EKC = xP and EKS = yP, which is
a CDH problem and is independent of the long-term private
keys. Thus, an attacker who knows the private keys cannot
get previous session keys. In the 0-RTT mode of iTLS, the
server sends the ephemeral public key in a previous connection
through the ephemeral secret ticket. The client can generate the
early key with forward secrecy by including the ticket value
in the “early_data” extension in the ClientHello.

Uniqueness of the Session Keys: Since the endpoints’
ephemeral private keys are randomly selected in each con-
nection, any two distinct handshakes produce distinct and
independent session keys. Even the early key and the ordi-
nary session key produced by the same handshake are distinct
because they are calculated from different ephemeral server
keys. Therefore, even though one session key is compromised,
the attacker cannot obtain any useful information on other
session keys.

Key Compromise Impersonation Resistance: In a mutually
authenticated connection, compromising the long-term pri-
vate key of one participant should not break that participant’s
authentication of its peer. It means that an attacker who com-
promises a device’s private key cannot impersonate arbitrary
legitimate entities to establish a connection with that device
successfully in subsequent handshakes. In iTLS, if the attacker
compromises the client’s long-term private key, he imperson-
ates the server to establish a connection with the client. He
knows the client’s private key skC, the ephemeral public key
EKC sent by the client, and the ephemeral secret y′ he chooses.
To calculate the shared secret y′EKC||e(EKC + PKC, y′Ppub +
skS), he must calculate e(EKC, skS) = e(P, PKS)

xs. However,
the server’s private key is not known, and calculating xsP from
EKC = xP and Ppub = sP is a CDH problem.

PKG Escrow: In contrast to classical public-key cryptogra-
phy that the key generated by the user, the private key in IBC
is generated by the PKG. PKG escrow indicates that the PKG
can recover the session key for a completed handshake. For
the iTLS protocol described in this article, even though the
PKG knows the communication parties’ private keys and the
master secret s, it cannot recover the session key yet, since
it cannot calculate xyp from xP and yP, which is a CDH

problem. However, PKG escrow is desirable under certain cir-
cumstances, especially in certain closed group applications.
In these situations, other IBAKA protocols that support PKG
escrow can be implemented in iTLS [35].

Resistance to Man-in-the-Middle Attack: An attacker
subverts the communication steam in order to masquerade as
the server to the client and the client to the server. In iTLS,
when an attacker receives respective EKC and EKS from the
client and the server, he can construct arbitrary EK′

C and EK′
S

to replace EKC and EKS, and send them to the server and the
client, respectively. For example, the attacker can randomly
select x′ and y′, and replace EKC = xP with EK′

C = x′P
and EKS = yP with EK′

S = y′P. Then, the shared secret
the client computes is xEK′

S||e(xPpub + skC, EK′
S + PKS) =

y′xP||e(Ppub, y′xP)e(P, PKS)
xse(PKC, y′sP)e(PKC, PKS)

s.
However, though the attacker knows xP and y′, he cannot
compute the shared secret without the server’s private
key. The attack can also substitute EKC and EKS with
EK′

C = x′P − PKC and EK′
S = y′P − PKS, respectively.

Thus, he can calculate e(xPpub + skC, EK′
S + PKS) =

e(xPpub + skC, y′P) = e(Ppub, y′EKC)e(PKC, y′Ppub).
However, he still cannot compute the shared key, since he
needs to compute xEK′

S = x(y′P − PKS), which needs him
get x from xP. This is the ECDL problem.

Resistance to Replay Attack: The keying material used for
encrypting the ordinary 1-RTT data is determined by both the
client and the server, thus providing replay protection for the
1-RTT data. However, the early traffic key does not depend
on the ServerHello, and therefore the 0-RTT data are vul-
nerable to the replay attack [27]. An attacker could simply
record the ClientHello message and the 0-RTT data and dupli-
cates the flight to mount a replay attack. The iTLS prevents
this type of attack by guaranteeing that the ticket associated
with the ephemeral public key used for the early secret estab-
lishment is accepted at most once. Nevertheless, a network
attacker can also take advantage of the client retry behavior to
arrange for the server to receive multiple copies of an appli-
cation message [9]. This type of attack cannot be prevented at
the transport layer and must be dealt with by the application.

V. IMPLEMENTATION AND PERFORMANCE EVALUATION

We implemented iTLS1 based on the WolfSSL library,2

which is a lightweight open-source TLS/SSL implementation
targeting at IoT and currently supports the TLS 1.3 protocol.
As we choose the pairing-based IBAKA protocol in iTLS in
this article, we also introduced the PBC library to implement
the pairing operations [43]. The PBC library is a free portable
C library that allows the rapid prototyping of pairing-based
cryptosystems. We also modified the demo server and client
applications that are part of the WolfSSL to support the iTLS
protocol for the experiment. Our implementation was tested
and run on the Linux 4.10 kernel.

We experimentally evaluate the performance of iTLS,
specifically on network traffic overhead and connection
latency. The experimental results are shown by comparing the

1https://github.com/PengkunLi-nudt/iTLS
2wolfSSL. https://www.wolfssl.com/products/wolfssl/
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TABLE I
TRAFFIC OVERHEAD COMPARISON AT 112-B SECURITY (BYTES)

TABLE II
TRAFFIC OVERHEAD COMPARISON AT 128-B SECURITY (BYTES)

performance of iTLS and TLS 1.3. We configure TLS 1.3
to use PSK, RSA certificate, and elliptic curve cryptography
(ECC) certificate, respectively. RSA certificate-based TLS uses
RSA for authentication and DHE for key exchange, while ECC
certificate-based TLS uses the elliptic curve digital signature
algorithm (ECDSA) for authentication and ECDHE for key
exchange. Both the client and the server are set to be authen-
ticated in certificate-based TLS. We compare the performance
of iTLS and TLS at the 112- and 128-b symmetric key secu-
rity, respectively. In different security levels, the length of
involved cryptographic keys is chosen according to the recom-
mendations of NIST [44]. Finally, the cipher suites for both
iTLS and TLS 1.3 select “TLS_AES_128_CCM_SHA256” for
symmetric key and hashing operations.

Our experiment was run on two virtual machine instances
within a computer with a 2.30-GHz Intel i5-6300HQ quad-core
processor and 4-GB memory. We run the client application on
one virtual machine and run the server application on the other
one. Each virtual machine instance consumed a processor core
and 1-GB memory.

A. Network Traffic Overhead

Our results from comparing network traffic generated by
iTLS and TLS 1.3 are listed in Table I and Table II. These
results provided indicate the number of bytes of the records
generated during the full handshake, so these bytes do not con-
tain the IP protocol header and the TCP header. Table I shows
the results measured with 112-b security level, at which the
RSA and ECC certificates used by TLS are 1322 and 814 B in
size, respectively. Each certificate is accompanied by a mini-
mal certificate chain of length 2. Since the client and server do
not need to transmit Certificate and CertificateVerify messages,
iTLS reduces the traffic overhead by 82.3% and 68.5% com-
pared to TLS using RSA and ECC certificates, respectively. At
the security level of 128-b (RSA certificate size is 1667 B and
ECC certificate size is 839 B), the traffic overhead decreases
by 82.6% and 61.2%, respectively (shown in Table II). It
should be noted that large certificate messages have to be
divided into multiple packets when transmitting over a link
with limited packet sizes, such as IEEE 802.15.4. These small

packets result in more network traffic overhead. Sending fewer
bytes also means less energy consumption, which has signif-
icant implications for constrained devices. Therefore, iTLS is
more suitable for the IoT scenarios than certificate-based TLS
in terms of communication overhead and energy consumption.
However, iTLS establishes a secure connection with more traf-
fic overhead than the PSK-based TLS. These extra bytes are all
introduced by the “identity_share” extension in the ClientHello
and ServerHello messages.

B. Connection Latency

We evaluate the connection performance of iTLS with two
kinds of experiments. The first experiment is designed to eval-
uate the full handshake latency for iTLS. In this experiment,
the client establishes encrypted connections with the server
using the basic full handshake of iTLS and TLS, respec-
tively. The handshake latency is measured on the server side
as the time from receiving the ClientHello message until the
handshake is considered complete. We conduct 500 measure-
ments for each type of handshake and compute the average
handshake latency.

To study the impact of iTLS’s 0-RTT model on connec-
tion latency, we design the second experiment in which the
client sequentially connects to the server, sends a 28-B request,
receives a 58-B response, and terminates the connection. The
client establishes a secure connection with the server using
iTLS’s 0-RTT handshake, TLS’s 0-RTT handshake with PSK,
and TLS’s 1-RTT handshake with certificates, respectively. We
measure the number of such operations completed in 1 min
for each type of connection.

We performed the experiments under a variety of network
latencies, packet loss rates, and bandwidth using Linux’s netem
interface. In addition, all the measurements were performed
on links with the maximum transmission unit (MTU) of 1500
(the Ethernet MTU) and 127 (the maximum frame size for
IEEE 802.15.4), respectively. The MTU of 127 is adopted to
simulate an IEEE 802.15.4 link for better evaluating iTLS
performance on the IoT networks, such as wireless sensor
networks.

1) Full Handshake Latency: Fig. 4 shows the comparison
of the full handshake latency between iTLS and TLS 1.3 on a
network with zero latency, no packet loss, and unlimited band-
width. As we can see, in the ideal network environment, iTLS
creates connections faster than TLS 1.3 that uses certificate-
based authentication. At the security level of 112 b, the iTLS
handshake is about three times faster than certificate-based
TLS. At 128-b security, the performance of iTLS handshake
increases by 78% and 60% compared to the RSA certificate-
based TLS and the ECC certificate-based TLS, respectively.
The handshake latency is mainly caused by the processing and
transmitting of handshake messages. While the time to trans-
mit messages is negligible in the ideal network environment,
iTLS eliminates the processing and verification of certificates
comparing with the certificate-based TLS. In addition, the
average handshake latency for iTLS is higher than that for
PSK-based TLS, which also does not need to exchange and
process the Certificate and CertificateVerify messages. This is
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Fig. 4. Time spent completing a full handshake with different security in
an ideal network environment. Data shown are measured on 1500 MTU link,
data with MTU 127 are similar.

because iTLS needs to use the time-consuming pairing oper-
ation to calculate the shared secret during the handshake. In
contrast, TLS uses the PSK directly as the shared key.

Fig. 5 displays the handshake latency for iTLS and TLS 1.3
according to the network latency. The average time each hand-
shake takes is plotted in log scale. With increasing network
latencies, the time to transmit messages gradually dominates
during the handshake, so the average handshake latency for
both iTLS and TLS is increasing. However, the handshake
performed by iTLS always takes less time than the certificate-
based TLS, especially on the link with MTU of 127. The
handshake latency for iTLS is slightly higher than that for
TLS with PSK mode, and these two latencies become equal as
the network latency increases. In addition, the gap between the
handshake latencies of certificate-based TLS on 127 MTU link
and on 1500 MTU link enlarges as network latency increases,
while the handshake latencies for iTLS and PSK-based TLS
have slightly changed with different MTU. At the network
latency of 256 ms, the handshake of iTLS, PSK-based TLS,
RSA certificate-based TLS, and ECC certificate-based TLS
performed on the link with MTU of 1500 takes 527.18, 514.10,
623.42, and 598.39 ms at 128-b security, respectively. With
MTU of 127, the times are 530.58, 515.93, 3094.78, and
2083.92 ms, respectively. The reason is that the large certifi-
cate messages require to be divided into more fragments, and
thus taking more time to transmit on the lower MTU link.

Fig. 6 shows the impact of packet loss on the hand-
shake performance of iTLS and TLS 1.3. The time that iTLS
performs a full handshake is always close to the time the
PSK-based TLS takes to perform a handshake in a packet loss
network environment. What is more, the handshake latency for
the iTLS increases more slowly than that for the certificate-
based TLS as the packet loss rate rises. For example, at
128-b security, when the packet loss rate reaches 17.5%, the
iTLS, PSK-based TLS, RSA certificate-based TLS, and ECC
certificate-based TLS handshake performed on the 1500 MTU
link takes 304.41, 290.27, 876.63, and 769.41 ms, respec-
tively. With MTU of 127, the gap between the handshake
latencies of certificate-based TLS and iTLS is greater. The

average handshake times are 658.74, 980.40, 12740.72, and
6787.71 ms, respectively. These results are attributed to the
avoidance of the delivery of large certificate messages, which
could result in many retransmissions for the lost packets. This
indicates that the connection latency of iTLS that does not use
certificates is less affected by the packet loss.

Fig. 7 displays the full handshake latency for iTLS and TLS
on networks with different bandwidth. The iTLS achieves bet-
ter connection performance than the certificate-based TLS in
low-bandwidth networks because of the lower traffic overhead.
With 64-kb/s bandwidth, the average handshake latencies for
iTLS, PSK-based TLS, RSA certificate-based TLS, and ECC
certificate-based TLS are respective 87.36, 68.75, 993.73, and
508.80 ms on 1500 MTU link, and respective 204.26, 87.82,
1713.03, and 1004.22 ms on 127 MTU link at 112-b security
level. At the security level of 128 b, the times are, respectively,
81.70, 68.75, 1235.95, and 511.05 ms with MTU of 1500, and
respective 183.47, 87.82, 2231.25, and 1281.36 ms with MTU
of 127. In addition, when the bandwidth achieves 256 kb/s, the
handshake latency for iTLS is close to the handshake latency
on the ideal network. This indicates that iTLS is well suited
for the low-bandwidth network.

2) 0-RTT Connection Performance: Fig. 8 shows the
connection performance ratios between 0-RTT iTLS versus
certificate-based 1-RTT TLS and 0-RTT iTLS versus PSK-
based 0-RTT TLS. Each connection contains a TCP hand-
shake, a handshake for secure channel establishment, and an
application data exchange. On the link with MTU of 1500,
the performance of the iTLS is at least 1.5 times efficient than
that of the certificate-based TLS. This protocol performance
ratio approaches the number predicted by counting the round
trips inherent in each type of connection at high latencies.
The 0-RTT model of iTLS facilitates the full connection
process to complete in two round trips with one for TCP
handshake, while certificate-based TLS requires three round
trips to perform a full connection. With a lower MTU, the
transmission of large certificates further lowers the connec-
tion performance of the certificate-based TLS, while iTLS is
almost unaffected. Thus, as shown in Fig. 8(c) and (d), iTLS
is 2.5–4.0 times faster than RSA certificate-based TLS, and
about 2.0–3.5 times faster than ECC certificate-based TLS on
127 MTU link. Although PSK-based 0-RTT TLS also com-
pletes the data exchange in two round trips, the connection
based on iTLS takes more time because of the IDEK calcula-
tion. However, the time to compute the early key is negligible
with high network latencies. Thus, the performance ratio of
iTLS versus PSK-based TLS gradually approaches 1.0 as the
network latency increases.

VI. RELATED WORK

The existing research results have demonstrated that ECC
and pairing-based cryptography can be well suited for the
resource-constrained devices [21], [45]. Many works apply
IBC for key management in IoT and WSN. These schemes use
IBC to set up the pairwise keys between nodes and provide
security for end-to-end communication by using the symmet-
ric keys to protect the data. Szczechowiak and Collier [46]
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(a) (b)

Fig. 5. Comparison of full handshake latency for iTLS and TLS 1.3 on networks with different latencies. (a) At 112-b security. (b) At 128-b security.

(a) (b) (c) (d)

Fig. 6. Comparison of full handshake latency for iTLS and TLS 1.3 on networks with different packet loss rates. (a) With 112-b security and MTU of 1500.
(b) With 128-b security and MTU of 1500. (c) With 112-b security and MTU of 127. (d) With 128-b security and MTU of 127.

(a) (b) (c) (d)

Fig. 7. Comparison of full handshake latency for iTLS and TLS 1.3 on networks with different bandwidth. (a) With 112-b security and MTU of 1500.
(b) With 128-b security and MTU of 1500. (c) With 112-b security and MTU of 127. (d) With 128-b security and MTU of 127.

proposed TinyIBE, a simple authenticated key distribution
mechanism using IBE for heterogeneous WSN. This solu-
tion provides only one-way authentication and no forward
secrecy. Since pairing-based IDNIKA allows two nodes to
establish a shared secret without exchanging any messages,
Oliveira et al. [21] used IDNIKA to bootstrap the security
in WSN and proposed TinyPBC, an efficient implementa-
tion of pairing primitives for resource-constrained sensor
nodes. Boujelben et al. [22] also proposed a key manage-
ment scheme for heterogeneous WSN based on IDNIKA.
However, the IDNIKA protocol cannot defend against the key
compromise impersonation attack or provide forward secrecy.

Cakulev et al. [25] combined the IBE and ECDH and proposed
an identity-based authenticated key exchange scheme that
does not suffer from the key escrow problem. This scheme
encrypts the exchanged ECDH parameters using IBE to estab-
lish the authenticated symmetric key, thus providing forward
secrecy. Qin et al. [47] introduced the Bloom filter into the
identity-based key management scheme to reduce the memory
overhead of the sensor node for storing other nodes’ identities
and public keys. Aiming at better efficiency, some pairing-
free authenticated key agreement protocols are proposed for
IoT [37]–[39], [48]. To tackle the key escrow issue, there are
also a few identity-based escrow-less authentication schemes
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(a) (b) (c) (d)

Fig. 8. Connection performance ratios between iTLS with 0-RTT model and TLS 1.3. (a) With 112-b security and MTU of 1500. (b) With 128-b security
and MTU of 1500. (c) With 112-b security and MTU of 127. (d) With 128-b security and MTU of 127.

for IoT by adopting the certificate-less paradigm [49]–[54].
However, many of these schemes are accompanied by complex
processing and high latency.

Some research works embed IBC into the network layer to
provide end-to-end authentication and secure communication
for the IoT. Markmann et al. [23] proposed a federated end-to-
end authentication mechanism for constrained devices based
on IBC. The entire IPv6 address of a device is used as its iden-
tity, and the powerful border gateway of each subnetwork acts
as the TA to assigns IP addresses and the corresponding private
keys to devices in this domain. The messages transmitted are
authenticated by signing them with a specific IBS algorithm.
To enable end-to-end authentication between nodes from dif-
ferent subnetworks, the subnet-ID equal to the cryptographic
hash of the TA public system parameters is embedded into the
IPv6 address. The embedded hash binds the TA to the sub-
network, preventing the replacement of the public parameters
without changing the identity as part of a man-in-the-middle
attack. However, this authentication mechanism does not pro-
vide confidentiality nor perfect forward secrecy, thus an ECDH
key exchange is needed to establish a symmetric-shared secret
between two parties.

Wang et al. [19] proposed the self-trustworthy and secure
Internet protocol (T-IP) for authenticating and encrypting
network-layer communications. T-IP also uses the IP address
as the public key and assigns the corresponding IBC-based
private key to the host, thus providing a self-trustworthy
IP address. Based on the T-IP address, two hosts calculate
the symmetric session key through the IDNAKA protocol
to encrypt the communication. The self-trustworthy also pro-
vides the secure feature of source accountability and prevents
the spoofing source address. Therefore, T-IP can achieve an
authenticated and secure data transmission without spending
time on credential-based authentication or key negotiation.
However, T-IP cannot provide forward secrecy, since it adopts
IDNAKA to establish the session key. In addition, the mecha-
nisms operating at the IP layer generally must be implemented
in the operating system kernel.

Similar to our work, some proposals integrate IBC into
the TLS protocol to accommodate the constrained nature of
IoT and WSN. Mzid et al. [20] proposed two modified TLS
handshake protocols based on IBC for IP-based WSN. They
incorporate IBC for authentication to reduce the management
overhead of certificate-based solutions in the traditional TLS
and improve the TLS handshake performance in terms of

latency and energy consumption. The first proposed TLS
handshake still uses ECDH for key exchange but uses the
IBS algorithm to sign the ECDH ephemeral public key for
authentication. This handshake protocol skips the transfer of
certificates, thus reduces the number of messages exchanged
during the handshake. The second proposal goes further by
using the IBNIKA protocol instead of ECDH to establish the
shared key. Bilinear pairing allows two nodes to establish
the shared session key without any interaction. This further
reduces the number of handshake messages sent. However,
the session key established based on the pairing does not sat-
isfy the forward secrecy property. Both handshake protocols
are designed based on TLS 1.2, thus the secure connection
is established with two round trips. In addition, the design of
these two protocols does not consider compatibility with the
original protocol.

Wang et al. [24] extended the raw public-key mechanism
to support the IBS algorithm. The raw public key is used for
authentication in TLS/DTLS to simplify certificate exchange.
With the raw public-key mechanism, only entities’ public keys
are exchanged during the TLS/DTLS handshake, instead of
transmitting certificates or the full certificate chains. However,
the binding between the public key and the entity present-
ing the key is established through an out-of-band mechanism,
which might be challenging in the IoT networks. Wang et al.
used an IBC-based public key as the raw public key to simplify
this binding. To support IBS algorithms, the entity’s identity
as the raw public key is carried by the certificate message
along with the corresponding IBS algorithm identifier and the
PKG public system parameters. The CertificateVerify message
contains a signature over the handshake context using the IBS
algorithm. Since the TLS 1.3 handshake flow is not modi-
fied in this way, the shared session key is still established by
the (EC)DHE key exchange, which also needs 1 round trip to
complete the handshake. However, this mechanism does not
support the 0-RTT model.

The existing works proposed solutions based on the stan-
dardized protocols to secure the end-to-end communication
in the IP-based IoT. Raza et al. [55], [56] defined an IPsec
extension and implemented compressed IPsec for 6LoWPAN
to provide end-to-end secure communication between IP-
based sensor networks and the Internet. Kivinen [57] proposed
a minimal implementation of the Internet Key Exchange
version 2 (IKEv2) protocol for constrained devices, which
is a component of IPsec that performs mutual authentication
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and establishes security associations. However, this minimal
IKEv2 can only interoperate with a full IKEv2 implemen-
tation using shared secret authentication. SSNAIL provides
security for IP-based WSN based on ECC-enable SSL [58],
which uses certificates for authentication. Kothmayr et al. [12]
proposed an IoT security architecture based on the DTLS pro-
tocol using RSA. To support RSA in sensor networks, the
solution employs TPM assistance on sensor nodes. The IoT
entities perform a fully authenticated handshake by exchang-
ing their X.509 certificates. Though this solution provides
higher security, it is complex and expensive with respect to
deploying a hardware accelerator to every sensor, especially
for a large number of sensors. Raza et al. [13] proposed a
6LoWPN header compression mechanism for DTLS, which
considerably reduces the number of transmitted bytes and thus
reduces the energy consumption. However, the proposed solu-
tion does not propose backward compatibility with the actual
DTLS standard.

Some solutions use the way of delegating to reduce over-
head resulting from certificates in the resource-constrained
IoT. Granjal et al. [14] proposed an architecture that supports
end-to-end security at the transport layer with the DTLS hand-
shake being mediated by a border router. The border router
uses certificates for authentication to communicate with the
Internet host and negotiates the session with the constrained
device through the PSK security mode. All the expensive oper-
ations (ECC computation, key agreement, etc.) are delegated
to the border router. Hummen et al. [15] proposed a simi-
lar approach. The full TLS/DTLS handshake is delegated to
a rich-resource entity, e.g., the gateway or the device’s owner.
The session state established by the full handshake is trans-
ferred to the constrained device to help it resume the session.
Santos et al. [16] proposed a DTLS-based security architecture
for the IoT, which allows to delegate the authentication pro-
cess to a trusted third-party device. However, the delegating
method generally has intricate handshake produce and cannot
provide high-level security.

VII. CONCLUSION

In this article, we have proposed iTLS, a lightweight TLS
protocol for end-to-end secure communication in the IP-based
IoT. Compared with the existing solutions, iTLS is more
prominent in three aspects: 1) iTLS minimizes connection
latency with the fact that it delivers data in the first flight
of messages with the protection under the IDEK, and that
it requires no transmission and verification of certificates by
providing mutual authentication through IBAKA; 2) iTLS
provides perfect forward secrecy for all protected data, includ-
ing early data, by exchanging the ephemeral server keys
in the previous connection; and 3) iTLS is easy to deploy
because of its full compatibility with the standardized protocol.
Security analysis performed on iTLS showed that the pro-
tocol can achieve enhanced end-to-end security. Performance
analysis demonstrated the efficient connection performance of
iTLS and its strong adaptability to the low-power and lossy
IoT networks. In Future work, we prepare to implement its
datagram-oriented version, iDTLS, based on the version 1.3 of

the DTLS protocol [28]. We believe that iDTLS can achieve
more significant performance improvement for DTLS since
the retransmission mechanism of DTLS for lost handshake
packets operates on all packets in a flight.
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