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Delegation and referral in DNS

* To answer the resolver’s query, an authoritative nameserver can choose whether to
answer the question directly or delegate the answer to another nameserver

* The delegation is mostly driven by performance gains and enables integration with
third-party services

* Referral response is a multiple delegation response

* Motivated by fault-tolerance and managing latency

* Delegation has been a vulnerable attack vector in DNS
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Amplification attack on DNS
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Amplification attack on DNS (cont.)
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Contents

e Background Dig into DNS query

* Prior delegation response attack - NXNSAttack (Usenix Security 20’)

* Latest delegation response attack - NRDelegation Attack

e Solutions

e Evaluation
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Background

 DNS is a distributed database that stores some values (such as IP address) that map
domain names to the values
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Dig into query

* DNS server sends authority sections list to the resolver

* Resolver selects a server based on its own internal policy
e Usually choose the server with the fastest response time

* Servers sometimes glue IP addresses together for efficiency (optional)

Resolver Root Server
- AUTHORITY SECTION:

@ Q. google.com A @ com. NS a.gtld-servers.net.
> NS
(o] ¢
-~

com. b.gtld-servers.net.
0] o com. NS c.gtld-servers.net.

P

<

Query each entry in the list parallel

A. referral response .- ADDITIONAL SECTION:
a.gtld-servers.net. A 192.5.6.30
} b.gtld-servers.net. A 192.33.14.30

c.gtld-servers.net. A 192.26.92.30
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NXNS Attack (Security 20’)

* Recent DNS attack, NXNS attack employs a malicious NS referral response using a
long list of non-existing name server names

e Until 20’, resolvers query domain names in referral response ALL in parallel

[ns#. fake.test. are NOT exist
Authoritative NS

Q. fake.test A
. [@wo

Resolver

»+ AUTHORITY SECTION:

fake.test. NS nsl.fake.test.
< @\' - fake.test. NS ns2.fake.test.
‘e | fake.test. NS ns3.fake.test.

A. referral response

Queries “15000” entries in parallelJ fake.test. NS  nsld999.fake.test.
fake.test. NS ns15000.fake.test.
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NXNS Attack (Security 20’) - Solution

* To mitigate the attack, some limits are introduced

Only query 5 domains
in parallel

: ; AUTHORITY SECTION:

fake.test. NS nsl.fake.test.
fake.test. NS ns2.fake.test.
fake.test. NS ns3.fake.test.
fake.test. NS nsl.fake.test.
fake.test. NS nsS5.fake.test.
“fake.test. NS nsb6.fake.test.
fake.test. NS ns7.fake.test.
fake.test. NS ns1499.fake.test.
fake.test. NS nslSOO.Fake.test.—/
_— NS

> Maximum

AsEeet—fake—test=—> Ignore
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NXNS Attack (Security 20’) - Solution

* Process only five queries in parallel at a time
* If all five queries fail, the next five are fetched and queried

* This method can still occupy the resolver's resources for a long time, but it doesn’t
consume more than a limited amount of resources.

[ns#. fake.test. are NOT exist

Resolver Authoritative NS
@ Q. fake.test A @ .. AUTHORITY SECTION:
> fake.test. NS nsl.fake.test.
O._C < ~ - fake.test. NS ns2.fake.test.
A. referral response " fake.test. NS ns3.fake.test.
fake.test. NS nsd.fake.test.
fake.test. NS ns5.fake.test.
“fake.test. NS ns6.fake.test.
Works “5” entries in para||e|J fake.test. NS ns7.fake.test.
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What if the malicious nameserver responds?

* The previous attack assumed that the malicious nameserver doesn’t respond at all
 What happens if the server sends a referral response to another malicious server?

* And what happens if the server sends multiple referral responses recursively?

It's not up to us. J [ It's not up to us. J [ It's not up to us. ]
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If not fail but success with delegation response?

* The resolver handles each referral response processing independently

* This means that the previous limits worked independently

* Query count increased in logarithmic scale

fake
- - AUTHORITY SECTION: fake
fake.test. NS nsl.fake.test —> fake
fake.test. NS ns2.fake.test fake
fake.test. NS ns3.fake.test fake
fake.test. NS nsu.fake.test. fake
fake.test. NS ns5.fake.test. fake
fake.test. NS ns6.faKe.test. fake
fake.test. NS ns7.fake.test. fake
fake.
fake
fake.test. NS ns999.fake.test. iate
fake.test. NS ns1000.fake.test. ane
fake
fake

.test.
.test.
.test.
.test.
.test.
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test.
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nsl0.fake
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nsld.fake
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Is the attack feasible?

 We don't actually need N servers for all N servers to get a response
* Servers sometimes glue IP addresses together for efficiency (optional)

e |f an IP address in ADDITIONAL SECTION is the same, the resolver uses the data in its
own cache rather than querying other nameservers

Resolver DNS Server
»» AUTHORITY SECTION:
@ Q. fake.test A @ fake.test. NS nsl.fake.test.
> fake.test. NS ns2.fake.test.
(0] ¢ < (0] ¢ o fake.test. NS ns3.fake.test.
— —

A. referral response , ADDITIONAL SECTION:

nsl.fake.test. A 192.9.9.9
ns2.fake.test. A 192.9.9.9
9.9.9

ns3.fake.test. A 192.
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Is the attack feasible?

* Omit the corresponding IP addresses (IP glue) of the NS record
* The resolver then should traverse all the NS by itself, without help from the cache

++ AUTHORITY SECTION:
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Solutions

* Consider only k of the NS names in the referral response

fake.test. NS ns6.fake.test.

.« AUTHORITY SECTION: Total 15 fake.test. NS ns7.fake.test.
fake.test. NS nsl.fake.test: —> fake.test. NS ns8.fake.test.
fake.test. NS ns2.fake.test fake.test. NS ns9.fake.test.
fake.test. NS ns3.fake.test fake.test. NS nsl0.fake.test.
fake.test. NS  nsi.fake.test. fake.test. NS nsll.fake.test.
: : : fake.test. NS nsl2.fake.test.

fake.test. NS nsl3.fake.test.

fake.test. NS nsly.fake.test.

fake.test. NS nsl5.fake.test.
fake.test. NS nsl6.fake.test.

fake.test. NS ns999. fake.test. ﬁ:hg'zgzz‘ mg Ezig'ﬁgtz'zgzz'
fake.test. NS ns1000.fake.test. | : : ’ :
fake.test. NS nsl9.fake.test.

fake.test. NS ns20.fake.test.
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Measurement and Setups

* Placed the client, resolver, and authoritative servers in the same cloud region (Azure)
e Simulated environment

* Intel Xeon Platinum 8272CL (only 4 vCPU), 16GB RAM

Clients Recursive Resolver Authoritative Servers
Q ereleon
Client 1 _ ! lg
I .delegation.com
:@ < . Resolver iﬂwm
“ (Bind9 / Knot / Unbou”d)é n

Client 2 .benignAuth.com

name Servers

BE
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Complexity factor
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Appendix. DNS glue requirements in referral responses

* Published in September 2023 (after paper) - RFC 9471

* Name server MUST include all available glue records for in-domain name servers

* Name server SHOULD include all available glue records for sibling domain name

servers

sy QUESTION SECTION:
:www.foo.test. IN

In-domain (In-bailiwick) name server

- - ITY SECTION:

foo.test. Be488 IN NS ns1.foo.test.
foo.test. Be4B0 IN NS ns2 . foo.test.
s ADDITIOMAL SECTION:

nsl1.foo.test. Bb6488 IN & 192 .8.2.1

ns? . foo.test. Br4B08 IH BAA A 2881 :db8::2:2
sy QUESTION SECTIONM:

www.Too.test. IN A

. [TY SECTION:

oo.test. BedB8 IN NS nsl.bar.test.
oo.test. Be4BB IN NS ns2 .bar.test.
o ADDITIONAL SECTIOMN:

ns1.bar.test. Bo488H IN 1] 192.8.2.1

ns? .bar.test. BeABEB IH BB A 2881 :db8::2:2

‘ Sibling name server
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Conclusion

* Well-known open resolvers were vulnerable to NRDelegation attack
* Using delegation response can bypass the parallel queries limit
* Asingle query from client can make 5,600 queries with 10? machine instructions

* The solution author suggested still has a high complexity factor
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Thank you
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