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Introduction

• Growing plethora of connected devices and things are 
reshaping the landscape of an Internet-of-Things (IoT)

• Due to the increasing diversity, novel threats and attack 
vectors are suggested

* Blockchain Signaling System (BloSS): Cooperative Signaling of Distributed Denial-of-Service Attacks, Journal of Network and Systems Management, 2020
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Importance

• Threats of IoT devices are harmful to not only device itself, 
but also human life and properties

• Attacks on smartcar, e-health devices are directly connected 
to human life

• Attacks on smartcity infra, bank lead to losses of properties

➔ Intrusion detection on IoT devices becomes more important
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Codebook-based IDS

• Transforming flow-based features into more discriminative 
representations

• Designing an ensemble of classifiers based on these to 
differentiate between benign and malicious flows

• The method is designed to serve in a centralized IDS, 
leveraging the compute and storage resources therein
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Design
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Overview
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Overview
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Overview

• Process of this work is common
• Widely used concepts of feature extraction, machine learning and 

classifying

• Characteristics of this work are in “codebook generation”
• Somewhat in ensemble learning
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Packet capture

• This work uses public dataset only
• No self-captured packet dataset

• NBaIoT and CICIDS2017 datasets are used
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Feature extraction

• Features are already extracted
(or selected) in dataset
• Authors just utilized them

• Features examples
• Flow Duration, packet Length (min, mean, stdev in forward and 

backward direction), subflow bytes (in forward direction), flow inter-
arrival time (min, mean, stdev in forward and backward direction), 
active_min, active_mean
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Codebook generation

• Only benign flows are used to
generate codebook

• In each time window ti, a clustering method such as KMeans
is applied to learn Nct key patterns as codewords to represent 
the benign traffic in ti
• Nct : the number of codewords (the number of clusters)

• In short, they run nearest neighbor for all features in each 
window, centers become the codewords
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Codebook generation
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Features for window ti , Nct=4

Features for window ti-1, ti-2 , …

data point (feature)

codeword (center)



Ensemble training

• Each classifier in ensemble is
trained on a random subset
of the training dataset

• The prediction of each constituent classifier is then combined 
through voting to produce the overall classification output
• Detailed procedure of voting is omitted in the paper

• Pros: Parallelism & Better generalization ability

14 / 12



Classifying

• Scoring is based on distance

• bin (qti,k
) holds the distance of Fj from cwti,k

• SVM is chosen as base classifier
• A single multi-class SVM classifier is built by collecting many such 

binary classifiers, depending on the number of classes in the dataset
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Evaluation
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Dataset description – CICID2017
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Dataset description - NBaIoT
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Effect of time window

• Shorter time window, higher accuracy, longer processing time

• 0.75 shows, however, there can be “overfitting”
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Effect of # of centers (in codebook)
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• More codewords, higher accuracy, longer learning time

• 15 is the best, however, it shows that parameter can
change depending on dataset



Performance results

• Benign v.s. DoS, web attack, brute-force attack

• Outliers
• Heartbleed: only 11 samples

• SQL injection & XSS: hard to classify, but the are “not benign”
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Performance results

• Show high accuracy

• However, the results are 
“separated”
• The authors made a classifiers 

for each attack type

• This means, it seems that hard 
to distinguish attack types in 
DDoS
• And also as combines of web 

attacks, DoS, and DDoS
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Conclusion

• Authors proposed TempoCode-IoT
• A temporal codebook-based encoding of flow features

• A novel feature transformation of network flow features based on 
capturing the key patterns of benign traffic in a learnt temporal 
codebook

• The experimental evaluations on recent realistic datasets 
(CICIDS2017 and NBaIoT) proved the effectiveness of 
TempoCode-IoT representations
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