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Abstract
Email has become an essential service for global commu-

nication. In email protocols, a Delegation Mechanism allows

emails to be sent by other entities on behalf of the email

author. Specifically, the Sender field indicates the agent for

email delivery (i.e., the Delegate). Despite well-implemented

security extensions (e.g., DKIM, DMARC) that validate the

authenticity of email authors, vulnerabilities in the Delega-

tion Mechanism can still be exploited to bypass these security

measures with well-crafted spoofing emails.

This paper systematically analyzes the security vulnerabil-

ities within the Delegation Mechanism. Due to the absence

of validation for the Sender field, adversaries can arbitrarily

fabricate this field, thus spoofing the Delegate presented to

email recipients. Our observations reveal that emails with a

spoofed Sender field can pass authentications and reach the

inboxes of all target providers. We also conduct a user study

with 50 participants to assess the recipients’ comprehension

of spoofed Delegates, finding that 50% are susceptible to de-

ceiving Delegate information. Furthermore, we propose novel

email spoofing attacks where adversaries can impersonate

arbitrary entities as email authors to craft highly deceptive

emails while passing security extensions. We assess their im-

pact across 16 service providers and 20 clients, observing that

half of the providers and all clients are vulnerable to the dis-

covered attacks. To mitigate the threats within the Delegation

Mechanism, we propose a validation scheme to verify the au-

thenticity of the Sender field, along with design suggestions

to enhance the security of email clients.

1 Introduction

Email stands as a significant tool for global communication.

In 2023, approximately 347.3 billion emails were generated

and transmitted each day, averaging over 4 million emails per

second [45]. Unfortunately, due to its convenience and the sen-

sitive information it contains, email has become a preferred
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tool for network phishing attacks. According to Cofense’s an-

nual report [4], malicious email threats bypassing secure email

gateways (SEGs) increased by 104.5% in 2023, and email

continues to rank first among threat vectors for cybercrime,

with 90% of data breaches starting with phish. Consequently,

the persistence of email threats poses a formidable challenge

to network security.

Among various email threats, email spoofing attacks are

particularly concerning. Attackers employ various tactics to

impersonate legitimate entities, sending fraudulent emails

to deceive recipients and gain their trust. To counter these

spoofing emails, researchers have proposed various defen-

sive methodologies. As highlighted in numerous works [3,11,

36, 47], the email header, which includes vital fields, plays a

significant role in assessing the legitimacy of an email. The

From field, designating the message’s author, i.e., the indi-

vidual responsible for composing the email, holds particular

significance. Due to its importance, the From field is often the

primary target of email spoofing attempts, where attackers

aim to forge this field in fraudulent emails. Consequently, it

is also the central focus of email authentication schemes and

protocols [3, 6, 17, 36].

Despite the prevalence of email security mechanisms such

as DKIM [6] and DMARC [17] for verifying the authenticity

of the From field, we identify novel vulnerabilities that can

still be exploited in email spoofing attacks. These vulnerabil-

ities arise within what we term the Delegation Mechanism,

a widely employed strategy that allows individuals to send

emails on behalf of the actual author. RFC 5322 [33] speci-

fies the Sender field for recording the agent responsible for

email delivery (i.e., the Delegate). This field is crucial in the

Delegation Mechanism as it denotes the Delegate if different

from the email author. However, our observation reveals two

significant vulnerabilities: Vul-1: Sender field Fabrication
- the Sender field lacks authentication and can be arbitrarily

fabricated by attackers, and Vul-2: Inconsistent Delegation -

there is no standard protocol for implementing the Delegation

Mechanism, resulting in inconsistent implementations across

web interfaces and email clients. Attackers exploit these weak-
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nesses to pass authentications and dispatch spoofing emails

to potential victims. Our research introduces a novel email

spoofing attack that allows attackers to impersonate legitimate

entities, send emails, and evade security checks. By exploit-

ing issues within the Delegation Mechanism, these spoofing

emails can reach inboxes of popular service providers without

triggering security warnings, making recipients unaware of

the spoofing attacks.

This study delves into email authentication issues related

to the Delegation Mechanism, with a specific focus on the

Sender field. While the From field undergoes strict verifica-

tion, the Sender field lacks authentication and can be arbi-

trarily generated by email servers, which raises significant

security concerns. Based on the observation above, the pri-

mary objective of this paper is to investigate and answer three

key research questions:

• RQ1: How do mainstream email providers and clients

implement the Delegation Mechanism and handle emails

with spoofed Sender fields?

• RQ2: How do mainstream service providers and clients

convey the inconsistency between the email author and

Delegate to the user? Can users correctly comprehend

this inconsistency, especially during spoofing attacks?

• RQ3: How can an adversary exploit vulnerabilities

within the Delegation Mechanism to craft practical at-

tacks? What measures can mitigate these risks and de-

fend against such attacks?

We conduct comprehensive studies to answer these ques-

tions. Firstly, we systematically evaluate the implementations

of the Delegation Mechanism across 16 email services and 20

clients, focusing on the effect of the Sender field within this

mechanism. Our findings reveal that 10 providers have various

implementations for the mechanism, while 13 clients solely

use the Sender field as the Delegate. To understand recipi-

ents’ sensitivity to such spoofed email Delegates, we conduct

a user study involving 50 participants to observe their reac-

tions when encountering emails with various Delegates. Our

analysis indicates that deceptive Delegate information misled

50% of the participants into misjudging spoofed emails as

legitimate. To explore more effective methods of email spoof-

ing, we propose six distinct email spoofing methods involving

the Sender field, enabling attackers to impersonate anyone

and send spoofed emails to unsuspecting victims without any

warnings exposing the attackers’ addresses. We also evalu-

ate the efficacy of these attacks across 16 prominent email

providers and 20 clients and find half of the providers and

all clients vulnerable to these attacks. Finally, we propose a

validation scheme for the Sender field to enhance the security

of email systems.

This paper presents three main contributions:

• We identify the vulnerabilities within the Delegation

Mechanism for the first time and highlight the insuffi-

cient validation of the Sender field by most email ser-

vice providers.

Sender’s MUA Receiver’s MUASender’s Server

Relay Server

Receiver’s Server

HTTP
SMTP

HTTP
IMAP
POP3

SMTP SMTP

SMTP

Figure 1: Email Delivery Process.

• We conduct a comprehensive user study involving 50 par-

ticipants to evaluate the effectiveness of forged Delegates

on email users, with half of the participants susceptible

to misleading email delegate information.

• We propose six distinct email spoofing attacks that ex-

ploit the vulnerability within the Delegation Mechanism,

allowing the forged Sender field to appear as the gen-

uine email author without any security warnings. We also

evaluate the efficacy of these attacks across 16 prominent

email providers and 20 clients, finding that half of the

providers and all clients are vulnerable to these attacks.

This paper is structured as follows: Section 3 provides an

overview of our work. In Section 4 and Section 5, we illustrate

the implementations of the Delegation Mechanism and the

effectiveness of forged Delegates on recipients, respectively.

Section 6 introduces the methodologies of email spoofing

attacks. Section 7 discusses our main observations, and Sec-

tion 8 illustrates the defensive measures. Section 9 introduces

related works and their differences from ours. Finally, we

draw our conclusion in Section 10.

2 Background

2.1 Mail Delivery and Delegation Mechanism
The Simple Mail Transfer Protocol (SMTP) [16] serves as

the fundamental protocol for email transmission. An SMTP

session begins with the sender initiating the session through

the HELO command, followed by the MAILFROM command, in-

dicating the initiator of the session, primarily verified by SPF

authentication [15]. Upon receiving a valid response from the

receiver, the sending server transmits the email using the DATA
command. The entire email delivery process is presented in

Figure 1. Initially, the author generates an email using a Mail

User Agent (MUA), which may either be a web interface or

an email client. Subsequently, the email is transmitted to the

transport server via SMTP or HTTP. The email then traverses

several forwarding servers before reaching the recipient’s

server, which delivers the email to the recipient’s mailbox

through IMAP [24], POP3 [27], or HTTP.

With the development of the modern Internet, major en-

terprises worldwide have adopted specialized mail servers

to centrally process their emails. In such cases, emails from

various origins are assembled in these dedicated agents and

processed and transmitted collectively. Similarly, email au-
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Author Delegate

 The From field denotes the Email Author;
 The Sender field denotes the Delegate;
 The Delegation Mechanism:

Receiver

authorize deliver the 
emailsrepresent

• The Delegate on behalf of the Author to send emails.

e

Figure 2: The Delegation Mechanism and Related Fields.

thors may authorize other individuals to represent them in

dispatching emails, a scenario referred to as the Delegation

Mechanism in email systems (see Figure 2). This mechanism

presents a challenge when the email author is inconsistent

with the Delegate. Meanwhile, it is necessary to record the ad-

dress of the delivery agent in emails for possible bouncebacks,

along with the original email author. To address this problem,

RFC 5322 specifies two fields in the email header: From and

Sender, as shown in Figure 2. The From field denotes the

email author and is essential in an email. The Sender field

is an optional field that indicates the agent for delivering the

email. When the specialized agent delivers emails from other

entities, it must use the Sender field to record its own address

as the Delegate [33]. The Sender field is primarily designed

for the Delegation Mechanism and will be ignored if it aligns

with the From field.

2.2 Email Spoofing and Countermeasures
2.2.1 Email Spoofing Attacks

Email spoofing attacks can be utilized in phishing attempts,

aiming to exploit inherent vulnerabilities in email systems and

impersonate others to send spoofed emails. Attackers craft

emails that resemble those from legitimate entities, deceiving

and gaining the trust of potential victims. This method is

more elaborate and effective than traditional phishing emails,

as spoofed emails closely mimic legitimate ones. Previous

research has developed various spoofing methods to bypass

authentication and successfully attack popular email service

providers and clients [3, 36], highlighting the severe threat of

these attacks.

2.2.2 Email Authentication protocols

The original SMTP protocol lacks authentication for the email

author, allowing any user on the Internet to impersonate oth-

ers and send emails. To address these security issues, several

extensions have been developed to enhance email transmis-

sion security, with the three most widely used being SPF [15],

DKIM [6], and DMARC [17].

SPF. The Sender Policy Framework (SPF) [15] allows do-

main owners to publish a DNS TXT record that specifies

which servers are authorized to send emails on behalf of their

domain. Upon receiving an email, the receiving server extracts

the domain from the MAILFROM or HELO command, queries

the domain’s SPF record via DNS, and compares the sending

server’s IP address with the SPF record. This process enables

the receiver to authenticate the email’s validity and handle it

based on local policies.

DKIM. DomainKeys Identified Mail (DKIM) [6] employs

cryptography to ensure the integrity protection of emails. It

enables the email author to choose specific header fields and

use a private key to sign them, along with the hash of the

email body. Receivers can extract the “selector” entry and

the signer’s domain from the signature in the email header to

query the public key via DNS and then validate the authentic-

ity of the DKIM signatures.

DMARC. Domain-based Message Authentication, Report-

ing and Conformance (DMARC) [17] is an email security

extension built upon SPF and DKIM. DMARC introduces an

alignment scheme to ensure that the address in the From field

aligns with the domain verified by SPF or DKIM. If both SPF

and DKIM fail to pass, DMARC authentication fails as well.

DMARC also includes a specialized feedback mechanism

that allows receivers to report errors or provide suggestions

to help develop the domain’s DMARC policies.

Combining the above security protocols, an email system

ensures that spoofing emails based on the From field are easy

to verify. However, there is currently no validation method for

the Sender field, leaving open the possibility of successful

spoofing attacks on the Sender field.

2.2.3 Client-level Protections

Despite the implementation of security protocols, engineers

and researchers have proposed various measures to enhance

user-side security. Two commonly used mechanisms are user

warnings, which alert users to potentially malicious emails or

activities, and exposing the Delegate, which provides informa-

tion about the actual origin of the email. These mechanisms

are extensively employed in email clients and web interfaces.

GUI Warning. Researchers have studied user actions [11,

30, 47] and found that the user’s judgment is crucial in email

authentication. Due to differences in education and technical

backgrounds, recipients may make different decisions when

faced with the same email. To assist in verifying suspicious

emails, user warnings are vital and widely implemented in

email clients and web interfaces. When an email is flagged

as phishing or potentially harmful but not directly rejected, a

warning prompts the recipient to examine the email carefully,

as shown in Figure 3(a).

Exposing the Delegate. As illustrated above, an email con-

tains two distinct “senders”: one specified in the MAILFROM
command within the envelope, and the other in the From field

of the email header. Since the original transmission protocol

does not allow for inconsistency between these two addresses,

attackers can exploit this vulnerability to arbitrarily forge the
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(a) An Example of User Warning that Gmail.com Displays to the

Recipient.

(b) The Outlook Client Displays a Delegate Message Based on the

Sender Field.

Figure 3: Two Client-level Protections Employed Worldwide.

From field with a controlled domain. In such cases, most email

providers will expose the actual transmitter (also referred to

as the Delegate) to users, which is defined as a Sender In-

consistency Check (SIC) by Shen et al. [36]. Exposing the

Delegate is also a defensive measure to prevent email spoofing

attacks, as it presents the email’s origins to the recipients. As

the envelope varies with every SMTP session, RFC 5322 [33]

specifies the Sender field to record the Delegate’s address, as

shown in Figure 3(b). However, the absence of authentication

for the Sender field enables attackers to arbitrarily fabricate

this field. This design ambiguity gives rise to additional se-

curity issues. Moreover, the lack of a standard protocol for

implementing the Delegation Mechanism leads to inconsis-

tent implementations among various providers and clients,

raising potential risks.

3 Research Overview

In this work, we primarily investigate the vulnerabilities as-

sociated with the email Author and the Delegate within the

Delegation Mechanism.

3.1 The Attack Model
The threat model, as depicted in Figure 4, includes three key

entities: a trusted email author (Alice) with the mailbox Al-
ice@legitimate.com, a victim receiver (Bob) with the account

Bob@victim.com, and an adversary (Eve) attempting to imper-

sonate Alice and send forged emails to Bob from the domain

@attack.com. In this model, Alice deploys robust security ex-

tensions for the sending domain (SPF, DKIM, and DMARC),

as does Eve. It is worth noting that Alice is not influenced by

Eve when configuring the security policies and is unaware of

these attacks. We also clarify that these addresses presented in

Alice’s MUA Bob’s MUA

Eve’s Server

Alice’s Server Possible Relays Bob’s Server

im
pers

onate

Figure 4: The Model of Email Spoofing Attack.

the model are not actual email addresses but serve as illustra-

tive examples, as well as the attacks mentioned in Section 6.

We assume that Eve owns a personal email server and can

establish SMTP sessions directly with Bob’s receiving server,

a task that is easily achieved by attackers [3, 36]. When estab-

lishing SMTP sessions, Eve will try to manipulate the email

content within the DATA command rather than the commands

in SMTP interactions, such as MAILFROM. This implies that

the address specified in the MAILFROM command is under the

control of the attacker. With this attack model, we can natu-

rally pass the authentication of SPF and DKIM, as the sending

domain is fully under our control. The primary factor enabling

this is the absence of explicit exposure of the authentication

results to users, who are unaware that the verified domain is

not aligned with original expectations.

Moreover, the success of an attack in Section 6 is defined by

three factors: 1) The forged email successfully enters Bob’s in-

box; 2) The MUA presents Alice (as indicated in the Sender
field) as the email author; 3) The attack email closely resem-

bles a legitimate message from Alice, e.g., the MUA displays

no warnings or Delegate information exposing the attacker’s

address. Each attack is repeated, meaning the same attack

email is sent twice, and it is considered successful only if

both attempts succeed. A demonstration of a successful attack

on the Gmail client is presented in Figure 9(a) in the Ap-

pendix, while a failed attempt on the Outlook client is shown

in Figure 9(b) as a contrast.

3.2 Solution Overview
To address the preceding research questions, we conduct a

series of studies comprising three main steps. An overview of

our methodology is presented in Figure 5.

We commence with a Measurement Study to investigate the

implementations of the Delegate Mechanism and the handling

of spoofed Sender fields in target providers and clients (Step-
1 of Figure 5). We append a spoofed Sender field to legitimate

emails originating from our domain and dispatch them to

target email providers. By checking the email performances

on 16 web interfaces and 20 email clients, we discover that

most providers lack authentication for the Sender field and

accept test emails in their inboxes. Moreover, 10 out of 16
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providers have various implementations of the Delegation

Mechanism, while 13 clients solely display the Sender field

as the Delegate, as introduced in Section 4.

To evaluate recipients’ comprehension of the spoofed Del-

egate, we conduct a User Study involving 50 participants

(Step-2 in Figure 5), as described in Section 5. We carefully

craft four types of email Delegates for identical emails and

invite each participant to independently assess the validity of

one example from the four emails. The observations reveal

that misleading Delegates successfully deceive 50% of the

participants into recognizing spoofing emails as legitimate,

while the remaining half can verify these suspicious emails.

While spoofing email Delegates presents substantial secu-

rity risks, this simple attack is still identified by 50% of the

participants. To achieve more effective spoofing, we employ

methodologies that forge the From field along with exploit-

ing vulnerabilities within the Delegation Mechanism. Conse-

quently, we propose six email spoofing techniques in Step-3
that enable attackers to impersonate legitimate entities and

send spoofing emails to potential victims without displaying

security warnings to expose the attacker’s address. Detailed

methods are described in Section 6. Our investigations reveal

that these attacks successfully deceive half of the providers

and all the clients.

Finally, in Section 8, we propose a validation scheme for

the Sender field along with several security suggestions for

email clients and users.

Ethical Considerations and Responsible Disclosure. We

have taken several measures to ensure the ethical integrity of

our research. One potential risk is the trust credit loss that

legitimate domains might suffer if victims receive spoofed

emails under those domains. However, our email spoofing

targets in the Spoofing Attack are fully under our control. We

sent only two example emails with addresses beyond our

control to demonstrate the concept of our attack (Fig 3(a)

and Fig 9). We believe this limited number of emails will

not trigger robust defense mechanisms in commercial email

systems. Additionally, we reported our findings to relevant

email providers, along with our test emails, to help them in-

vestigate the vulnerability. In the Measurement Study and

Spoofing Attack, we exclusively used test accounts owned by

ourselves, ensuring that no real users were affected by these

experiments. We carefully controlled the email-sending rate

to be under 10-minute intervals per email to minimize the

impact on target servers. We did not request any personal in-

formation from participants in our User Study. The user study

in Section 5 was reviewed by the IRB at the university and

received an exempt designation. Our platform implements

robust defensive measures to prevent unauthorized access or

data leakage. We have responsibly disclosed our findings to

all affected email providers in January 2024. As of the sub-

mission of this manuscript, we have received feedback from

163.com, 139.com, and coremail.com that they successfully

replicated the attacks and their engineering teams are further

3
Spoofing Attacks: to propose and measure the results of six email 
spoofing attacks across 16 email services and 20 clients. 

2
User Study: to investigate the effectiveness of Spoofed Delegate 
Information in deceiving email recipients.

1
Measurement Study: to evaluate the implementations of the 
Delegation Mechanism and impact of spoofed Sender field within it.

Figure 5: An Overview of Research Methodology.

investigating the issue. Evolution is currently in discussion

with us to identify the affected versions. Our further investiga-

tion showed that the recently updated version of Evolution is

still vulnerable. To prevent malicious attacks by unscrupulous

users, we will not disclose the vulnerabilities to the public

until 90 days after our final disclosure.

4 Measurement Study on Implementations of
the Delegate Mechanism

Since we observe that the Sender field can be modified by

attackers, our goal is to explore the implementations of the

Delegation Mechanism and how the Sender field is presented

within this mechanism across widely-used email providers

and clients. We conduct a Measurement Study involving 16

email providers and 20 clients to examine the performance of

emails with a spoofed Sender field. The results are presented

in Section 4.2.

4.1 Experiment Methodology
Target selection. This study primarily focuses on assessing

the impact of the spoofed Sender field within the Delegation

Mechanism across various email providers and clients. The

selection of target providers is based on three specific criteria.

Firstly, we choose widely used providers such as gmail.com
and outlook.com since their security concerns and policies

affect a larger global user base. Secondly, our study requires

an end-to-end experiment involving gathering information

from recipients and necessitating direct SMTP connections

with target servers, excluding providers like protonmail.com,

which does not offer SMTP. Thirdly, we need access to the raw

email content or email files from testing accounts for further

analysis. Consequently, we select a total of 16 email service

providers, including platforms like 163.com and gmail.com.

Additionally, as claimed by Liu et al. [22], the market share

of self-hosted email servers has decreased consistently since

2017, with many organizations opting to deploy their email

servers with commercial support such as Outlook. We also

evaluate the self-hosted email server of a large university

supported by coremail.com, a popular email server solution

deployed on more than 15,000 private servers [5].
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Table 1: Target Providers’ Implementations of the Delegation Mechanism and the Handling of the Spoofed Sender field.

Email Handling Gmail Outlook Zoho Naver 139 163 Yandex QQ Mailo Yeah.net 126 Sohu Sina Rambler Coremail.com Tutanota

Accept in inbox � � � � � � � � � � � � � � � �
Modify the spoofed

Sender field
� � � �

Append a Sender

field if necessary
� � � � �

Policy to expose

the Delegate
� � � � � � � � � �

Header fields used

as the Delegate

Return-

Path

Return-

Path

X-RM-

Sender
Sender Sender Sender Sender

Return-

Path
X-Sender Sender

Furthermore, we meticulously select popular email clients

across five desktop and mobile operating systems, including

Foxmail and Apple Mail. In total, we include 20 email clients

that collectively serve billions of users worldwide [28]. We

believe that the security issues they exhibit are representative

of the threats faced by most email users. Refer to Table 1 and

Table 2 for more details on our chosen targets.

Measurement procedure. We initially set up a personal

email server to establish direct interactions with the servers of

target providers. Additionally, we employ robust security ex-

tensions (SPF, DKIM, and DMARC) to ensure that legitimate

emails sent from our domain successfully pass authentication.

Next, we generate test emails originating from our domain,

with the From field aligning with the MAILFROM command,

and append a spoofed Sender field in the email header (e.g.,
admin@google.com). Subsequently, we configure all selected

clients as agents for our email account to assess email per-

formance. Finally, we deliver these crafted emails to target

providers and observe their manifestations on the web inter-

faces and clients. Through careful analysis of the results, we

summarize our findings in Section 4.2.

4.2 Experiment Results

More details of the experimental results from target providers

and clients are presented in Table 1 and Table 2, respectively.

Based on these results, we make three main observations as

follows:

Deficient validation of the Sender field by email
providers. Our experimental findings reveal that all 16 tar-

get providers allow test emails to pass their authentications

and reach the recipients’ inboxes without displaying any user

warnings, as shown in Table 1. Notably, the Sender field is

spoofed and does not match the address in the From field or

MAILFROM command, demonstrating that attackers can forge

this field with accounts of any legitimate entities. Although a

few providers perform various processing actions on this field,

we conclude that the majority of providers do not authenticate

the validity of the Sender field.

Modification of the spoofed Sender field by certain
providers. Upon comparing the received emails with the

original ones, we observe that five of the 16 providers mod-

ify the Sender field in various situations based on their lo-

cal strategies. When processing “legitimate” emails with a

spoofed Sender field only, 126.com, 163.com, and yeah.net
delete the existing Sender field, while coremail.com modi-

fies it to the address in MAILFROM. Given our experimental

setup, both modification methods seem reasonable. Moreover,

when processing various spoofing attack emails mentioned in

Section 6.1, these four providers modify the spoofed Sender
field to the address in the MAILFROM command, which is an ef-

fective measure to defend against these attacks. Additionally,

these four services, along with qq.com, append a Sender field

in original emails if necessary (and none exists), as shown in

Table 1. The modification of the spoofed Sender field reveals

that these email providers employ basic validation measures

to verify this field. However, these countermeasures are not

extensively employed, as the remaining 11 providers take no

action toward the spoofed Sender field. On the other hand,

the issue within the Delegation Mechanism is a system-level

problem relevant to both email providers and clients. Even for

providers that modify the spoofed Sender field, it is still pos-

sible to conduct spoofing attacks with popular email clients.

Inconsistent implementations of the Delegation Mecha-
nism within web interfaces and clients. Our findings indi-

cate that 13 out of 20 clients and 10 out of 16 providers have

employed the strategy to expose the Delegate to the recipients,

as shown in Table 1 and Table 2, respectively. Specifically, 10

providers deploy various implementations of the Delegation

Mechanism, with half of them parsing the Sender field for

this purpose. While outlook.com does not present the Dele-

gate on the web interface, it stores and labels the address in

Sender as the email transmitter. Conversely, all 13 clients

present the Sender field as the Delegate, including popular

ones like Outlook and eM Client.

According to the results, the Sender field serves as a pri-

mary source for email Delegates in 50% of web interfaces

and is the sole source in email clients. Considering that four

providers modify the spoofed Sender field, spoofing the Dele-

gate is practical only on the web interface of qq.com. However,

since the remaining 11 providers keep the spoofed Sender
field unchanged, we conclude that attackers can forge Dele-

gate information on all 13 clients.

5 User Study

Motivated by the observations above, we aim to investigate

whether users comprehend the inconsistency between the
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Table 2: Attack Results on Email Clients.

OS Clients Version Exposing
Delegate Success Attack Types

Windows

Outlook 16.0.14332.20637 � A1
1, A3, A4

eM Client 9.2.2157 � A1, A3

Win-Email 16005.14326.21904.0 � A1, A2, A3, A5, A6

Foxmail 7.2.25.245 � A1, A3, A5, A6

Linux
Thunderbird 115.7.0-1 A2, A3, A6

Evolution 3.50.0-1 A3, A6

Mailspring 1.13.3 A1, A2, A3, A4

MacOS

Outlook 16.78.* � A1, A2, A5, A6

Apple Mail Mac 14 (23B74) A6

Foxmail 1.5.5 � A1, A3

eM Client 9.2.2144.0 � A1, A3

iOS

Gmail 6.0.231127 A1, A2, A3

Apple Mail iOS 17.1 A1, A3, A5, A6

Outlook 4.2347.1 � A1, A2, A3, A5, A6

Netease 7.18.1 � A1, A2, A3, A4, A5, A6

QQ 6.5.0 � A1, A3, A6

Android

Gmail 2024.02.04.604829058 A1, A3, A4

Outlook 4.2347.4 � A1, A2, A3, A5, A6

Netease 7.18.4 � A1, A2, A4, A6

QQ 6.5.1 � A1, A2, A3, A6

1 The subscript Ai identifies the spoofing attacks capable of attacking these clients, which will be discussed

in Section 6.1.

email author and the spoofed Delegate. To this end, we con-

duct a user study involving 50 participants. Analysis of the re-

sults reveals that deceptive Delegate information notably in-
fluences 50% of the participants to verify spoofing emails
as legitimate, while the other half can identify these emails
as fraudulent.

5.1 Methodology

We initially set up an email platform for our study and invite

50 participants to evaluate their perceptions when presented

with emails containing forged Delegates. The participants,

who are well-educated college students from different grades,

have generally encountered various kinds of phishing emails

and possess a certain level of recognition. They are asked

to validate and decide how to process (accept or reject) five

test emails and provide brief explanations for their judgments.

To collect the participants’ actions when judging emails, we

design our web interface with additional functions beyond

traditional MUAs. This setup also streamlines the process

for participants to access the web interface, enabling us to

better organize the study. Through understanding the partic-

ipants’ actions regarding the test emails, we summarize our

key findings in Section 5.2.

Email platform. For better organization and privacy con-

siderations, we initially develop an email platform for the

study, consisting of four primary components: the storage

module, the controller, the analyzing module, and the web

interface. Each participant is allowed to participate in the test

only once. The web interface displays test emails with various

additional functions for the participants, such as validating

the email or marking suspicious portions. Test emails are se-

curely stored in the storage module along with anonymous

IDs and hashed passwords. The controller retrieves measuring

emails from the storage module, which are later parsed and

presented on the web interface. We design our web interface

in the style of gmail.com, as it remains the most popular email

provider worldwide. As most MUAs do, if a Sender field

is present in the test email, we show it to the participant as

the email Delegate; in contrast, if this field is absent, no such

information will be displayed, as depicted in Figure 6. During

the test, the controller caches the actions performed by each

participant and subsequently transmits them to the analyzing

module. The analyzing module classifies these actions based

on different orientations and provides statistical results for

further analysis. This platform is fully under our control, with

comprehensive measures to prevent security risks.

Email generation. We investigate the impact of forged

email Delegates on users, and a crucial step is to generate

emails with distinct Sender fields. As the recipients’ domain

is victim.com, we consider four types of Delegates: 1) a do-

main controlled by the attacker (attack.com), which is easily

identifiable to recipients; 2) an account from the victim’s

domain (e.g., admin@victim.com), which is most likely to

deceive recipients, as it appears to originate from their or-

ganization; 3) a domain belonging to a different organiza-

tion (organization.com), which has less potential to mislead

recipients than the previous type; 4) no specific Delegate

information, acting as a control group.

Each participant is requested to verify five test emails

(Emails 1 to 5, as presented in Table 3), with Email 5 focusing

on the Sender field. To minimize bias, each participant is

randomly assigned one of the four types of emails as their

final test. The other four emails (Emails 1 to 4), which in-

clude three legitimate and one phishing sample, are based

on real samples received by our group to ensure participants’

basic ability to recognize phishing. Additionally, all emails

are desensitized for privacy preservation.

Protocol of the user study. We first inform the participants

that our study is an anti-phishing game, where they play the

role of an assistant helping a group leader process emails, a

commonly used methodology in phishing studies [30, 44, 47].

After account registration with pseudonyms and logging into

the web interface, each participant is requested to process five

emails, with the final one featuring the spoofed Sender field.

The web interface provides buttons to process the emails, and

participants can also highlight any suspicious parts. Their

actions are recorded and subsequently transmitted to the ana-

lyzing module for further examination.

After the study, we disclose the actual purpose of the re-

search to the participants to enhance their ability to identify

email spoofing. Our main findings are summarized in Table 3.

5.2 Results and Analysis

As shown in Table 3, the experimental results indicate that

half of the 18 participants who received emails with deceptive

Delegate information (admin@victim.com) mistakenly iden-
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Figure 6: The Web Interface of the User Study, where the Sender Field is Displayed as the Delegate as Marked.

tified them as legitimate. Conversely, the misjudgment rate

for identical emails without a spoofed Sender field is only

12.5%. For emails with less misleading Delegates (organiza-
tion.com), three out of ten participants incorrectly judged them

as legitimate, and only one recipient misjudged the phishing

emails with the Delegate attack.com. We randomly assign

test samples to each participant, resulting in slightly different

participant counts across the four groups. However, this in-

consistency does not significantly affect our findings, which

are more relevant to the experimental setup.

The findings confirm that deceptive email Delegates sig-

nificantly mislead users into recognizing forged emails as

legitimate. Attackers can deceive many users by sending “le-

gitimate” emails with spoofed Sender fields, which are ac-

cepted by all measured providers. However, this forgery is not

always effective, as half of the users recognize the abnormal

Delegates and correctly identify the emails as spoofing. Ad-

ditionally, some participants noted that the deceptive nature

of the Delegate itself raised suspicion, leading them to reject

such emails.

6 Imperceptible Email Spoofing Attack

The results of the User Study reveal that deceptive email Del-

egates misled half of the participants into trusting spoofed

emails, while the other half detected these forgeries. This

prompts us to explore more aggressive email spoofing mecha-

nisms. Inspired by previous works [3, 36], we examine vari-

ous approaches to craft emails with irregular From fields and

assess their effectiveness in evading security protocols. Con-

sequently, we propose six types of email spoofing attacks and

measure their impact across 16 email services and 20 clients.

All 20 clients are configured as MUAs for all 16 providers

via IMAP, resulting in 336 combinations (including 16 web

interfaces of target providers). Detailed demonstrations of

these attacks are described in Section 6.1. The experimental

results indicate that these spoofing emails can successfully

bypass authentication and enter the inboxes of eight target

providers. Furthermore, by exploiting issues within the Dele-

gation Mechanism, we demonstrate that all 20 clients display

the unauthenticated Sender field as the sole email author

without any warnings or Delegate information to expose the

attacker’s address, making these attacks imperceptible to the

recipients.

Minimize the bias. This work primarily focuses on the

issues within the Delegation Mechanism, which differs from

spam filters mainly based on the email body semantics. To

minimize the impact of spam filters, we consult an email se-

curity expert to create an email body unlikely to be flagged

as spam or harmful. Additionally, we use a static IP for our

email server and control the sending rate with a 10-minute

interval to reduce the impact on target email servers. Consid-

ering the billions of daily emails, we believe a low sending

rate will not significantly affect target servers. We randomly

select pre-sending emails and target providers and send each

type of email twice to the same service. An attack is deemed

successful only if both attempts succeed. By sending emails

randomly, we aim to reduce the impact of prior emails on

subsequent ones.

6.1 Email Spoofing with the Sender Field

This section introduces various approaches employed to

pass authentications in our email spoofing attacks. Since the

Sender field is a crucial part of the Delegation Mechanism,

all forgery methods are denoted by “with the Sender field”.

For conciseness, we omit the preceding quotes and use Ai
to represent the i-th method. Additionally, to evaluate the

Sender field’s effect on email spoofing, we delete this field

from test emails and conduct a comparative trial for each at-

tack. These trials help assess the Sender field’s impact on the

success rate of our attacks.

Attack 1: Multiple addresses in one From field (A1). RFC

5322 allows multiple addresses within one From field [33]. In

such cases, the Sender field must be used to indicate the one

responsible for email delivery. However, no security exten-

sions authenticate multiple email authors, enabling attackers

to fabricate addresses in From casually while utilizing the

Sender field to enhance the spoofed account’s reliability. Fig-

ure 7(a) shows the structure of the forged email. The address
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Table 3: Experimental Results of the User Study.

Character Email 1 Email 2 Email 3 Email 4
Email 5

Variant 1 Variant 2 Variant 3 Variant 4

Is Phishing × × � × � � � �
The Link � × � � × × × ×
Attachment � × × × � � � �
Sender Field legitimate × × × Victim.com Organization.com Attack.com ×
Participant Count 50 50 50 50 18 10 14 8

Misjudgment1 10 12 13 5 9 3 1 1

1 Misjudgment refers to the act of participants mistakenly judging phishing emails as legitimate, or identifying legitimate ones as phishing.

in the Sender field is consistent with the first one in the From
field, which is the spoofed account that clients may regard as

the primary author and show to the recipient. Instead, receiv-

ing servers employ the second address (controlled by attack-

ers) for authentication and consequently accept this email as

legitimate.

Experimental results show that five providers (e.g.,
mailo.com, qq.com) and 17 clients (e.g., Outlook on Win-

dows) are influenced by this attack. These affected providers

accept such emails in the inbox, allowing the attacker to suc-

cessfully conduct this attack against recipients on the above

17 clients. Conversely, qq.com will drop the email without

the Sender field into the spam folder, and this attack fails to

impact seven clients that are initially susceptible (e.g., Fox-

mail on Windows) due to the lack of the Sender field. The

supporting details are presented in Table 6(a) in the appendix.

Attack 2: From field none-truncation (A2). The terminator

defined in emails is a character consisting of two ASCII let-

ters named “Carriage-Return Line-Feed” (CRLF). It indicates

the end of SMTP commands or the email content, including

header fields like From. As shown in Figure 7(b), an email

with none-truncated From deletes the CRLF in From and con-

nects it with the subsequent field To, with the Sender field

consistent with the From field. When parsing the address in

From, the server recognizes all the content preceding a CRLF

(which contains the receiver’s address in To) as the message

author and validates the email as self-sent. However, email

clients may recognize it as multi-address and display the

first as the email author, with the Sender field enhancing the

reliability of the spoofed author. Compared to general multi-

address ones (A1), such emails are more likely to enter the

inbox, thereby increasing the success rate of spoofing attacks.

According to the measurement results, six email providers

(e.g., 163.com, 139.com) and nine clients (e.g., Windows Mail,

Gmail on iOS) are vulnerable to this attack. Compared to the

results in A1, six service providers accept these messages into

the inbox, including the ones that directly reject multi-address

emails (e.g., 163.com, yeah.net). This significantly improves

the inbox rate and raises more potential risks than attack A1.

In the contrast test, no specific differences are observed in

email processing. However, the results change on four clients

when handling emails without the Sender field. More details

are shown in Table 6(b) in the appendix.

Attack 3: Multiple From fields (A3). It is specified that

emails with multiple From fields should be directly re-

jected [33]. However, even for providers that employ various

preventive measures, such emails are still allowed to enter the

inbox (e.g., 139.com, mailo.com). An example is shown in

Figure 7(c). The email contains two From fields, and the first

one is consistent with the Sender field, which is the disguised

email author that attackers aim to show to recipients. The

address in the second From field is controlled by the attacker

to pass possible authentications. By utilizing the Sender field,

attackers convince the receiving servers that the address in

the first From field is the legitimate author, thus delivering the

email to the inbox.

We observe that four email providers (e.g., sohu.com,

139.com) and 15 clients (e.g., Outlook, Gmail on iOS) are

affected by this attack. Additionally, mailo.com accepts the

email in the inbox and displays the address in the Sender
field as the email author on the web interface, marking it as

the only successful attack conducted on web interfaces under

our strict criteria. The results show no differences in email

processing and the performance of target clients, as detailed

in Table 6(c) in the appendix.

Attack 4: Parsing with angle brackets (A4). The From field

supports rich text with complex forms, which can lead to in-

correct email address parsing. By carefully constructing the

From field with special characters, attackers can misguide

email servers to parse incorrectly and display the wrong ad-

dress to recipients. We discover that angle brackets (“<>”) are

particularly effective in this attack, as shown in Figure 7(d).

The disguised email author in the From field consists of two

parts enclosed within two pairs of angle brackets, while the

Sender field contains the correct address. Receiving servers

may authenticate the first part as the email author but fail to

parse it correctly. Different service providers employ vary-

ing strategies in this scenario. Seven email providers, such

as coremail.com, accept these emails into the inbox, while

zoho.com rejects them.
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From: <Alice@legitimate.com,
Eve@attack.com\r\n>

Sender: <Alice@legitimate.com\r\n>

Multiple addresses in one From field

Enhance the spoofed address within multiple ones

(a) A1: Multi Addresses in From with Sender Field.

From: <Alice@legitimate.com\r\n>
To: <Bob@victim.com\r\n>
Sender: <Alice@legitimate.com\r\n>

Delete the ‘\r\n’ in From to connect with the To field

Enhance the spoofed address within multiple ones

(b) A2: No-truncated From with Sender Field.

From: <Alice@legitimate.com\r\n>
From: <Eve@attack.com\r\n>
Sender: <Alice@legitimate.com\r\n>

Providers verify the last From field and accept it

Enhance the spoofed From field within multi-ones

(c) A3: Multi From Fields with Sender Field.

From: <Al><ice@legitimate.com\r\n>
To: <Bob@victim.com\r\n>
Sender: <Alice@legitimate.com\r\n>

Providers fail to verify the first part and accept it

Work as the spoofed Delegate on email clients

(d) A4: Parsing From with Angle Brackets.

From: <base64(Alice@legitimate.com),
Eve@attack.com\r\n>

Sender: <Alice@legitimate.com\r\n>

Providers verify the last From field as the first is encoded
Clients decode the first address and show it to recipients

Enhance the spoofed address within multi-ones

(e) A5: Multi From Fields with One Encoded.

From: <base64(Alice@legitimate.com)\r\n>
To: <Bob@victim.com\r\n>
Sender: <Alice@legitimate.com\r\n>

Work as the spoofed Delegate on email clients

Providers fail to verify the From field as it is encoded
Clients decode the From field and show it to recipients

(f) A6: Encoded From with Sender Field.

Figure 7: Demonstration of the Methodologies in Spoofing Attacks.

As for the results on email clients, five of them are sus-

ceptible to this attack (e.g., Outlook on Windows, Gmail on

Android). Influenced by the Sender field, these clients tend

to tolerate the illegal address and remove the additional angle

brackets in the From field, presenting the intact address of

Alice to the victim Bob. For the comparison trial, no differ-

ences are observed during email processing, but the attack

fails when targeting NetEase on iOS due to the lack of the

Sender field. More details are summarized in Table 6(d) in

the appendix.

Attack 5: Multiple addresses with one encoded (A5). Per

Figure 7(e), address encoding is also an effective method

for email spoofing. The original SMTP protocol only sup-

ports ASCII characters, and to extend support for non-ASCII

characters, RFC 2047 [25] defines two encoding algorithms:

Base64 and quoted-printable. Unlike typical multi-address

emails, attackers can encode the first address with Base64

and place it in the Sender field, while the second address

belongs to the attackers themselves. Receiving servers may

not identify the encoded address and use the second one for

authentication. Clients like Foxmail are inclined to decode the

first address and recognize it as a multi-address email, thereby

displaying the address in the Sender field as the primary au-

thor. We find that four email service providers (e.g., qq.com,

sohu.com) and six email clients (e.g., Outlook, Apple Mail on

iOS) are vulnerable to this attack. As for the comparative test,

no providers show a difference in processing these emails,

but the attack fails on four out of the six clients (e.g., Outlook

and Netease on iOS) due to the lack of the Sender field, as

shown in Table 6(e) in the appendix.

Attack 6: Address encoding (A6). Unlike attack A5, this

type of forged email contains only a single address encoded

in the From field, as shown in Figure 7(f). SMTP servers re-

ceiving such emails fail to authenticate the encoded address

and deliver them to the inbox. Conversely, email clients typi-

cally decode the From field and present the decoded address

as the email author to the recipients.

The results indicate that seven service providers (e.g.,

163.com, coremail.com) and 11 clients (e.g., Foxmail on Win-

dows, Thunderbird on Linux) are vulnerable to this attack.

Compared to the original approach in prior works [3, 36], the

Sender field helps enhance the reliability of the spoofed ad-

dress, thereby increasing the success rate of the attack. When

the Sender field is removed from attack emails, the imple-

mentation of A6 fails on five clients that were previously

vulnerable (e.g., QQ Mailbox and NetEase on iOS). Refer to

Table 6(f) in the Appendix for more details.

We need to clarify that some methods for manipulating the

From field (A1, A3, A5, A6) have been mentioned and evaluated

in previous works [3, 36]. While these measures share some

similarities with prior research, our work primarily focuses

on the issues within the Delegation Mechanism and extends

beyond the manipulation of the From field. We explore various

approaches for crafting this field and chose the above six

methods for their broader applications and higher success

rates.

6.2 Experiment Results and Analysis
The results of the Spoofing Attack are illustrated in Table 2 and

Table 4. We summarize our experimental findings as follows.

Finding-1: Attack emails can reach the inboxes of half
of the email providers but are not significantly effective on
their web interfaces. As shown in Table 4, 8 out of 16 email

providers are vulnerable to various attacks. These affected

providers tend to accept forged emails into their inboxes and

present them to the recipients, raising potential risks for cor-

responding users. However, only one provider is successfully

attacked on its web interface. After careful analysis, we iden-

tify three reasons for these unsuccessful attempts.

Firstly, 8 resilient providers implement strict security ex-

tensions, such as DMARC, which renders most attack emails

invalid in authentication, leading to their rejection or identifi-

cation as spam. Secondly, the operations for presenting the

From field do not align with the attacker’s expectations on the

web interfaces. For instance, qq.com and coremail.com dis-
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Table 4: Results of Email Spoofing Attacks on Email Providers.

Service A1
1 A2 A3 A4 A5 A6

Sender w/o Sender Sender w/o Sender Sender w/o Sender Sender w/o Sender Sender w/o Sender Sender w/o Sender

Gmail.com ×2 × × × - - - - × × - -

Outlook.com - - - - - - - - - - - -

163.com × × � � × × � � × × � �
Zoho.com × × × × × × × × × × × ×
Yandex.com - - - - × × - - - - - -

Naver.com × × - - × × - - × × × ×
QQ.com � - × × - - - - � � � �
126.com × × � � × × � � × × � �
Rambler.com - - - - - - - - - - - -

Sohu.com � � � � � � � � � � � �
Sina.com - - - - - - - - - - - -

139.com � � � � � � � � � � � �
Mailo.com � � × × � � � � � � - -

Tutanota.com - - - - - - - - - - - -

Coremail.com � � � � � � � � - - � �
Yeah.net × × � � × × � � × × � �
1 A1 - A6: Attacks 1 to 6 discussed in Section 6.1.
2 “�”: attack emails reach the inbox; “×”: the attack emails are rejected by the service provider; “-”: the attack emails are recognized as spam.

Table 5: Results of Spoofing Attacks on Email Providers and Clients.

Attack Results
A1 A2 A3 A4 A5 A6 Total2

Sender w/o Sender Sender w/o Sender Sender w/o Sender Sender w/o Sender Sender w/o Sender Sender w/o Sender

Reach the inboxes 5/16 1 4/16 6/16 6/16 4/16 4/16 7/16 7/16 4/16 4/16 7/16 7/16 8/16

Successfully attack

the web interfaces
0/16 0/16 0/16 0/16 1/16 1/16 0/16 0/16 0/16 0/16 0/16 0/16 1/16

Successfully attack

the email clients
17/20 17/20 11/20 6/20 17/20 17/20 5/20 4/20 7/20 4/20 13/20 9/20 20/20

1 The number “x/y” means “x out of y”.
2 The “Total” denotes the proportion of all providers that accept any attack emails in the inbox, and the proportion of clients and web interfaces that are susceptible to any attacks.

play the encoded address to the recipients in attack A6 rather

than presenting the decoded results. Lastly, as explained ear-

lier, exposing the Delegate is an effective way to prevent

spoofing emails, and all 10 services adopting the Delegation

Mechanism correctly expose the attacker’s address to the

recipients, as shown in Table 1.

We can classify the 10 providers into four types based on

their approaches to implementing the Delegation Mechanism

when processing attack emails: 1) qq.com utilizes the original

Sender field as the Delegate and adds the actual sending

address (attack.com) if necessary; 2) Four providers (163.com,

126.com, yeah.net, and coremail.com) modify (or add) the

address in the Sender field to match the MAILFROM command,

and then use the modified field as the Delegate; 3) gmail.com,

zoho.com, and sohu.com add a “Return-Path” entry based on

the actual sending address and present it as the Delegate while

retaining the original Sender field; 4) 139.com and sina.com
append a specific field (e.g., “X-Sender”) in the email header,

with the original Sender field unchanged. Although these

entries resemble the Sender field, they can only be parsed

on corresponding web interfaces and are ineffective in email

clients. As various providers deploy different strategies to

implement the Delegation Mechanism, their web interfaces

can correctly expose the email Delegate to the recipients.

Finding-2: All 20 clients are vulnerable to various at-
tacks. With the proliferation of mobile devices and personal

computers, email clients on various operating systems have

garnered the attention of billions of email users due to their

portability and convenience. Based on the results shown

in Table 2, all 20 clients exhibit weaknesses to various at-

tacks, including popular ones like Gmail and Outlook. Using

forgery approaches, attackers can successfully conduct spoof-

ing attacks on users across all clients via appropriate email

providers. Compared to web interfaces, email clients are more

susceptible to these spoofing attacks for the following rea-

sons:

1) Email clients are more likely to present the From field in

a way that aligns with the attacker’s intentions compared to

web interfaces. Due to a smaller display area, email clients are

more inclusive of irregular forms of the From field, increasing

the risks of email spoofing.

2) As shown in Table 1, 10 providers adopt various strate-

gies to expose the correct Delegate to the recipients, including

the Sender (e.g., 163.com), Return-Path (e.g., gmail.com),

and other header fields. However, email clients only employ

the Sender field for this purpose. Some mainstream providers

append specific entries with their local strategies, which email

clients cannot parse while keeping the original Sender invari-
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ant. Consequently, email clients can only display the forged

Delegate in the Sender field rather than the correct one shown

on web interfaces. These differences in implementations ex-

plain the different Delegates of the same email, thus resulting

in various attack outcomes.

3) Moreover, as emphasized above, exposing the Delegate

is a significant way to prevent spoofing emails. However,

seven out of the 20 clients (e.g., Gmail) do not employ the

policy to present the Delegate, making failed attempts on web

interfaces practical for these clients. While some providers

employ strategies to verify the Sender field such as 163.com,

spoofing emails they receive can still successfully attack the

recipients using the Gmail client. The absence of the Delega-

tion Mechanism raises potential risks for spoofing attacks on

these clients.

Finding-3: The Sender field significantly increases the
success rate of attacks, especially when targeting email
clients. Due to the standardization of the feature [33], the

Sender field significantly influences the design of some email

clients, thereby increasing the success rate of various spoofing

attacks, as shown in Table 5. Specifically, for clients that

adopt the policy to expose the email Delegate (e.g., Outlook,

NetEase), the spoofed Sender field improves the success rate

evidently. However, its impact is limited on web interfaces due

to their well-established security strategies. This highlights

the importance of implementing robust security measures

within client applications.

We also identify two reasons that influence the impact of

this field on email clients. Firstly, as described in Section 4.2,

seven out of 20 clients do not adopt the policy of presenting

the Delegate to the recipients. Consequently, the Sender field

proves inconsequential to attack results on these seven clients.

Another reason is the modification of the Sender field by

certain providers. As mentioned in Section 4.2, five email

providers (e.g., 163.com) modify or add the Sender field

in original emails, resulting in consistent email representa-

tions regardless of the existence of this field. These providers

adopt various strategies to verify the Sender field, thereby

preventing such spoofing attacks to some extent. However,

by exploiting the inconsistencies in the implementation of

the Delegation Mechanism between providers and clients, we

demonstrate that they are still vulnerable to these attacks.

7 Root Causes and Main Conclusions

7.1 Root Causes
We summarize the root causes of these attacks in three aspects.

First, the Sender field, which is defined as the delegation

feature in RFC 5322, is mostly neglected by email security

mechanisms. This allows the attackers to arbitrarily modify

this field, thereby raising potential security issues.

Second, exposing the email Delegate is an effective mea-

sure to defend against spoofing attacks. However, various

email providers implement the Delegation Mechanism differ-

ently on their web interfaces, while major clients only parse

the Sender field for this purpose. Moreover, some clients

do not expose the Delegate to recipients, increasing the po-

tential risks of email spoofing. These inconsistencies within

email providers and clients raise the security vulnerabilities

of spoofing attacks, especially for client users at scale.

Third, since it is defined in RFC 5322 [33], the Sender field

enhances the validity of the spoofed address and significantly

influences the implementation of most email clients, thereby

increasing the success rate of email spoofing on these clients.

7.2 Answers to Research Questions.

We can now address the research questions presented in Sec-

tion 1.

Answer-1: Our investigations reveal that 10 out of 16 ser-

vice providers have adopted different strategies to imple-

ment the Delegation Mechanism, with half of them using

the Sender field as the Delegate. When processing attack

emails with the spoofed Sender field, these five providers

will take various measures to verify this field, while the ma-

jority do not validate its authenticity. Conversely, 13 out of

20 email clients display the Delegate to users, and all of them

parse the Sender field for this purpose. Exposing the email

Delegate is widely utilized in both web interfaces and clients

as a defensive measure against spoofed emails.

Answer-2: To assess recipients’ comprehension of the in-

consistency between the email author and spoofed Delegate,

we conduct a user study involving 50 participants. Our main

observation is that deceptive Delegates misled 50% of partici-

pants into identifying forged emails as legitimate. However,

the remaining half correctly identified such suspicious emails.

Moreover, the misleading Delegate information can prompt

recipients to scrutinize the email’s authenticity more carefully,

potentially increasing their vigilance.

Answer-3: Since all clients present the Sender field as the

Delegate, attackers can deceive many recipients by simply ap-

pending a deceptive Sender field in spoofed emails. However,

this trick is not significantly effective for users. To implement

more effective attacks, we propose six email spoofing meth-

ods using the Sender field, which can bypass the defenses

of half the mainstream providers we have measured. By ex-

ploiting issues within the Delegation Mechanism, attackers

can impersonate any entity to send emails without triggering

security warnings, making these attacks imperceptible to re-

cipients. The experimental results indicate that all 20 clients

are vulnerable to such attacks, putting billions of users at risk

of email forgery.

Our findings demonstrate that vulnerabilities within the

Delegation Mechanism pose a significant threat to email se-

curity, affecting both email providers and clients. In Section

8, we provide a comprehensive discussion of the countermea-

sures to address these issues.
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8 Defense Suggestions

To prevent vulnerabilities within the Delegation Mechanism,

we propose a robust validation scheme for email providers.

We also offer several suggestions for clients and users to

enhance their security measures.

8.1 Validation Scheme on the Sender Field
As defined in RFC 5322 [33], the Sender field indicates the

agent responsible for email transmission. Considering pos-

sible relays during email delivery, the Sender field should

be consistent with the MAILFROM command in the first SMTP
session (where the receiving server must be public-trusted).

Therefore, we propose implementing an alignment scheme

between the Sender field and the MAILFROM command at the

beginning of email transmission. The primary focus of the

validation process is to ensure consistency among Sender,

MAILFROM, and From under various scenarios utilizing the

Sender field.

Building upon the concept outlined above, we recommend

implementing a rigorous strategy to validate the Sender field

within the first SMTP session. If the email author does not

align with the MAILFROM command, or if multiple authors are

specified in the From field, the receiving server should ap-

pend a Sender entry directly with the address specified in the

MAILFROM command. Additionally, any original Sender field

in received emails should be eliminated if it exists. By gen-

erating a legitimate Sender based on received emails, rather

than solely inspecting the original field, we can effectively

authenticate the validity of the Sender field while ensuring

proper parsing of such an added field on email clients.

However, the aforementioned strategy may not be suitable

for all real-world scenarios, as organizations may choose to

use specialized servers to collectively transmit their emails.

In such cases, it is reasonable for these emails to contain a

Sender field with a reputable domain (the delivery server),

and the first SMTP session occurs between the organization’s

server and the dedicated server. It is inappropriate for spe-

cialized delivery servers to strictly follow the authentication

process. Instead, the common practice is to append a Sender
field with their domain. Consequently, we emphasize that the

authentication strategy should be implemented in two modes,

as illustrated in Figure 8. For emails from such organizations,

the authenticating server can simplify the validation process

by appending a Sender field with their domain without check-

ing for inconsistencies within related fields.

8.2 Suggestions for Clients
It is insufficient to take actions only on the providers’ side

since such vulnerabilities are relevant to the entire email sys-

tem. Based on our findings, we derive four suggestions for

email clients summarized as follows. Firstly, it is essential to

Sender’s Server

Organization’s 
Server

MAILFROM:  User@organization.com

MAILFROM:

  User@sender.com

Modify the 
Sender field

Sender:
 user@authentication.com

Authentication
 Server

Sender: 
   user@sender.com

Figure 8: The Validation Scheme on the Sender Field.

display the original content in the From field to prevent spoof-

ing email authors in specific formats. Specifically, clients

should present all the accounts in multi-address emails (A1

and A5) or display the truncated address enclosed in angle

brackets for A4. This approach effectively helps recognize

spoofing emails while reducing the payload for processing

irregular From fields. Secondly, deploying the strategy of ex-

posing the email Delegate in all email clients is crucial. It

has proven effective in recognizing phishing and has been

adopted by most web interfaces and clients. Thirdly, it is

advantageous for clients to parse the entries appended by

mainstream service providers within the email header. As

mentioned in Section 6.2, providers like gmail.com prefer to

add a “Return-Path” field to the email header, which could

also be parsed similarly to Sender and displayed as the Del-

egate on clients. Lastly, we suggest displaying a warning

message to recipients when an email with the Sender field is

shown, reminding them to carefully verify the authenticity of

the email.

8.3 Suggestions for Email Users
For email users, we propose three suggestions to help ver-

ify such spoofed emails. Firstly, we recommend checking

important emails through web interfaces rather than email

clients, as web interfaces of mainstream service providers

often deploy well-established security measures and provide

more detailed information to help verify emails, such as the

raw email content and the authentication results of security

extensions. Secondly, for users who prefer email clients, we

suggest replying to suspicious emails and observing the re-

turn address. This can help verify the legitimacy of important

emails and also identify potential phishing attempts. Thirdly,

for clients that allow access to fetch the raw email content,

such as Thunderbird, we suggest examining the header fields

like From and Sender in the raw email content to identify pos-

sible spoofing attacks. We believe that the raw email content

significantly helps identify potential spoofed emails.

9 Related Works

Recent research has primarily focused on email security prob-

lems from three perspectives.

Email security protocols. The original SMTP protocol lacks
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security considerations, making it vulnerable to imperson-

ation attacks. Although security extensions (e.g., SPF, DKIM)

have been deployed to mitigate forgery attacks, vulnerabili-

ties within the protocols themselves pose new threats. Due

to concerns surrounding these flaws, researchers focus on the

problems with email security extensions [8,10,12,39–41]. Ad-

ditionally, various works concentrate on enhancing the orig-

inal SMTP protocol [20, 32]. Our work primarily addresses

issues related to the Delegation Mechanism, an advanced fea-

ture in the SMTP protocol that is mostly neglected in the

email security literature.

User study within email security. User studies play a cru-

cial role in email security research as they provide realistic

data from real-world users, enabling researchers to conduct

more accurate analyses. Various user studies have been con-

ducted to address different aspects of email security. Some

researchers have recognized the impact of factors such as

email presentation [9,23,30,46,47] and text language [11] on

phishing recognition. Additionally, various works emphasize

the importance of phishing training to improve users’ ability

to identify phishing emails [1, 18, 19, 21, 29, 37, 42, 43]. Our

work is partially inspired by their approaches to include a

real-world user study to evaluate the effectiveness of forged

delegate messages on deceiving email users.

Email spoofing attacks. Email attacks are a severe challenge

to cybersecurity, as they allow malicious actors to breach

security measures and send harmful emails to unprotected vic-

tims. Some research focuses on breaking email encryption or

spoofing digital signatures in OpenPGP [2,7,14,26,31,35,38].

Schneider et al. explored the issues of email bomb attacks

against email system availability [34]. Our work is closely

related to the studies that provide new insights into email

spoofing [3, 13, 36]. Such attacks aim to exploit the vulnera-

bilities inherent in email systems and impersonate others to

send spoofing emails. These attacks are more elaborate and

effective than original phishing emails, as they significantly

resemble those from legitimate entities. Prior research has

proposed various email forgery methods. Our work differs

in that it concentrates on the authentication issues within the

Delegation Mechanism, which is a highly practical threat but

is inconsistently handled by popular email service providers

and clients, and largely neglected by email security solutions.

10 Conclusion

The Delegation Mechanism is an email service feature that

enables users to delegate their permissions to a third party.

However, as first presented in this paper, it not only offers con-

venience but also introduces a new vulnerability by lacking a

validation method for the Sender field, which is the primary

theme in the Delegation Mechanism. This flaw allows mali-

cious attackers to easily manipulate the email Delegates. In

this paper, we undertook a comprehensive investigation of the

security issues associated with the Delegation Mechanism in

three main steps. Firstly, we evaluated the implementations

of the Delegation Mechanism within various email providers

and clients. The results revealed that email providers and

clients have inconsistent implementations of this mechanism.

Secondly, we conducted a user study and observed that even

exported and trained users can fall victim to spoofed Delegate

information. Thirdly, we disclosed six email spoofing attacks

that can successfully bypass the security measures of half of

the major email providers and affect all the clients. Finally, we

presented countermeasures and disclosed these vulnerabilities

to the respective service providers.

Limitations and Future Work. Our work has several lim-

itations. Firstly, the diversity of email products presents a

significant challenge in measuring the Delegation Mechanism

across all platforms. While we selected various mainstream

providers and clients as targets for our study, the results may

not necessarily apply to other products. Secondly, there are

fewer approaches to manipulating the From field compared to

previous works [3, 36], as mainstream email providers have

implemented defensive measures to prevent such emails. Al-

though we have explored various methods for crafting spoofed

emails, the majority are only effective on certain providers

and become useless when targeting others. Future work will

expand our research by developing more effective methods for

crafting spoofed emails. Additionally, we plan to investigate

the security issues within email clients to enhance protections

against spoofing attacks.
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Appendix A - Demonstration of spoofing attacks

We list the demonstrations of attack A4 targeting 139.com
in Figure 9. Notably, it has proven successful in executing a

spoofing attack on the Gmail client, as shown in Figure 9(a).

However, when attempting the same attack on the Outlook

client, it encounters failure due to the presence of the Delegate,

as illustrated in Figure 9(b). This inconsistency in implement-

ing the Delegation Mechanism among different email clients

may lead to varying results for these attacks, emphasizing the

necessity of standardizing implementations.

(a) Successful A4 Attack Targeting 139.com on the Gmail Client.

(b) Failed Attempt of A4 Targeting 139.com on the Outlook Client.

Figure 9: Demonstrations of Spoofing Attack on Clients.

Appendix B - Results of six spoofing attacks

We summarize the experimental results of the six attacks

targeting eight affected services across all 20 email clients

in Table 6. The results of each attack consist of two rows:

the highlighted row indicates the attack results involving the

Sender field, while the second row shows the email perfor-

mance without this field on various email clients. In the results

table, a “�” denotes a successful attack on the clients, and a

“×” represents failed attempts. During the measurement, we

noticed that some clients failed to fetch emails from certain

services due to indefinite configuration errors, and we used

“-” to identify these samples.
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Table 6: Results of Six Spoofing Attacks Targeting Affected Service Providers on 20 Email Clients.

(a) Results of the A1 Attack.

Service Web

interface

Windows Linux MacOS iOS Android

Outlook eM Client Win-email Foxmail Thunderbird Mailspring Evolution Outlook eM Client Apple Mail Foxmail Gmail Outlook Apple Mail QQ Netease Gmail Outlook QQ Netease

QQ.com
× � � � � × � × - - - - � � � � � � � � �
× × × × × × × × - - - - × × × × × × × × ×

Sohu.com
× � � - � × - × � � × � � � � � � � � � �
× � � - � × - × � � × � � � � � × � � � �

Coremail.com
× × × � × - � × × × × × � × � - × � × × ×
× � � � � - � × � × × � � × � - × � � � �

Mailo.com
× × � � × × × × × × × × � × � � � � � � �
× × � � × × × × × × × × � × � � × � � � �

139.com
× � � � � × � × × � × � � � � � � � � � �
× � � � � × � × × � × � � � � � × � � � �

(b) Results of the A2 Attack.

Service Web

interface

Windows Linux MacOS iOS Android

Outlook eM Client Win-email Foxmail Thunderbird Mailspring Evolution Outlook eM Client Apple Mail Foxmail Gmail Outlook Apple Mail QQ Netease Gmail Outlook QQ Netease

Sohu.com
× × × - × � - × � × × × × × × × × × × � �
× × × - × � - × � × × × × × × × × × × � ×

Coremail.com
× × × � × - � × × × × × � × × - × × × × ×
× × × � × - � × × × × × � × × - × × × × ×

Yeah.net
× × × � × � � × - - - - � × × × × × × × ×
× × × � × � � × - - - - � × × × × × × × ×

126.com
× × × � × � � × - - - - � × × × × × × × ×
× × × � × � � × - - - - � × × × × × × × ×

163.com
× × × � × � � × - - - - � × × × × × × × ×
× × × � × � � × - - - - � × × × × × × × ×

139.com
× × × � × � × × × × × × � � × × � × � � �
× × × � × � × × × × × × � × × × × × × � ×

(c) Results of the A3 Attack.

Service Web

interface

Windows Linux MacOS iOS Android

Outlook eM Client Win-email Foxmail Thunderbird Mailspring Evolution Outlook eM Client Apple Mail Foxmail Gmail Outlook Apple Mail QQ Netease Gmail Outlook QQ Netease

Sohu.com
× � � - � � - × × � × × � � � × � � � � ×
× � � - � � - × × � × × � � � × � � � � ×

Coremail.com
× × × � × - � � × × × × � × � - × � × × ×
× × × � × - � � × × × × � × � - × � × × ×

Mailo.com
� � � � � � � � × � × × � × � � × � � � ×
� � � � � � � � × � × × � × � � × � � � ×

139.com
× � � � � � � � × � × � � � � � × � � � ×
× � � � � � � � × � × � � � � � × � � � ×

(d) Results of the A4 Attack.

Service Web

interface

Windows Linux MacOS iOS Android

Outlook eM Client Win-email Foxmail Thunderbird Mailspring Evolution Outlook eM Client Apple Mail Foxmail Gmail Outlook Apple Mail QQ Netease Gmail Outlook QQ Netease

Sohu.com
× � × - × × - × × × × × × × × × × × × × �
× � × - × × - × × × × × × × × × × × × × �

Coremail.com
× × × × × - � × × × × × × × × - × � × × ×
× × × × × - � × × × × × × × × - × � × × ×

126.com
× × × × × × � × - - - - × × × × × � × × ×
× × × × × × � × - - - - × × × × × � × × ×

Mailo.com
× � × × × × × × × × × × × × × × � � × × �
× � × × × × × × × × × × × × × × × � × × �

163.com
× × × × × × � × - - - - × × × × × � × × ×
× × × × × × � × - - - - × × × × × � × × ×

139.com
× � × × × × × × × × × × × × × × � � × × �
× � × × × × × × × × × × × × × × × � × × �

Yeah.net
× × × × × × � × - - - - × × × × × � × × ×
× × × × × × � × - - - - × × × × × � × × ×

(e) Results of the A5 Attack.

Service Web

interface

Windows Linux MacOS iOS Android

Outlook eM Client Win-email Foxmail Thunderbird Mailspring Evolution Outlook eM Client Apple Mail Foxmail Gmail Outlook Apple Mail QQ Netease Gmail Outlook QQ Netease

Sohu.com
× × × - � × - × � × × × × × � × × × × × ×
× × × - � × - × � × × × × × � × × × × × ×

QQ.com
× × × � � × × × - - - - × × � × � × × × ×
× × × � × × × × - - - - × × � × × × × × ×

139.com
× × × � � × × × × × × × × � � × � × � × ×
× × × � � × × × × × × × × × � × � × × × ×

Mailo.com
× × × � � × × × � × × × × × � × � × × × ×
× × × � � × × × � × × × × × � × � × × × ×

(f) Results of the A6 Attack.

Service Web

interface

Windows Linux MacOS iOS Android

Outlook eM Client Win-email Foxmail Thunderbird Mailspring Evolution Outlook eM Client Apple Mail Foxmail Gmail Outlook Apple Mail QQ Netease Gmail Outlook QQ Netease

Sohu.com
× × × - � � - � � × � × × × � × × × × � ×
× × × - � � - � � × � × × × � × × × × � ×

QQ.com
× × × � � � × � - - - - × × � � � × × � �
× × × � � � × � - - - - × × � × × × × × ×

126.com
× × × � × � × � - - - - × × � × × × × × ×
× × × � × � × � - - - - × × � × × × × × ×

163.com
× × × � × � × � - - - - × × � × × × × × ×
× × × � × � × � - - - - × × � × × × × × ×

139.com
× × × � � � × � × × � × × � � × � × � × �
× × × � � � × � × × � × × × � × � × × � ×

Coremail.com
× × × � × - × � × × × × × × � - × × × × ×
× × × � × - × � × × × × × × � - × × × × ×

Yeah.net
× × × � × � × � - - - - × × � × × × × × ×
× × × � × � × � - - - - × × � × × × × × ×
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