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a b s t r a c t

Routing optimization has been researched in network design for a long time, and plenty of optimization
schemes have been proposed from both academia and industry. However, such schemes are either
too complicated in applications or far from the optimal performance. In recent years, with the
development of Software-defined Networking (SDN) and Artificial Intelligence (AI), AI-based methods
of routing strategy are being considered. In this paper, we propose TIDE, an intelligent network
control architecture based on deep reinforcement learning that can dynamically optimize routing
strategies in an SDN network without human experience. TIDE is implemented and validated on a real
network environment. Experiment result shows that TIDE can adjust the routing strategy dynamically
according to the network condition and can improve the overall network transmitting delay by about
9% compared with traditional algorithms.

© 2019 Elsevier B.V. All rights reserved.

1. Introduction

In recent years, the communication network has witnessed
a rapid growth of network scale and application variety. Cor-
respondingly, the intensity, variety, and complexity of spatio-
temporal distribution of traffic flow also increase largely, which
have brought great challenges to the routing policy of underlying
networks. Without a proper routing policy, the utilization of
transmitting networks will be seriously undermined. For exam-
ple, the imbalance of network traffic may lead to overload in
some regions while idle in others, which causes a series problem
such as low quality of service (QoS) and a waste of resources. To
deal with the routing optimization problem under such pressure,
a large amount of white box schemes is proposed [1,2]. However,
since the traffic flows are not static, designing a dynamic routing
strategy to reach a near real-time optimal performance is not
easy, both for the complexity of traffic pattern analysis and the
acquisition of real-time traffic distribution. Load balancing and
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QoS guarantee are two typical routing optimization targets. The
primary goal of them is to change the routing path of traffic flows
to reach a better network performance. Generally, QoS guarantee
takes more parameters into consideration, thus is more complex
than load balancing in modeling. In this paper, we use QoS
guarantee as a representative of routing optimization application.

Traditional methods of routing optimization rely mainly on
meticulously designed algorithms based on link prediction or
prior experience, which are either not fine-grained or time-
consuming. Apart from such traditional white box methods, Arti-
ficial Intelligence (AI) has broadened the horizon of this research
field. Artificial Intelligence (AI) techniques are gaining momen-
tum in recent years and is thought to have a greater ability
in the analysis and processing of a large amount of data than
traditional algorithms, thus having the potential to discover some
new data patterns and make accurate decisions in more com-
plicated environment. Therefore, many researchers in the field
of network design are now paying attention to a usage of AI.
In 2003, David D. Clark et al. proposed ‘‘knowledge plane’’ [3],
which depicted a primitive view about the usage of AI in network
design. Researches [4–7] also discussed the network architecture
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with AI application. R.W. Thomas et al. [4] proposed ‘‘cognitive
network’’ in 2005, Hajer Derbel et al. [5] proposed an autonomic
network management architecture named ‘‘ANEMA’’ in 2009, and
Michele, et al. [6] designed an intelligent network architecture
‘‘COBANETS’’ in 2016. In 2017, Albert et al. [7]. published their
work entitled ‘‘Knowledge-Defined Networking’’, which redefined
knowledge plane in the network and triggered a hot discussion
in the academia. In [8–10], M. Chen et al., also discussed the
framework of machine learning technologies in edge network
and user end. However, such schemes did not provide details to
realize the automatic control on the network, and there are still
many problems that stand in the way of the employment of AI in
network design. For example, Agoulmine et al. [11] listed a series
of problems that made the automatic management of network
difficult.

The emerging of SDN (Software-defined networking) [12] also
provides much help for routing optimization. In SDN, control
plane and data plane are decoupled, thus the manager can place
some centralized logic on the control plane while leaving the for-
warding functions to the data plane. Such separation makes the
utilization of network resources more efficient. On the one hand,
the programmability on data plane also brings much convenience
for the network designers and managers to manipulate and uti-
lize the underlying network infrastructure, where new network
functions and strategies can be flexibly deployed [13,14]. On the
other hand, a decoupled control plane makes it easier to obtain a
global view of the network and accordingly deploy heterogeneous
function entities on data plane. However, to fully exploit the
benefits of centralized network management, one should be able
to tackle the heavy work of dynamic information analysis and
policy generation, and then convert the policy to flow tables
for the data plane. Traditional routing optimization technologies
such as load balancing and QoS guarantee algorithms fail in such
new condition, of which most are based on off-line analytical
optimization or heuristic methods, as presented in [15]. Recently,
with the help of artificial intelligence, researchers are trying to
solve such problems in a new way called network AI.

In this paper, we build an intelligent network control ar-
chitecture TIDE (TIme-relevant DEep reinforcement learning for
routing optimization) to realize the automatic routing strategy in
SDN. The proposed architecture to perform intelligent network
control contains three logic planes: data plane, control plane,
and AI plane. The intelligent decision loop also consists of three
parts: state, reward and collection, policy generation and policy
deployment. The smart agent in the AI plane can output a near-
optimal routing solution for the underlying network without any
prior knowledge about the network or human experience. The
main contributions of this paper are summarized as follows:

1. An intact ‘‘collections-decision-adjustment’’ loop is pro-
posed to perform an intelligent routing control of a transmitting
network.

2. An RNN-based deep reinforcement learning method is care-
fully designed which is suitable for traffic characteristics abstract-
ing and can dynamically output a near-optimal routing strategy
according to the varying traffic distribution.

3. The proposed architecture is implemented and validated on
a real transmitting network topology, while to our best knowl-
edge, previous state-of-art works only validate their schemes on
simulation tools such as NS3.

The rest of this paper is organized as follows. In Section 2,
we review the related works. In Section 3, we introduce the
overall architecture of TIDE and explain the function of each
plane. In Section 4, the interaction mechanism between TIDE and
the network environment is explained. In Section 5, we explain
the intelligent algorithm of TIDE and elaborate the corresponding
parameter setting. In Section 6, we explain the experiment setup
of a real network that validates TIDE, and analyze the experiment
result. In Section 7, we conclude this paper and discuss the
challenge and our future work of AI in network usage.

2. Related works

There are many researches focusing on the routing optimiza-
tion problem, especially QoS guarantee [15,16]. Among them,
most recent schemes are based on SDN or machine learning.
Melinda Barabas et al. [17] proposed a simple routing man-
agement scheme based on the QoS information to improve the
overall network traffic capacity, which still needed a lot of fur-
ther consideration in practical use. Wenhao Huang et al. [18]
employed a deep neural network to characterize the node traffic,
but the acquisition of correct labeled data was hard. There are
also other supervised learning methods that are based on the
characterization ability of deep neural network, such as [19].
Many other solutions to solve the QoS limitations of the current
networking technologies such as [15] and [20] either failed or
were not implemented because these approaches come with
many challenges. For example, dynamic QoS routing can be seen
as a Constrained Shortest Path (CSP) problem, which is an NP-
complete problem [15]. On the other hand, the advantage of
reinforcement learning (RL) is being considered. Justin et al. [21]
started the research of RL in the context of routing optimization,
and [22] applied RL to achieve QoS routing. J. Jianget al. [23]
proposed a Q-learning based architecture to improve end-to-
end HTTP media stream transmitting. However, a transmitting
network is a complicated continuous-time system with almost
countless state number, while the researches mentioned above
all use a state–action table to find a certain routing strategy,
which is hard to deal with too many states. Giorgio et al. [24]
used deep reinforcement learning to deal with such problem,
but the proposed algorithm did not perform well compared to
traditional routing algorithms. Haipeng Y et al. proposed an in-
telligent network architecture named NetAI [25], which analyzed
the advantage of SDN architecture in the implementation of an
intelligent network, and run a simple test to show that NetAI per-
formed better than traditional shortest path algorithm. However,
NetAI was only validated with simulations, and NetAI did not
have an explicit explanation of the intelligent algorithm in use. In
TIDE, we implement the automatic control architecture on a real
network, and furthermore, we explain in detail the appropriate
intelligent algorithm that matches the characteristics of network
traffic.

3. Architecture of TIDE

In this section, we introduce the overall architecture of our
time-relevant deep reinforcement learning network control ar-
chitecture (TIDE) and its corresponding operating mechanism.
The framework of TIDE is shown in Fig. 1, which is composed of
three planes: data plane, control plane and AI plane.

The control plane and data plane are built upon a typical
SDN network. The data plane is mainly composed of forwarding
devices such as Openflow enabled switches. Such programmable
forwarding devices can be used to execute flexible forwarding
policy, and are also convenient for the network status collection
process. For example, in OpenFlow v1.3, 39 matching fields are
supported, which provides great granularity for network man-
agers to classify and schedule traffic flows in the network; each
flow entry has a counter field to reflect the intensity of each
flow, which can be used to reflect the traffic distribution in the
network. Online update of forwarding rules is supported on such
devices; thus, a controller can make real-time changes on the
routing policy to dynamically adjust the network condition.

The control plane connects the data plane with southbound
interface and the AI plane with northbound interface. With the
southbound interface, the controller can collect the network sta-
tus such as the flow table statistics, resource availability, etc.
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Fig. 1. System architecture of TIDE.

With such information, the control policies can be made based
on a high abstraction of the network. Also, the controller collects
the QoS measurement information which is used to evaluate
the performance of network strategies. The controller can also
generate fine-grained routing policies or convert them to flow
tables and install the flow tables on corresponding switches using
the southbound interface. With the northbound interface, the
controller sends the global view of the network as state input to
the AI plane, and receives the dynamic strategy from the AI plane.

As the core part of TIDE, the AI plane functions as the brain of
TIDE. In the AI plane, a smart agent uses the global view of the
network and network performance as the input to an intelligent
algorithm, and then outputs a link weight for each link in the
network topology, which is used for routing strategy update. In
each interaction with the network, the smart agent generates
a routing strategy and then evaluates the performance of such
policy according to the reward (e.g., service quality measured
by QoS parameters) collected from the network. Then, the smart
agent adjusts the algorithm parameters trying to get a higher re-
ward. After a period of training the smart agent can learn enough
experience from the interaction with the network environment
and produce a near-optimal strategy for the network.

4. Interaction between TIDE and the network environment

As mentioned in Section 1, one of our contributions is the de-
sign of a ‘‘collection-decision-adjustment’’ loop for real network
routing. This loop defines the working logic of TIDE, and also
reflects the interaction process between TIDE and the network
environment. Among all parts of the logic, ‘‘decision’’ relies on
the intelligent algorithm in the AI plane, which will be discussed
in Section 5. ‘‘collection’’ and ‘‘adjustment’’ contain a lot of inter-
action with the underlying network, which will be illustrated in
this section.

4.1. Network information collection

‘‘collection’’ process includes the information collection of net-
work status and routing strategy performance. As the input to
AI plane, the granularity and timeliness of information collection
can greatly affect the performance of the smart agent. Intuitively,

according to sampling theorem, to discover the pattern of gen-
eral network traffic, a status report with a frequency at least
twice the main frequency of the traffic flow (here we use main
frequency because there are always a few flows that cannot be
predicted, which is illustrated in Section 5.2) should be guaran-
teed. Therefore, a proper information collection scheme should be
selected.

There many network monitoring methods in SDN networks,
usually categorized as pushing [26], polling [27] and INT [28]
methods. Pushing methods have low computation overhead, but
are coarse in granularity. Polling methods provide flexible mon-
itoring of the network, but are less flexible in the information
format. INT attaches the network information (e.g., link utiliza-
tion, latency) to every packet at every switch that supports INT.
In this way, a real-time and fine-grained network status can be
sent to the controller, but the packet-level information reports
lead to a high processing pressure on the controller. In practice, a
proper network monitoring method should be chosen according
to the capability of the hardware in use and the granularity
required of the information. For pushing methods, the controller
has no control over when to get required information, thus the
efficiency of the smart agent may not be fully achieved in TIDE,
while INT is not supported on the hardware of our testbed.
Therefore, in the validation of TIDE, we use a polling method
to acquire the network information with a controlled rate, as
shown in Fig. 2. Generally, in a distributed control plane, there
are multiple controllers to maintain the network status. In our
experiment, we use a single controller to illustrate the effective-
ness. In a distributed control plane, the consistency problem of
multiple controllers has been researched in many studies. The
format of information depends on the target of routing strategy,
which consists of two parts: network status information and QoS
measurement information. For example, in QoS guarantee, end-
to-end QoS parameters should be considered in policy evaluation
information, including end-to-end delay and packet loss, and the
corresponding network status information should include link
capacity and link utilization. In Section 6, we validate TIDE with
QoS guarantee as a representative application.

4.2. Adjustment with intelligent action

The AI plane make decisions to adjust the routing policy based
on the information collected. The adjustment is according to the
neural network output in the smart agent, which has a certain
meaning in the network, e.g., each output node of the neural
network denotes a link weight value. When an adjustment is
generated, it is then sent to the controller through the north-
bound interface. In the controller, the adjustment is converted
to a routing policy, which takes on the form of a group of flow
tables for each switch. Generally, consistency of flow table is
one of the main considerations in flow table update, which are
categorized into two types: per-packet consistency and per-flow
consistency [29]. Without a proper flow table update scheme,
the asynchronism of switches in the network will lead to wrong
paths of some flows during the process of flow table update. In
TIDE, we use a intermediate transfer method [30] to ensure the
consistency.

5. Intelligent routing algorithm of TIDE

In TIDE, we use DDPG (Deep Deterministic Policy Gradient)
[31], a deep reinforcement learning model for continuous control
as the main algorithm. Different from a majority of reinforce-
ment learning models such as DQN, the output of DDPG is not
discretized as a small set of fixed actions. This character makes
DDPG suitable for the generation of continuous actions. In routing



404 P. Sun, Y. Hu, J. Lan et al. / Future Generation Computer Systems 99 (2019) 401–409

Fig. 2. Polling method of network monitoring.

optimization, we usually need to adjust the link weight for each
link to delicately manipulate all traffic flows in the network
(as illustrated in Section 5.2), thus the link weight value space
should be large in a scaled network, which makes continuous
control algorithms such as DDPG suitable for routing strategy
design. Section 5.1 introduces the core idea behind DDPG and its
suitability in the routing optimization. Section 5.2 introduces how
DDPG is combined with routing optimization application in TIDE.

5.1. Mathematical model of DDPG

Typically, reinforcement learning regards the interaction pro-
cess between the environment and agent as a Markov Decision
Process (MDP). The basic element tuple of such MDP is M =

(S, A, R, P, γ ), where S is the space of state, A the space of action
a, R the space of reward r , P the transition probability function
(p(st+1, r|st , at ) ∈ P), and γ ∈ [0, 1] the discount factor. An
agent chooses action a under state s according to a policy, which
is denoted as π (a|s) in stochastic policies and a = µ(s) in
deterministic policies, as illustrated in [32].

To evaluate whether a policy is good or not, value functions
are introduced. One popular value function used in reinforcement
learning is the Q value. The policy value Q under state s when
choosing action a is defined as (1):

Q (st , at ) = E[
∞∑
k=0

γ kR(st+k, at+k)] (1)

The bootstrap form above can properly represent the value,
but the acquisition of the future reward is only suitable for offline
learning, which is improper in the network usage. Such Q value
can also be expressed in an iterative mode as (2):

Q (st , at ) = E[Rt + γQ (st+1, at+1)] (2)

Eq. (2) is more convenient for us to introduce the policy
gradient function as illustrated in the following.

For policy gradient in continuous environment, we need to
represent the Q value with a function approximator instead of the
simple cases where Q values are stored and searched in a table. In
this paper, we use a neural network as the function approximator.
Thus, Q (s, a) is more accurately specified as Q (s, a|θ ), where θ is
the set of parameters in the neural network. For the evolution of
the neural network, we need a loss function to carry out the back
propagation. As defined in DDPG, the loss function is as (3):

L(θ ) = E[(Q (st , at |θ )− yt )2] (3)

of which yt is defined as follows:

yt = R(st , at )+ γQ (st+1, µ(st+1)|θ ) (4)

Fig. 3. RNN network logic.

Therefore, the main policy gradient method of DDPG is defined
as (5), with a = µ(s|θµ) as the actor network to choose an
action under a certain state and Q (s, a|θQ ) as the critic network
to evaluate the policy value.

∇θQ J ≈ E[∇θQ (s, µ(s|θµ)|θQ )] = E[∇aQ (s, a|θQ )∇θµµ(s|θµ)] (5)

To improve the stability of the learning, we use ‘‘soft’’ up-
date method to update the parameters as illustrated by Mnih
et al. [33]. The key idea is to create a copy of the actor and
critic network, and the parametersθ ′ of such target network are
updated slowly with θ ′ = τθ + (1− τ )θ ′, where τ ≪ 1.

5.2. Network application oriented combination with DDPG

Lakhina et al. [34] did a research on network traffic analysis
and pointed out that Origin–Destination (OD) flows in network
traffic had periodic flows as the main component. For example,
in data-set Sprint-1 [35], more than 90% of its traffic content has
a periodic feature. Therefore, time-relevance is one of the most
indispensable traffic features in a transmitting network. In this
paper, we assume that the network traffic is composed of two
components: periodical flow PF and random flow RF. We use

RP =
RF
PF

(6)

to denote the ratio of such two components. By selecting the
traffic sequence instead of an instantaneous traffic distribution
in the network, the agent can get a more accurate view of the
network state.

In our design, we use RNN (Recurrent Neural Network) as the
input neural network to exploit such feature in traffic. RNN is
designed to process sequence data, and has now various popular
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Fig. 4. Algorithm logic of TIDE.

Table 1
Different QoS sceneries.

delay jitter throughput loss

Video download
√ √

VoIP
√ √

Virtual reality
√ √ √ √

Internet of things
√ √

versions such as LSTM (long short-term memory) , GRU (Gated
Recurrent Unit) and BiRNN. The basic structure of RNN is shown
in Fig. 3. After each time step, the output data also serve as the
one of the inputs in the next time step. Then, the output of all
RNN units is connected to a feed forward neural network, which
produces the final outcome (which is the link weight in TIDE). In
TIDE, we use the basic type of RNN as shown in Fig. 3, and the
output neurons are connected to a feed forward neural network
with one hidden layer.

The state of network is represented by the sequence of net-
work status information, which is denoted by a state matrixr ,
where t is the length of time series and n is the number of
switches in the network. The action r is a weight matrix that
defines the link weight for each duplex link between any two
routers, where l is the number of links.

As mentioned in Section 2, we take QoS guarantee as a repre-
sentative application of routing optimization. Under the circum-
stance of QoS guarantee, the rewardr is calculated from the QoS
feedback from the network. rcould be flexibly calculated with
different indices under different QoS strategy, for example,

r = w1 · delay+ w2 · jitter + w3 · throughput + w4 · loss (7)

of which wi is the weight parameter. In practice, different ap-
plications have different performance indices, such as shown in
Table 1.

The deep reinforcement learning agent takes the network state
as neural network input data and then output a tuple of l link
weight values corresponding to l links among switches. With such
a link weight tuple, a Floyd–Warshall algorithm is run to calculate
the routing path for each traffic flow, and such paths are then
converted to routing tables in the controller for all the switching
nodes.

Table 2
Deep reinforcement learning algorithm of TIDE.
Input: hyperparameters of neural network, discount factor γ , smooth factor τ ;
Randomly initialize θQ and θµ of the neural network;
Create target network Q ′ and µ′ with θQ ′

← θQ and θµ′
← θµ;

Initialize replay buffer B;
for episode = 1 to M:

Initialize a random process N for action exploration;
Initialize a fifo as the state sequence SS;
Receive the initial state s1 and update SS1;
for t = 1: STEP_NUM
execute at = µ(st |θµ)+ Nt , observe rt and st+1;
update SSt+1;
store (SSt , at , rt , SSt+1) in B;
sample a minibatch of (SSt , at , rt , SSt+1) from B;

set yi = ri + γQ ′(si+1, µ′(si+1|θµ′ )|θQ ′ );

update θQ with L = 1
N

∑
i(yi − Q (si, ai|θQ ))2;

update θµ with ∇θQ J ≈
1
N

∑
i[∇aQ (SSi, ai|θQ )∇θµµ(SSi|θµ)];

update target network :

θQ ′
← τθQ

+ (1− τ )θQ ′ ;

θµ′
← τθµ

+ (1− τ )θµ′ ;

end for
end for
Output θµ as the routing strategy parameter

The overall AI frame work of TIDE is shown in Fig. 4, and the
routing strategy generation algorithm is shown in Table 2.

6. Experiment and analysis

In this section, we present our experiment on a real network to
validate TIDE. Section 6.1 introduces the experiment environment
and parameter setting, and Section 6.2 shows and analyzes the
experiment result.

6.1. Testbed setup

Our scheme is evaluated with the topology of OS3E [35], a
typical topology for network experiment. To make our hardware
devices compatible with the topology, we adjust the link capacity
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Fig. 5. Experiment network.

and characteristics accordingly. For each routing node, there is a
host machine connected to it, and each host is a virtual machine
run on a server. The routing nodes are implemented with PICA8
switches, and 38 hosts are run on 5 servers. In each host, several
scripts are run to generate different types of traffic, and such
network traffic can approximately imitate the traffic transmitted
to and received from the transmitting network in a certain edge
routing node. The POX controller is run on a DELL work station

with a CPU of Xeon E5-2600 v4 and 128G memory. The smart
agent is implemented with Keras based on python 2.7, which is
run on the same system with the controller. The whole network
is shown as Fig. 5.

In the test network, each host connected to a controller serves
as a traffic originator. Actually, the 38 switches that are controlled
by the smart agent can be regarded as the core transmitting net-
work, whereas there can also be other routing nodes connected to
the topology which are not shown in the topology. Therefore, the
traffic generated by the scripts of one host in our experiment can
imitate the traffic generated either by multiple users connected
to this switch or other routing nodes connected to this switch, as
long as they have the similar complexity of the composition in
the traffic. In this way, we find that minor changes in the scripts
will not change the performance of the trained smart agent in our
experiment, thus proving that TIDE can tolerate small changes in
the network.

We create traffic patterns for these traffic originators, of which
each flow is composed of two components: periodical flow PF
and random flow RF as discussed in Section 5.2. Each traffic
originator communicates a fixed group of destination hosts that
is predefined before the experiment starts. In the experiment,
the RP of each host (as defined in (6)) is regulated to generated
different traffic for the network. We use the shortest path (SP)
algorithm in the popular protocol OSPF (Open Shortest Path First)
for contrast. OSPF is now widely used in intra-domain routing. In
OSPF, link state is collected, and the routing path of one source–
destination pair is calculated with Dijkstra algorithm based on the
link state, which is a fundamental shortest path algorithm. Dijk-
stra algorithm is also widely used in IS-IS(Intermediate system to

Fig. 6. Performance under different RP within 150 episodes of training. The RPs of a∼d are 0, 0.05, 0.10, 0.15 respectively, with the PF of each flow set to 0.5 Mbps.
The X-axis shows the episode number of training, the line chart shows the amount of average transmission delay (ms) of each step within each episode, and the
bar shows the average packet loss within each episode.
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Fig. 7. Performance under different traffic intensity within 150 episodes of training. The average traffic intensity of a∼d are 0.2, 0.35, 0.5, 0.65 Mbps respectively,
with the RP of each flow set to 0. The X-axis shows the episode number of training, the line chart shows the amount of average transmission delay (ms) of each
step within each episode, and the bar shows the average packet loss within each episode.

intermediate system). The traffic intensity on each link is sent to
the controller periodically as the network status, and the hosts
also report the QoS indices to the controller periodically (set to
2 s in our experiment). Currently, we only use two indices: delay
and loss.

In our experiment, each episode of training contains 1000
steps, and the average transmission delay of each step is added
to the total delay of this episode to measure the performance.

6.2. Result analysis

The effectiveness of TIDE is validated in our test bed under dif-
ferent traffic intensities and different traffic composition. Figs. 6
and 7 shows the training process of the smart agent of TIDE.
andAs shown in Fig. 6, we can find that in the first few dozens
of training episodes, TIDE does not learn enough knowledge,
therefore the agent uses stochastic strategy that performs worse
than SP. As the training step increases, the total traffic delay and
loss of TIDE is on the trend of decline. After about a hundred of
training episodes, the over all delay of TIDE is obviously lower
than SP when RPs are low, and the corresponding transmitting
loss are basically equivalent. This means that the smart agent of
TIDE has intelligently gained routing knowledge without human
experience. After the training process, the smart agent is then
ready to be used in routing. In the best case, TIDE reduces the
total transmitting delay of all traffic by about 9%. Also, we can
judge from Fig. 6(a) to Fig. 6(d) that with the increase of RP, TIDE
shows decreasing advantage over SP, this is mainly because that
the increasing randomness of noise traffic makes it harder for

TIDE to characterize the network traffic, thus impairing TIDE’s
ability to make accurate decision.

Fig. 7 shows the performance comparison between the two
schemes under different traffic intensity. Compared with the
other three diagrams, in Fig. 7(a), TIDE shows just a small ad-
vantage over SP. This mainly results from the fact that when the
traffic intensity is low, the transmission delay and loss caused
by packet queueing in switches is not the dominating source,
e.g., packet processing delay in the protocol stack of hosts also
contributes to the overall delay. Therefore, in this condition TIDE
cannot reach a significant advantage. When the traffic intensity
rises from 0.2 Mbps to 0.5 Mbps, TIDE shows an obvious im-
provement in advantage, but the advantage decreases again in
the traffic intensity of 0.65 Mbps. The reason may be that our
PICA8 switch has only a port buffer of 10M bits, so a packet queue
larger than this threshold in the ports will lead to much packet
loss, which is non-linear to the traffic intensity. Since the overall
QoS takes in both delay and loss into account, TIDE has to make a
trade-off of overall transmitting delay to avoid too much packet
loss.

Fig. 8 compares the running time of the smart agent of TIDE
and SP when generating a routing path for each flow. As shown
in the figure, the running time of TIDE is less than SP, and as the
scale of the network grows, TIDE saves more running time. The
calculation cost of TIDE mainly consists of two parts: link weight
calculation in the neural network and routing path calculation
based on the link weight. Once the training process of the smart
agent is finished, the link weight calculation time is determined
by the structure of the neural network, of which the calculation
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Fig. 8. Running time comparison.

is mainly a series of matrix multiplication, which is O(n1 × n2 +

n2× n3 . . .+ nd−1× nd), where ni(i = 1, 2, . . . d) is the number of
neurons in each layer of the neural network, and d is the number
of layers. The routing path calculation uses Floyd–Warshall algo-
rithm, whose time complexity is O(N3), where N is the number
of switching nodes in the network. Therefore, the total time
complexity of TIDE is O(n1×n2+n2×n3 . . .+nd−1×nd)+O(N3). In
practice, matrix calculation is usually much faster than iteration,
and according to the experiment result, the computation time
of neural calculation is negligible. On the other hand, OSPF uses
Dijkstra algorithm, to give a path for all node pairs the time
complexity is alsoO(N3), but it only does the calculation of routing
path for each flow, without a global optimization for all flows.
Actually, the global optimization problem is an NP-hard problem
as mentioned in [15], and previous solutions are mostly heuristic
algorithms such as ant colony problem, whose time complexity
isO(N × (N − 1)×mt) [30], where N is the number of switching
nodes, m is the ant number, and t is the iteration.

7. Conclusion and future work

In this paper, we demonstrate the advantage of deep reinforce-
ment learning in routing optimization. As a model-free scheme,
the proposed scheme can dynamically generate a near-optimal
routing strategy for the network once trained. Compared to tradi-
tional routing algorithms, RL based method can quickly process a
large amount of network status data and output a proper strategy
following the change of traffic distribution in the network once
deployed online. Therefore, such methods have a great potential
in replacing traditional routing strategies.

Though inspiring result has been reached in this paper that
proves the advantage of artificial intelligence in traffic engineer-
ing over traditional algorithms, there are still many challenges.

First, the time and contents granularity of network status
influences the performance of the smart agent. To acquire a more
detailed analysis of the network environment, the agent should
take in more frequent reports of network status and performance,
and finer-grained flow information as the input of the neural
network. For example, elephant flows and mice flows can be sep-
arately treated in the smart agent to balance the QoS of different
flows. However, this brings more communication overhead to the
network, especially to the centralized controller. Furthermore, in
this paper, the performance of TIDE is validated in networks with
the scale of dozens of nodes, but in a much larger network (e.g., a
network with thousands of nodes), the information collection and
processing might also be a problem. To address such problem, a
trade-off between the performance and communication overhead
should be made for different scenarios.

Second, the smart agent uses a neural network which takes
the network view as the input. However, when the topology

changes, the learned knowledge may fail, thus a re-training pro-
cess is required. Therefore, such architecture is temporarily more
suitable for stable environments such as data center network. A
knowledge-transfer mechanism should be researched in the near
future to ensure that a trained agent can be transplanted to other
networks with similar topology without much re-training cost.
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